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Abstract: A communication interface design for connecting a new type of intelligent testing equipment to the material inspection system is
proposed, which in response to the emergence of a large number of new intelligent detection devices in the current power grid material
inspection. Firstly, based on the workflow and business characteristics of power grid material inspection, the distribution network material
testing system is divided into a 4-layer architecture according to business functions. Then, considering the actual situation of existing new
and old testing equipment in the distribution network material testing, two methods are used: direct access and proxy access. After
comparing commonly used IoT communication protocols, it is proposed that HTTP protocol is more suitable for communication in
distribution network material detection systems than MQTT protocol. It designs an application layer communication interface for a new
intelligent detection device based on JSON format and HTTP protocol, using a shaHmac256 message encryption method based on random
session numbers and random keys. Finally, based on the designed communication protocol, a communication message example is provided.
The designed communication interface fully considers the actual needs of distribution network material testing, is easy to implement, has
good security, and can adapt to the rapid development of distribution network material testing business.

Keywords; power grid material inspection; new type of intelligent testing equipment; layered architecture ; communication interface; HTTP;
message encryption
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Fig. 1 Process of distribution network material quality

control platform

7156 1Y

(@ 'y

B2 BM#HERNRSESERA

Fig.2 Layered architecture of distribution network material inspection system
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Fig. 3 Direct communication architecture
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