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Research on the intelligentization of substation on-site operation terminals
based on cloud-edge collaboration
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(' Guangdong Electric Power Communication Technology Co. , Litd. , Guangzhou 510000, Guangdong, China )

Abstract: Aiming at the problems of cybersecurity risks, unstable data transmission, and insufficient intelligence levels faced by power field
operation terminals, this paper proposes an intelligent terminal solution based on a cloud-edge collaborative architecture. By analyzing the
application patterns of cloud-edge collaboration technology in power operations, the functional division and cooperation mechanism between
the cloud and the edge side are clarified. An on-site-oriented intelligent monitoring and behavior discrimination technology is designed,
covering key aspects such as central cloud model training, model lightweight deployment, and edge-side real-time inference. Improvements
are made to deep learning algorithms including rapid detection networks, multi-level cascade recognition structures, high-precision pose
estimation branches, behavior semantic analysis modules, and resource-adaptive dynamic optimization controllers, thereby enhancing the
analysis efficiency and accuracy of edge terminals. By integrating the wireless LAN authentication and privacy infrastructure ( WAPI)
security protocol with intelligent surveillance sphere algorithms, an edge sensing node with endogenous security capabilities is designed. The
collaborative principle between the security authentication mechanism and the intelligent analysis process is elaborated, strengthening
terminal security from both transmission and processing dimensions. Actual deployment and testing demonstrate that this solution can
effectively enhance the data protection capability, communication reliability, and intelligent processing level of terminal devices, while
reducing manual monitoring workload and improving the precision and response speed of operation management.

Keywords : intelligent substation; cloud-edge collaboration; surveillancespheres; WAPI; field operations; terminal intelligence
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