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Digital hospital medical record data encryption based on
deep reinforcement learning

Wang Chengbin, Wang Hui

( Medical Nursing Office, Shanghai Eye Disease Prevention and Treatment Center, Shanghai 201103, China )

Abstract: To enhance the security of electronic medical record (EMR) sharing and retrieval, and address the risks of privacy leakage and
data abuse, this study innovatively utilizes deep reinforcement learning ( DRL) and deep learning to complete named entity recognition
(NER) of sensitive medical record information. Subsequently, an encryption model for medical record data is designed using the advanced
encryption standard ( AES). Experimental results show that the DRL-based NER model achieves a maximum classification accuracy of
0.941, a matching accuracy of 0. 901, and an F, score of 0. 876. In the EMR database, the standardized semantic level of this method
reaches 0. 90, which is conducive to improving the performance of encryption algorithms. The DRL-based encryption algorithm achieves the
shortest key generation time, with a maximum time consumption of 559. 93 ms; its resistance to attacks significantly increases. The
designed encryption model for medical record data helps to safeguard patients’ privacy rights and medical safety, and promotes the optimal
allocation of medical resources.
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entity

B P RO SR S R R P AR R IR IR T L REER I R ) 2 B 32 T R ik il R DL AN L M

LARBENIC T A e A5 T7 T HAT BRI 1, B KB
P N TR RESFEOR A P K JiE | PR IT (5 B ALK AN B 2
Th, w2 B B T di il AT i 3 by, I
e 1 BTl ds RseR Mg, et 1 B s A AL e
B U RS B OIS T A R
e T ARE R EEAE R B2 W E B S 2515
S R IBSAADRAP 0 D K0l 2 4 iR LV H 5 T Y
KRR S EZHETITE G — RINEM SN
HL T D B L R R 4R At Tk R B (E R D e S AT

s B #1:2025-02-23 ; % B H#A:2025-03-26
ELWHE. Li&T A AHF AL A (22ZR1201200)

W

BRSBTS EE B B AL R, NS B R TT T T
ZHHT, EEFESRI T MRS I RGN TR
By BHIPECE | 12 22 48 AT S BB W8 R A0t 57 0 TiE i
PR bit BoE I AR, PRI AL RSB RS TR
PR R | Fugkeaw 55 2R T 5 IH B TR MEM
SR AN X BB AR BT T — 22 2 I 0 BT
ek MR G Tk 1% R A A v 7 B b s Rnfige 4 11
Ab B RAA /N o AR D AR SR AR B , 22O B SOA

EE R ZHoK(1984—) , B, PR TARIT R F %) B REIERA,

BIEEE. X A£(1989—), F , PR TANN  FTAT @ BT KEHESHT,

SRR 2ok, TH. ATHRABKFINRFRERBNBFEMEFHT[I]. AsEKE EA, 2026,45(6) :149-154, 168. (Wang Chengbin,
Wang Hui. Digital hospital medical record data encryption based on deep reinforcement learning[ J]. Techniques of Automation and Applications, 2026,45
(6):149-154, 168. )



H2h b 3 R 5 5 H

150 Techniques of Automation and Applications

2026 4F 45 45 3% 56 W

(PS5 A 2 30 1 K Ak BIAE I 5 B G 1
AR B R 2 vk R XA

R T B v o B AR TGS 45 R AR 4 X RE T %
HIFEAT B A B e PR 1 D R 2 e R R I S R A

ik,
1 [ B BH An 5 B

1.1 FHHBEEIRF

NLP f& —Fl {8815 5 A BB AR, FEH T MUK
rRRUI R R B SR SR BRSO IS | BT 4, I
FL 3 D0 HR A R o RE R AE 9 | B AR A A5 SRR
B 8BRS SRS G e AEAR 25 R A g R
B, B AL R NLP AE: 55 19 S 88, 6 B i SCAR F 30 %
B n] P AL EE A ST WSRO R
R RN BRG] id s SoR R, B
NER #ERI by 4 A2 i )2 AN g i )2, 25 44 T8 2C 2 Rl n &
1 Jfi7n

iz | CRF |

[con ] [con ][ con| [con ]

0O 00 00 QO

P [Ls™ Jo Lstv [ Lsv J Lsu |

[Lstv ] rstv { Lsv | 1sv |

[val el Doal  [wal
A |Global Vectors| [ Char &

® 66O

Bl 1 NER EEZEHHEK
Fig. 1 Structure of the NER model

HH L 1 AT DL i A2 G B S22 R g 6 22 43 ) e 1) ]
A KA HIC A2 M 4% (long short-term memory , LSTM ) F¥)
AR A e 511 Bt 13 ( conditional random field , CRF) #4 i .
HINZEBR T XTI s = {w, ,w,, - w, | FEILEXT
N BATRI AR X = {x, 0,00y, |, LA w0, SRR BT B
Wlkx, = [v,,e] e R™ v, FRBGRARR o, 75
TEAF ) 10 &, d, FRow )i 4E R B 5 4 R
Global Vectors Bi%  Char ¥ FBIAI A )Y v, c,, BLAM, Hi A
Pl AR SR A AR L = {1,,0,,,1,| ZEHHK
HC AR

i )= A3 FE X 1] LSTM ( bidirectional long short-term
memory , BiLSTM ) . #& {f i 12 ™ %% ( key-value memory
networks , KV- MemNNs) FZLIE)Z, LSTM Mgt il f | i
AT, T o, 4, WX (1) .
i, =c(WLy,_, ,x ] +b,)
0,=d(W,[y,_,x] +b,) (1)

. = 0-( W/[yt—l va + b/)

K, o HETE R Wb 43 FRAGE fRE ., LSTM f&
= fr Y, R (2), X = {2, Sy, %, | LN
BiLSTM Ji , BV AT 45 B R] X6 10 1 B OIR 25 1)

y,= O,tanh (S,) (2)
A, S, F/R LSTM HHOIRAS . BILSTM J2& LSTM 4 J#
Ji A, T [ s Ak B 500 5 4k T A8 ) RS 1) 45 B, H A
J7 1) B IR 48 2B, 43l A B2 9 it 2 ROk R SO
B AR B SCR R RS AR S A B L TR
BIWA(3),

L= ) (3)

K, p, RoRFREREAR AT RIS j A0 e RoRPRE K
AT A%, KV- MemNNs 3 1o {8 X 7% ALK 2 5
B AT SRR S A 0 HE B AT 45, 7E NER B AU rp ) KV-
MemNNs FIH] b3R5 5 1 1 Bl 45 SR B0, #4
BCAZRE i T (k,v) . KV-MemNNs 3222l ic 25
P SRS R B IR IR DL (k,v) BB
FEAERTR S, SRR G SRS A 7EIC IS B v A AR G
FIRYERE 352 BB e DU L A1 4 381 ey B 15 BBORT 7 14 (LA Ay i 1 5
HE— Ak B A AL

PR Z R RGO BT SUE R ERAGES
R R SCfE Bl G, LAAE SRR i 1 i 44 SE AR
PIBREEAF . RIAREH R (4) o

g =Lh;r;r] (4)
2, h, F7R B Y B ROIR A 1] 1 5 r! SRR SCRY R 1R 3¢
FOR 5 rl FOR SR AR B 5 S5 RS 2 A ]
CRF 58845 R 07 90 bR 1T, oAb fip 24 52 IR AR 254543,
BRFTITREIA(S) .

s(x,9,0)= X (T, +E,) (5)
K, y, FRREFI 5 iy, Fon B i DRSS y, AR
FEONAS 3 s T RoRFER S BERE ; 0 RoRSH, Mo, i
S8R DRL HAR XS SR BR 28 HEAT 18 1F , 8 F R B ff 7 1
RBEFRE (deep deterministic policy gradient, DDPG ) 7Y |
DDPG 2 —Fp 2T Actor-Critic #E4L A DRL 55 ¥, BE fi
PRI S s 1 ) ALY B3, DDPG W) 4% 455 700 45 4 T 4] 2
Frs

H & 2 A\ I, DDPG i Actor-online . Critic-online .

Actor-target , Critic- target 4 2P 45 2 A, Actor-online
B AR i — 0 28 M ) B R |, Critic-online 1 52 P-4 3 1E
B 1H ; ] A XUEE At 28 O 25 A5 1Y | ) i Actor-target | Critic-
target PEAR AT S 3 X R 25 1) 250, DDPG A 2856 2 A7l
D308 3 A 0 [ s 25 6 540, Bt ATL A SO i s kA7 1)
Ik RTHEESERE

DDPG B SR i e e 4 2 50 G2 A7t LAAF i 58 1.
Bl I IR 5 3hE, Critic 45 F]H Target ® 4511
S EHARE, IERF Online W45 0 4 i H AR (e, 5 J5 AR 9%
P 22 8] 1Y) 35 T 1% 25 450 R R BT Online 9 45 11 2 44,
Actor P45 F) FH Critic [ 455 17 B BREAE N 5t 38 13 B



A Zh b 8 R 5 H

2026 4F 5545 % o M

Techniques of Automation and Applications

151

FE BT RHHT Actor P94 B 288, LAMETS i 11 1 S VE RE %
e RA HARE, B g R W (6) .

vV, J(8) = Emﬂwm[ V,ogm,(al s)Q"(s,a)] (6)
K, p” FoRWRE i, m R, 0 XTI SEG Q7 (s,

R0 T R AF

a) T YATPRES s MBIE o FIA{E, Critic-online 2% 6°
L (7)

L(6°) =(y, = Q(s,,a,1 6°))°
K,y FoRIFF 225 BHig

(7)

A A
sd

T2 FIARIIZ

v Y
Actor-online |—>| Critic-online | Actor-target Critic-target
3
0 (s,a) 0" (s.a)

Y -
HUH

B BE S 5] PN

O (s.a)

& 2 DDPG MELHREE

Fig.2  Schematic diagram
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