5458 5 12 A X o F R (8 A& F KR Vol.45,No.12
2024%F 12 A Journal of Northeastern University ( Natural Science ) Dec. 2024

doi: 10. 12068/j. issn. 1005 — 3026. 2024. 12. 006

& B I 5 B A R0 T A LI 28 By
ERREBERAE
& ox, 3 A, R %, % I
(B K% FETRER, 19 fEE 330031

i B XN TC AP VR SR P & SRR 0 AHILME LA R DR S Wi 15 18 A5 TEIR S A5 20
R Z2 522 4 PERE T B RO ML, 4t — R FH 5 58 2 23 T (intelligent reflecting surface, IRS ) ffi B T ABLIA
HUEAF R SR P AR RE A B Tk . TR R E A TR 2R B SRR T MR T iR
W {38 19 {5 18R 2515 B, (channel state information, CST) AN 22 M, BA D0 A0 R 58 S5 T R AHAS S B L TE AL
1 RATHUE AN A DR, T I P R B 22 - S PR R . IR A XA i A e, B T3 Al %
LM I Bl S—Procedure FIE @A S Jr v 42 I T — AN A RN =B BOg AU . SCIR SRR AL TR G
T3 %8 T B Ty 8 n] L AR T H P  E AGERE

X E O T ANLINE s AR B BE R I SR Ak S

HESES: TN 92 SERARAEED : A MEHRS: 1005-3026(2024)12-1717-09

Robust Secure Communication Method for Intelligent
Reflecting Surface-Assisted Cognitive UAV Network
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Abstract: To address the problem that it is difficult for the secondary unmanned aerial vehicle
(UAV) to acquire the accurate channel state information (CSI) of the eavesdropping channel in
UAV cognitive radio systems, which reduces the security performance of the secondary system,
this paper proposes a robust method to enhance the security transmit performance of the
secondary user (SU) by using intelligent reflecting surface (IRS) to assist UAV cognitive
communication. Under the constraints of the interference temperature of the primary user (PU) ,
a deterministic model is established to describe the uncertainty of the CSI of the eavesdropping
channel, and the phase shift matrix of IRS, the flight trajectory and transmit power of the UAV
are jointly optimized to maximize the average worst-case secrecy rate of the SU. To tackle the
non-convexity of the formulated optimization problem, an effective three-stage iterative
algorithm is presented based on alternating optimization, successive convex approximation,
S—Procedure, and semi-definite relaxation methods. The simulation results show that compared
to non-robust scheme, the proposed robust scheme can significantly improve the secure
performance of the SU.

Key words: cognitive UAV network; secure communication; intelligent reflecting surface;
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o
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A AL IR (28)=R(29) 157, Y H
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M C16~C20 EPEME&Q’J% i F 2
UL TT ¥, I —x7 (1], —y* [n], (u[n]) **, (e[n]) ¥

Ib(1+¢Tn),  ALInHos[nlh, [n] A hjn]He [n]
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(Roo 1Y) R H =Ry, ]y, B — B 28 80 R T
(P4.8) ANy

{[n] }

1 N
(P4.9) max N ;{W(l +pyo [n]r{n])- n2(1+¢,[n) |

térf
s.t. C2,C3,C21,C24,C25,

C26: x* [nhxi+y? [nHya—2x x[n}2ys y[np-H*—

(1+%)<uo[n])’%+%(uo[n]ﬁ"‘u[n] <0.Vn,

C27:¢ ey Iy 2O e D)

2y AEY 4 e ) * ' eln] <0,
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C28: (S[n])%% [n}-2x, [n]x[n}xi+ys [n}-
2y [n]y[n}yi+2x, x[n} 2y, y[n}-H?<0, Vn,
C29: (t[n])_%+x§ [n}2x, [A]x[n}xi+ye [n}
2y [n]y[n}-yit2x, x[nH2y y[nHH-h)’<0, Vn,
C30:(f [n])f%+xé [n}-2x, [n]x[n}xityg [}
2y, [n]y[n}-yi+2x, x[nH-2y, y[n}-H*<0, Vn,
C31:r[n}-h}, o [n]H s [n)h,, [n}
20}, , [ H o [n)h . [0}, [n])<0, Vn,

C32: D pPln) (f [l i

20t} [ H o [, [~ 0 [n]) ) <1T. (37)
AR, (P4.9)Fg— S HRIE M AL )55, T i Fl
CVX S TR

2.4 RERE®.

S B N S R = W C o e L IR
(P4.1) 73} IRS AR B O AL \UAV "RAT B
DEAFN R D 344 34> Il R, 34> - [ i ik
A WS, 13 BITEBIR TG O T R G RRF
R AR R A AR . BRI R 1R

R ZHESRE
Table 1 Three-stage iterative algorithm
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