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Facial Mask Guidance Based Multi-person Scene Images
Forgery Localization Algorithm
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Abstract: To address the performance degradation and lack of robustness in existing forgery
localization models when dealing with small region facial manipulations in multi-person scene
images, a FMG-L model based on facial mask guidance for forgery localization is proposed.
Firstly, to mitigate interference from background information in multi-person scene images, a
facial mask guidance module is designed to encourage the model to focus on critical facial
regions. Secondly, to enhance the robustness against image degradations, a three-channel feature
extraction module is developed to extract multi-dimensional features, and a feature fusion module
based on a dual attention network is also designed to enhance the forgery clues. Finally, a forgery
localization module is used for forgery localization. Experimental results on the OpenForensics,
ManulFake, FFIW, and DiffSwap datasets demonstrate that the FMG-L effectively localizes
forgery regions and shows strong robustness against various image degradations and different
online social platforms.
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Fig. 4 Visualization of forgery localization results
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x2 BHEEHEEMLER

Table 2 Forgery localization results across the datasets %
ik e MF FW DS e OF FW DS
Acc  IoU Acc IToU Acc IoU Acc  IoU Acc IToU Acc IoU
GradCAM 91.2 91.2 87.5 87.5 68.2 68.0 87.4 87.2 90.2 90.1 73.2 71.6
Patch 92.3 92.2 88.6 89.6 68.5 68.2 89.7 89.5 90.4 90.3 74.2 71.0
HiFi-Net 93.2 93.1 90.7 90.6 67.9 67.9 90.9 90.7 89.4 89.3 70.7 69.6
Attention or 92.4 92.5 89.6 89.6 68.4 68.2 M 88.3 88.2 91.7 91.7 72.5 71.0
FMG-F 95.3 95.3 92.6 92.6 70.5 69.2 92.9 92.7 94.3 94.2 74.9 72.0
FMG-L 95.5 95.5 92.7 92.8 73.2 71.4 93.0 92.8 94.4 94.3 75.6 72.6
i i OF MF DS iz OF MF Fw
Acc  IoU Acc IoU Acc IoU Acc  IoU Acc IoU Acc IoU
GradCAM 88.4 88.2 90.4 90.3 7L.1 69.5 88.3 88.8 89.7 89.6 89.4 89.3
Patch 90.9 90.7 92.0 93.0 71.4 69.6 84.0 83.3 91.9 91.9 90.0 90.9
HiFi-Net 89.2 89.1 91.8 91.8 67.9 67.9 88.2 88.2 90.9 90.8 88.8 88.8
Attention v 90.2 90.2 92.7 92.7 70.7 70.0 bs 89.2 88.7 91.8 9.8 91.1 91.9
FMG-F 9.1 91.0 94.2 94.2 71.1 69.9 90.9 90.8 94.4 94.3 94.2 94.1
FMG-L 91.2 91.1 95.0 94.7 71.5 70.1 91.1 90.9 94.4 94.5 94.3 94.2
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Fig. 5 Impact of various degrees of image degradations on the Acc of forgery localization
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Table 3 Forgery localization performance for different image degradations

%

St JE G E1S JPEG GN GB BW CS CcC
Acc IoU Acc IoU  Acc IoU  Acc IoU  Acc IoU  Acc IoU  Acc IoU
GradCAM  91.0 90.7 88.9 88.6 87.9 87.8 88.4 883 89.9 §89.8 89.8 89.7 90.2 89.9
Patch 91.7 91.5 88.9 88.8 87.8 87.8 885 884 89.6 89.5 87.7 87.7 89.5 89.4
HiFi-Net 91.6 91.6 91.0 91.0 90.6 90.9 90.9 90.8 91.1 91.1 90.8 90.8 91.0 91.6
Attention 91.0 91.0 89.1 89.0 86.6 86.5 88.4 88.4 89.4 89.3 86.9 87.1 89.6 89.6
FMG-F 94.6 94.5 94.3 94.2 93.9 93.8 94.4 94.4 93.2 93.1 93.6 93.6 92.6 92.4
FMG-L 94.8 94.7 94.5 94.4 94.3 94.2 94.5 94.5 93.4 93.3 93.7 93.7 92.8 92.7
F4 EXNAEELLZFEERHEEMERE

Table 4 Forgery localization performance for different online social platforms %

Sk G % Facebook TikTok WeChat WeChat(PC) ~ WhatsApp YouTube
Acc IoU Acc IoU  Acc IoU Acc IoU  Acc IoU  Acc IoU Acc IoU
GradCAM  97.9 97.9 94.5 94.5 95.6 955 950 94.9 96.3 96.3 951 950 96.0 95.9
Patch 97.9 97.9 94.5 94.4 955 955 950 94.9 96.2 96.2 95.0 950 96.0 95.9
HiFi-Net 97.3 97.2 96.8 96.7 96.4 96.3 96.3 96.2 96.5 96.5 96.4 96.3 96.5 96.5
Attention 98.0 98.0 94.7 94.7 957 957 951 951 96.5 96.4 952 952 96.1 96.1
FMG-F 98.2 98.2 97.3 97.2 97.2 97.1 97.1 97.0 97.0 97.5 97.1 97.0 97.2 97.2
FMG-L 98.3 98.3 97.8 97.7 97.3 97.2 97.4 97.3 97.5 98.0 97.4 97.4 97.4 97.3

#* 5 A [EBlock# 27 OF ##E & L AIhiEEI1ERE
Table 5 Forgery localization performance with
different number of Blocks on OF

dataset %
Block Acc IoU
1 93.3 93.2
2 94. 8 94.7
3 93.4 93.3
4 92.2 92.0
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AMRR PR LT R 2 A\ 5 i R Dh s B
P, 408 5 B 00 2 i 1) LS AR 3R L+ Liee 1
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Table 6 Forgery localization performance with

different modules on OF dataset %

BT Acc ToU
C+C+DAN 92. 4 92.5
C+C,+DAN 89.7 89. 6
C+C,+DAN 91.2 91.0

CH+CAC, 93.9 93.8
C+CA+C+DAN 94.8 94.7

R7 AEMKEHEOFHIEE LHAIEE 4R
Table 7 Forgery localization performance with
different loss functions on OF dataset %

Hr Acc ToU
Ly 92.8 92.6
Lipea 94.3 94.2
Lyce + Liice 93.7 93.5
Lgear + Lice 94.8 94.7
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