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Abstract: In order to solve the problem of voltage deviation and current distribution imbalance in
direct current (DC) microgrid under false data injection attack, a distributed resilient cooperative
control method was proposed by taking the islanded DC microgrid with multiple distributed
generators as the research object. This method could effectively eliminate the impact of false data
injection attacks and will not interfere with the operation of the system under normal
circumstances. The Lyapunov stability theory was used to prove that the DC microgrid can
operate stably when it is attacked by any constant false data injection, achieving the two control
objectives of voltage regulation and current distribution. The simulation model was built by
MATLAB/Simulink, and the validity of the control method was verified.
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