%455 % 54
2024% 5 A

Ao K F F R (
Journal of Northeastern University ( Natural Science )

B X H F k) Vol.45,No.5

May 2024

doi: 10. 12068/j. issn. 1005 — 3026. 2024. 05. 002

BT X BR8] 42 A $E IR 55 2 HY
ZERTREFR

Xk, B W, AL, & A
(RAbR BfFBE, 5 W 110169)

i = BISOYITZE0H TR B ROk R R SE IR A4 1 SR AR ), B R X A ] T
BRI M E W FROE TR BB A R TR R L TR A A X R R s T — 1
e A AR TR TR, S T H RGN B U LU R . S8 A T R %7
LARVFRMBEN R, B LR 2 ML K A i =5 2 A TIe . Zan i M as R 2 &
FET SR I 2P R TT Ot 1 A0 R oRA T 55 38 24 4 H bR 1) R 2E 155 0T 8 O A7 2L pa g

X B R T XHUE W RIS A s e ik

RESHES: TP 309.2 XHRFRERD: A XEHS: 1005-3026(2024)05-0619-09

Secure Electronic Voting Scheme Based on Blockchain and
Short Linkable Ring Signature

WU Qi-yu, YANG Fan, ZHOU Fu-cai, FENG Da

(School of Software, Northeastern University, Shenyang 110169, China. Corresponding author: ZHOU Fu-cai,
E-mail: fczhou@mail.neu.edu.cn)

Abstract: Surrounding the problems that most of the current electronic voting schemes are
centralized and unable to achieve anonymous voting, a secure electronic voting scheme based on
blockchain and short linkable ring signature is proposed. By designing a short linkable ring
signature scheme and combining with blockchain technology, a specific, secure and efficient
electronic voting scheme is constructed. The system model, the formal definition of the
algorithms, and the detailed description are provided. Compared with the existing schemes, this
scheme allows for large - scale voting, and supports multiple voting options and automatic
counting of votes. The security analysis and experimental results show that this scheme can meet
more security goals such as anonymity, unforgeability, and privacy, while still with advantages
in terms of computational overhead.
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Table 1 Setup algorithm
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Table 3 Key generation algorithm

VIR AL setup(l’, £) = (P, T)
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5Return P, T
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Table 2 Registration algorithm
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Table 4 Voting algorithm
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Table 5 Result counting algorithm
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Table 6 Comparisons with existing schemes
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Table 8 Comparisons of computational overhead of signatures
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