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Abstract: Large-scale data processing has caused a surge in traffic within distributed systems. To
address the limitations of traditional network flow rule compression methods, such as low
compression rates and poor network processing efficiency, a flow rule compression algorithm
based on in-network computing was proposed. The core of the algorithm lies in leveraging the in-
network computing technology to compress rules for improving network forwarding efficiency.
The problem of overlapping rule ranges through flow rule deduplication was solved; a union-find
compression method was designed to efficiently generate expression rules. Finally, the
expression rules were unloaded to programmable switches to accelerate traffic forwarding.
Experimental results show that compared with traditional compression algorithms, the proposed
algorithm improves network processing performance by 40%~60% and achieves a rule
compression rate of 99. 8%.
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Table 1 Symbols and definitions of FRC algorithm
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Fig. 5 Performance comparison of three compression
algorithms in processing data packets

3.3 EHE

AR CHOE T 3R E 46 B R B R 45K
(compression rate, CR).CR A i1+5E AR R . (|117-
ICT/|T1x100% , | T FR 515 Ak 3T 0 265 v 1 D iy
FRIEL, TR 2 45 J5 i R0 5. 2 2 14081
T AE A ] $ 4 4 | 3 Fh 4 3% (FRC, DATF Hil
IDFA ) (1) H 45 RULI0 B30 e K HCX 07 114 e 400 %6 S 56
BHE SR, FRC BIL7E R 4R 805 1 3R B s,
BIRE 871> 99.8% 1 it KLU 45, Ji X U2 FRC fig
FIFH R MG 2 AT R A A $ie ik
FRIN, HL T g A A2 B b S e R b RN 2 5, g
P VT B f) DATF 3403 S B T 48 v A TR 40
e, -1 R4 R A3 96%. ML T, IDFA B ¥E 1Y
FEARRCRARXT 55 , B EAR R 290 84%.

R2 SMIEHE R EGHEIN B ELEZE 3T

Table 2 Comparison of three compression algorithms in compression rule count and compression rate

BiEg BURR DATE oA FRC
MW % RHRCR%  HUWEUS JRE4FRCR/%  HEU%  JR4%R CR/%

ACL-1 2077 5721 97.4 33156 83.5 424 99. 8
ACL-2 2007 5543 97.2 31174 85. 4 416 99. 8
FW-1 2077 8 826 95.6 34 102 82.9 517 99.7
FW-2 2077 8924 95.5 34 678 82.7 528 99.7
IPC-1 2077 6 872 96. 6 33679 83.2 443 99. 8
IPC-2 2077 7023 96. 4 32786 83.6 456 99. 8
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algorithms in compression rule sets

FRCRIEZ BT LI BB LBl IX —RCR IR T, &
B Ly TR B RN 2 RO A R AR T ik
XYM AL TR R, B AR 14 S DR
8 R A S A O BT R SR AR
FRC 532 AR P - 51 11 BRTC AR R, [] il
e AR TR A AU , DA T S5 R g A0 5 T 4

3.5 i HN 5 F AT iE

AR S E BN FRC B0 A 457 50 4% HL U 5
B, RGN T FRC Bk 78 AN [R] AR 0] 5
AR AR RIS IR ALAY TCAM NAE L,
FRC 3 78 52 5 vh 223+ 1 2 MB TCAM N AF .
SEYGTE T T A 0.1 2 10 J7 Z5 B0 ) 5 RE IS AT
FEAR AL, A 5 03530 I F0 58T (100% R) (4l
k20 H0 00 58 (100% ExpR) LA & YR 4 H0 00) 55 357
(50% R F150% ExpR). BT FERS 4Nl 7a i 7 , 52
55 25 AR 7R T FRC B3 78 0 5 S [ 2 78 0 ) psf
) IR [ 350% 22 5, S8 4 ML I A o L ARk an & 3 BT
71 FRC B39 1 50735 300 40 D0 BsF oy 75 1 1) )
BRI Rk IR TR A 285 Sy i 0 U o B
b R T B s R A B TCAM 7 20T, 1%
o B R FE R . B A 5C B ML T BT R DU B Y 4
I, S HL N A S Bl 2 S B T, R
AE AL IC BRI L R T R TR 10 7 4540
BRI IS, A8 HL I TCAM NAE O 2 A7 T H1
W SEPRAE BT, BT 5 8 T3 A HLI st 2> fih 2 42 3l
] H BT PR T FRC 333, FRC 8 vk £ fih A2 73 1K 4
T P ERAE , 1K i 40 T %) 0 0] 4 350 28 38 52 L
Hr &L 7 JE R T HEHT 10 5 400 5 52 46 ML R
AT FRC B3 5 (10 4% R s 2E AR Ak . 506 2% L
B, B R HUASS R U 42 5, FRC B3 FE AR AT LU 7
2.4 sINTERL 10 J7 2R 0 4 5 3k AR OF A
BB TRCAT A7 48 o5 I AR08, B DR T o0 8% i ot
HORySERURTHPGBLIN

3.0

@ - E1100%R (b =1 100%R =1 50%R,50%ExpR
6F E£150%R,50%ExpR. 251 = 100%ExpR
O 100%ExpR. B =
] 20 ] _
2 4t
= 15¢
¥
1.0
2L 0
|’| H 051
04.-.-.|_|_._n|_||-|_._|-||-||_| o L,
01051 2 510 01051 2 510 01051 2 510 8 9 10 8 9 10 8 9 10

ER NS &

AN %

E7 FRCEHEEFHMMFER
Fig. 7 Time consumption of FRC algorithm on updating rules
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Table 3 Comparison of switch TCAM memory occupancy rate after rules updated by FRC %
RN o5 L 0.1% 0.5% 1 7% 2% 5T14% 107 5%
100% R 1.2 6.0 12.1 22.3 57.6 100
50%R,50%ExpR 1.1 5.7 11.5 21.5 55.3 100

100% ExpR 1.1 5.6

11.3 21.1 52.4 100
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