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Abstract: All existing protocols are computationally secure, each of which is based on a certain
security assumption and depends on the computational power of the adversary. This paper uses the
matrix masking technique to hide the coefficient matrix. Combined with the LU (lower-upper)
decomposition algorithm, a new information - theoretically secure outsourcing of linear
algebraic equations method is proposed in malicious adversarial model. Compared with the
previous protocol, the security of the unique solution is improved to information - theoretic
security (perfect secrecy) for the first time, without sacrificing the complexity of computation
and communication. A formal security proof is provided, and the practicality is proved
theoretically and experimentally.
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Table 1 Matrix masking algorithm

Algorithm: Masking(k, 4, b)— (A", b")

Input:k,A4,b

Output: A", b'

1 ComputeA'=D,-(P.-A)-D,
2 Compute b'=D,-(P,-b)

3 OutputA', b’
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Fig. 1 Architecture of secure computing protocol
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Table 2 LUP decomposition algorithm for A'
Algorithm: LUP(A")— (L, U, P,,)
Input: 4'
Output: L, U, P,
1 Initialize U=A.L=LP, ;=1
2 forj=1:n-1do

3 Selecti (> ) that maximizes |u,|
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5 Interchange rows of L:l;; ;1 <> ;-
6 Interchange rows of P, Py <> Py
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9 for k=j:ndo

10 wy=u,—1lu,

11 end for

12 end for

13 end for
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Table 3 Verification algorithm

Algorithm: Verify(L, U, P,;,A")— 1 or 0
Input: L, U, P, ;. A'

Output: 1 or 0

1 Initialize ¢ =1
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7 break

8 endif

9 end for
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Table 4 Comparisons with prior protocols

Tk S TR R WAHE A YAk AT g UE
SCHR1T] S A X ACHE Y A5 o(n?) o(n?) COA N
SCHR[15] =R o(n?) o(n*) COA N
ITS-OutsLAE PSRN S o(n?) o(n*) COA +1TS N

A LA AR SCHR Y 9 ITS-OutsLAE B iU 7E
AT I SE LT R0, T UK R M — R Y
GV T B 5 Bt L e (LR M%) It HAERL
RO ERE GBEERE) T RUEM I H S
AR R
4.2 LR

i 4.1 75 W ERIS 40, 1B ITS-OutsLAE
PSR T oM 7 A% 2t A R T2k
5 R A PR 2 B AR 1) 22 4 A M SR I #
RS 1k PR RIS T P i A S 8 R
HUL R Pt B R R ESh 0(n) ,
JRAARAT A L T AR 7 BAE D808 TR 1)
X B, A i R ITS—OutsLAE P 44547
HIBCR , 2 W] ITS-OutsLAE B4 52 1

T B T ) 25 B BB OR R AT
2k, M T E y MATLAB R2021b, T4 k3 78
2.60 GHz Core (TM) i7-9750H CPU #l 24 GB
RAM 85 T 528 41 %F ITS-OutsLAE P8, 1 5%
DI P i ) 4 A —— 3 B AR AR | [R] A
A R S TR B ORIl A Bk
Xof 1o AN [ 7 R A RASE T 5 B PR T IR ] S50 25
UL 2.

[1KeyGen
10 _ PTObGen
I Verify

[_ISolve p

BYEFEM s

0.1

0.01

12 16
nx107

B2 EPmEELENLR

Fig. 2 Algorithm efficiency test on the client side
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Fig. 3 Algorithm efficiency test on the server side
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