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Evolution and Defense of Public Opinion in a Class of Social
Networks with Malicious Opinions

DING Wenjie, YANG Wen
(Key Laboratory of Smart Manufacturing in Energy Chemical Process, Ministry of Education, East China University of
Science and Technology, Shanghai 200237, China)

Abstract: A social network opinion model is proposed to address a type of public opinion security issue in social
networks, which includes suspects, defenders, and ordinary individuals. Suspects and defenders are modeled as network
nodes with external inputs. Suspects spread malicious opinions to other individuals, while defenders spread positive
opinion to other individuals. The safety of public opinion is judged by comparing the distance between the expected
opinions of the group and the malicious and positive opinions. Based on this, the parameter conditions that should be
met to maintain the safety of public opinion are determined. Furthermore, the sufficient conditions for the convergence
of expected opinions of social groups are analyzed, and a calculation method for designing low-cost, effective positive
opinion is designed. Based on theoretical analysis and experimental verification, the following conclusions are
obtained. If there is no defender in social networks, suspects can cause public opinion crises by spreading malicious
opinion. When a public opinion crisis erupts, all individuals in the social network hold malicious opinion. If there are
defenders in social networks, they can prevent public opinion crisis by spreading positive opinion. In this case, suspects
in the social network can be detected according to abnormal update patterns of their opinions, further ensuring the
safety of public opinion. In addition, it can be found that the number of suspects and defenders also affects the security
level of public opinion. The more suspects, the greater the likelihood of triggering a public opinion crisis. The more
defenders, the more likely to prevent the outbreak of public opinion crisis.
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(AL % 4. TRAK)


https://doi.org/10.1016/j.physa.2005.06.102
https://doi.org/10.1016/j.physa.2005.06.102
https://doi.org/10.1093/biomet/60.3.581
https://doi.org/10.1142/S0129183100000936
https://doi.org/10.1142/S0129183100000936
https://doi.org/10.1080/01621459.1974.10480137
https://doi.org/10.1080/01621459.1974.10480137
https://doi.org/10.1080/0022250X.1990.9990069
https://doi.org/10.1109/TAC.2012.2224251
https://doi.org/10.1109/TAC.2012.2224251
https://doi.org/10.1109/TAC.2012.2224251
https://doi.org/10.1109/TCNS.2021.3117231
https://doi.org/10.1109/TCNS.2021.3117231
https://doi.org/10.1109/ACCESS.2022.3160718

	1 问题描述
	1.1 社会网络
	1.2 DeGroot模型
	1.3 攻击模型

	2 观点演化分析
	2.1 防御模型
	2.2 公共舆论分析

	3 实验分析
	3.1 实验参数
	3.2 结果分析

	4 结　论
	参考文献

