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Fig. 1  Architecture of the MCGCBVul model
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Table 1 Statistics of Dataset Information

Number
Dataset
Total Vul Non-vul
FFMPeg+Qemu 25615 11673 13 942
Reveal 19 593 2 000 17 593
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(3) F1 73 (F1-score) : 4 fiffi 2 Fl 19 [n] 2 f1%) 4 il
.
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Recall =
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Fl1- =2 13
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(4) MEHH % (Accuracy) : FIUI 1E B I FEA 5 fir f5
FEA R G o TN A G A A 00 Sy 672 461 ) i
TP+ TN (14)
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3.4 HRSMH
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TRBE 2 2] i T e A 00 5 o R A 7 LA, SR 45 SR DL 3k 2
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SCER a5 IR B, 7E FFMPeg+Qemu £l 4 I, A&
SCHE ) MCGCBVul BEBUTERSH 2% . A B2 | F1 43
BN K e R B T AR, ol E T
63.400%, 50.831%, 56.389% Fl 63.952%. 7 ReVeal
Wi L, MCGCBVul 1 41 [0 5 | F1 73 %5 LA K i
KA IR E] T 34.833%, 47.065% F1 92.007%,
T HAt X AR

TEXT AR Hh, CodeBert 11 GraphCodeBert iy i
FACRL 7 5 1 T4 o T CodeBert 177 4 BV AE s il
4R LX) CodeBert AL HEA T . HH T CodeBert
O T REMR T T WIZs, BRI T
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# 2 FFMPeg+Qemu a4 LI 45 Xt He

Table 2 Comparison of experimental results on FFMPeg+Qemu dataset

Method Precision/% Recall/% Fl-score/% Accuracy/%
CodeBert™” 60.994 47.059 53.128 61.910
GraphCodeBert!!'”! 61.927 46.036 52.812 62.260
VulCNN2Y 53.271 34.015 41.519 56.042
Reference [23] 53.627 38.188 44.609 56.403
Devign(ReGVD)!'?! 53.825 49.190 51.403 57.330
ReGVD!?! 61.576 43.308 50.851 61.600
Ours 63.400 50.831 56.389 63.952

%% 3 Reveal BUEAE LS5 R X
Table 3 Comparison of experimental results on Reveal dataset

Method Precision/% Recall/% Fl-score/% Accuracy/%
CodeBert™” 62.162 34.500 44373 91.170
GraphCodeBert!'” 63.462 33.000 43.421 91.220
VulCNN2Y 33.333 1.500 2.871 89.616
Reference [23] 37.037 4.545 8.097 89.916
Devign(ReGVD)"?! 73.684 7.000 12.785 90.260
ReGVD!'%) 57.647 24.500 34.386 90.460
Ours 72.562 34.833 47.065 92.007
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0.350% #1 0.933%, {H7E A [H1 A1 F1 4355 1 0] 43531 %
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G 1 %, T CodeBert W ] 5 T 44 [7] %2 Al F1 4348 .

VulCNN A4 #7455 72 7 A 1T, SR vhoes v

PEIT 0P LA K Katz TP BB PDG RN =
W E 9 4%, IEFIH 2D-CNN #E47 IR IR A I . 1% 07
BAA T PDG g il I B T S, (RO R
HEARAS)THE X, HACRH T 2D-CNN #5 A #2 1t
SAE, DS AR I B L AR AR . AR ST Cai 252
WOCHE I KRR AT B, i T H AR B HL AR
LR B 5, PRI AE S B 208 13X — i, #F CPG H7 47
i AST. CFG. PDG, #XJ5 XX 4~ 3 4T & 4 5l itk 47
RN s o T D25 - AT G N ST PN A D DN E R X 1
i) £ PR 3 AN IR R S — A U S, SR
J5i R F 2D-CNN 52 838 38 8] (9 R fE Rl o 8 ad A
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Table 4 Impact of different modules on model performance

Method Precision/% Recall/% Fl-score/% Accuracy/%

MCGCBVul(graph) ~ 57.500 27451  37.161 57.411

MCGCBVul(seq) 62.231 41.858 50.051 61.674

MCGCBVul 63.400 50.831 56.389 63.952
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Table 5 Impact of centrality on model performance

Method Precision/% Recall/% Fl-score/% Accuracy/%
MCGCBVul(w/o cen)  63.315 48.465 54.867 63.463
MCGCBVul 63.400 50.831 56.389 63.952
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Vulnerability Detection Method Based on Multi-Channel Graph
Neural Network and CNN-BILSTM

LI Pengwei', ZHENG Hong', SHAN Rongsheng?
(1. School of Information Science and Engineering, East China University of Science and Technology, Shanghai

200237, China; 2. School of Cyber Science and Engineering, Shanghai Jiao Tong University, Shanghai 200240, China)

Abstract: In view of the problem that most of the current vulnerability detection methods based on deep learning
only consider the semantics of code sequence or code structure, this paper proposes a vulnerability detection method
MCGCBVul based on MCGNN (Multi-Channel Graph Neural Network) and CNN-BiLSTM (Convolution Neural
Network-Bidirectional Long Short-Term Memory). This method expands the node feature matrix of the CPG (Code
Property Graph) into a multi-channel image-like matrix through the centrality analysis, and uses the graph attention
network (GATv2) and the two-dimensional convolutional neural network (2D-CNN) to extract graph features. At the
same time, the dual-scale one-dimensional convolutional neural network (1D-CNN) and the bidirectional long short-
term memory network (BiLSTM) are used to extract sequence features. Finally, the graph features and sequence
features are fused to achieve better vulnerability detection performance. After experiments on the FFMPeg+Qemu and
Reveal datasets, the experimental results show that MCGCBVul outperforms the six comparison models in this paper in
multiple indicators such as F1 score and accuracy, with accuracy rates of 63.952% and 92.007% respectively. In
addition, this paper further proves the effectiveness of the improvement of each module of the model through ablation
experiments.

Key words: vulnerability detection; graph neural network; feature fusion; centrality analysis; deep learning
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