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Fig. 2 Structure diagram of LSTM
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Table 1 Attack classification in the dataset

Abbreviation Label Label type Number

Normal b0 Normal behavior 61156
NMRI bl Naive malicious response injection attack 2763
CMRI b2 Complex malicious response injection attack 15466
MSCI b3 Malicious state command injection attack 782
MPCI b4 Malicious parameter command injection attack 7637
MECI b5 Malicious function command injection attack 573
DOS b6 Denial-of-service attack 1837
Recon b7 Reconnaissance attack 6805
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Table 2 Evaluation indicators for system model

Accuracy/% Precision/% Recall/% F1/%

99.05 99.05 99.05 99.04
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Table 3 Precision, Recall, and F of the samples

F4 XL

Table 4 Comparative experimental results

Sample class Precision/% Recall/% F1/% Comparative model ~ Accuracy/%  Precision/% Recall/% F/%
Normal 99.12 99.39 99.25 KNN20! 91.00 92.00 81.00 85.00
NMRI 99.42 92.41 95.78 K-means-CAER" 95.53 95.43 83.52 89.08
CMRI 98.97 99.51 99.24 SVM22 92.56 92.47 92.56 92.50
MSCI 97.40 96.15 96.77 WGAN-GP® 95.30 96.52 90.55 93.43
MPCI 97.59 98.03 97.81 LSTM/GRU™! 91.70 91.77 91.70 91.73
MFCI 100.00 98.26 99.12 CNN-LSTM®! 97.75 97.54 95.47 96.49

BPSO-AHDL-IDSP”) 98.07 98.43 96.50 97.44

Recon 100.00 100.00 100.00
xIIRSP! 98.05 96.70 98.00 97.34
Ours 99.05 99.05 99.05 99.04
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Table 5 Ablation study evaluation metrics results

Model type Accuracy/% Precision/% Recall/% F1/%

CNN 95.49 95.64 95.49 9433

BiLSTM 95.68 95.82 95.68  94.53
CNN-BiLSTM 98.30 97.85 98.24  98.04
CNN-Attention 97.15 97.30 96.85  97.07
CNN-BiLSTM-Attention 99.05 99.05 99.05  99.04

MNFE S B SEHG 25 JE T LA Y, 45 465 B e 455 7
AE MY DTk AN B H E AR . FE B B CNN ASEE i, A5
TR AET 2R A 95.49%, K513 . 1 IR AN F, (E AL AR
1E 95.00% Zc A7, 3% 2 WK EE CNN (1) Jay &5 #¢ 1iE 4
HUAA e — 2 (0 Ry PR T By 4 ] BILSTM A5 B 1f
AR A ff A A v, R 0 R R (] Rt A Y
X Uk I B 15 8 A0 Jl 4 X A TR EL AT D [ VR . K i
PR 25 4 J5 . CNN-BILSTM 5 %1 (1) 3% {4 7 fig
T ERRTE, HER R = 2] 98.30%, R A R
I F B33 98%, 3% I 35 25 4 1T LA 41 2
OB Hh B4 Sy 3 5 B e 4R A, DT S 0 K A 14
J5. Ff CNN F1 Attention B 2E 4 (AR B SR L 1Ak
REA PR — LA BT T, (SRS AN 41 CNN-BIiLSTM
2 A, 3 28 B BRI AR 5 Jm R R AE i T 2 D LA
7 240 T B PP AR AS 1) AR 1 R (Y T

AR SCHE B CNN-BILSTM-Attention 5% 1 ik ]
T S v A i v YA 3. (99.05% ), A R L A Il
R FAAE 99.00% 447, UEEITERLA T Jm) i RFE
FREC, B P AR SE AR I 2 S, B R RS 7500
I A B e 3, 0 2 4R TR A 1 4 S kg . T
Al S5 25 B TIE T AR SC R SR o i) 45 B AE T4
RG0S H T K AT 55 b B v A R L R
BEAIEE R BT R AL SR8 T 1 3.

3 & i

Ry i Ml A ) 2R e N 245 XA o A I A AN
7 . B R R B A A v AR R AR AR SR py R
fie, I 4w AR KL I 2R 48 % 18 A 20 28 ) 1 1R )
REJI, ARSCHEH T — 3L T CNN-BILSTM-Attention
RA I T RGN T 2o AR, A
AR H CNN $ OB 4 1) Jmy 58 B 25 47 1E, BILSTM &t
RS [B] 5 F1 4K R, Attention HILTIIE 58 T G B4R A AL
H, SH MR ST R 2R TR A T XA
[) [0 2 e i R B A TR ), MERR 3R B T 99.05%.
XoF Bl S 56 R i ST 3 245 SR 3R B, T 4 A TR A
R KR AR K PSSR DR B,
5 FL AR A LY S 2 AR T TR A T R Y B
It BB AR A A 1 . TEARER IS
TAE, AR OB X AR B 2% ) 7 i il AT T, 15
TN A 5 A T 4% R 450 5 o ) a7 FH 7 T B2 o

S 30k

[1] LANGNER R. Stuxnet: Dissecting a cyberwarfare
weapon[J]. IEEE Security & Privacy, 2011, 9(3): 49-51.

[2] LEE R M, ASSANTE M J, CONWAY T. Analysis of the
cyber attack on the Ukrainian power grid[EB/OL]. (2016-
03-18). https://ics.sans.org/media/E-ISAC_SANS_Ukraine
DUC_5.pdf.

[3] KHANTIA,PID,KHAN Z U, et al. HML-IDS: A hybrid-
multilevel anomaly prediction approach for intrusion detec-
tion in SCADA systems[J]. IEEE Access, 2019, 7: 89507-
89521.

[4] UMER M A, JUNEJO K N, JILANI M T, ef al. Machine
learning for intrusion detection in industrial control sys-
tems: Applications, challenges, and recommendations[J].
International Journal of Critical Infrastructure Protection,
2022, 38: 100516.

[5] WANG W, HARROU F, BOUYEDDOU B, et al. A
stacked deep learning approach to cyber-attacks detection in
industrial systems: Application to power system and gas
pipeline systems [J]. Cluster Computing, 2022: 1-18.

(6] IRsHE. FeTIHAES > WY L WA I S B 73207 1
WF5E [D]. ALt Jat Tolk k2, 2019.

[7] LIUY, SUNY, LIU C, ef al. Industrial internet security
situation assessment method based on self-attention mech-
anism[C]//2024 3rd International Conference on Artificial
Intelligence, Internet of Things and Cloud Computing
Technology (AIoTC). Wuhan, China: IEEE, 2024: 148-151.


https://ics.sans.org/media/E-ISAC_SANS_Ukraine_DUC_5.pdf
https://ics.sans.org/media/E-ISAC_SANS_Ukraine_DUC_5.pdf
https://ics.sans.org/media/E-ISAC_SANS_Ukraine_DUC_5.pdf
https://ics.sans.org/media/E-ISAC_SANS_Ukraine_DUC_5.pdf
https://doi.org/10.1109/ACCESS.2019.2925838
https://doi.org/10.1016/j.ijcip.2022.100516

2

TR, S FETIRIL: ) 0 T A% RG24 i 20 2l 255

[8]

[91]

[10]

[11]

[12]

[13]

[14]

[15]

[16]

[17]

[18]

[19]

[20]

ALZUBAIDI L, ZHANG J, HUMAIDI A J, et al. Review
of deep learning: Concepts, CNN architectures, challenges,
applications, future directions[J]. Journal of Big Data, 2021,
8:1-74.

GUPTA J, PATHAK S, KUMAR G. Deep learning (CNN)
and transfer learning: A review[J]. Journal of Physics: Con-
ference Series, 2022, 2273: 012029.

AL-SELWI S M, HASSAN M F, ABDULKADIR S J,
et al. RNN-LSTM: From applications to modeling tech-
niques and beyond—Systematic review [J]. Journal of King
Saud University-Computer and Information Sciences, 2024:
102068.

WEN X, LI W. Time series prediction based on LSTM-
attention-LSTM model[J]. IEEE Access, 2023, 11: 48322-
48331.

SEABE P L, MOUTSINGA C R B, PINDZA E. Forecast-
ing cryptocurrency prices using LSTM, GRU, and bidirec-
tional LSTM: A deep learning approach[J]. Fractal and
Fractional, 2023, 7(2): 203.

NIU Z, ZHONG G, YU H. A review on the attention mech-
anism of deep learning[J]. Neurocomputing, 2021, 452:
48-62.

DAI Z, LIU H, LE Q V, et al. Coatnet: Marrying convolu-
tion and attention for all data sizes[J]. Advances in neural
information processing systems, 2021, 34: 3965-3977.
CHAUDHARI S, MITHAL V, POLATKAN G, et al. An
attentive survey of attention models[J]. ACM Transactions
on Intelligent Systems and Technology (TIST), 2021, 12(5):
1-32.

MORRIS T, GAO W. Industrial control system traffic data
sets for intrusion detection research[C]//8th International
Conference on Critical Infrastructure Protection (ICCIP
2014). Berlin, Germany: Springer, 2014: 65-78.

e, ST, RTK. SRRBUE AL BT i e 28 7).
HEHLT RSN, 2021, 57(14): 27-38.

MBIk, AL, B . T 00 3 R P 22 I 25 1 CNIN-
BiLSTM (i i #6003 [7]. SR AR B TR 28254k (F 4R
BlAR), 2025, 51(6): 835-842.

POWERS D M. Evaluation: From precision, recall and F-
measure to ROC, informedness, markedness and correla-
tion [EB/OL]. (2020-10-11). https://doi.org/10.48550.arXiv.
2010.16061.

KUMAR A, CHOI B J. Benchmarking machine learning
infra-

based detection of cyber attacks for critical

[21]

[22]

23]

[24]

[25]

[26]

271

28]

[29]

structure[C]//2022 International Conference on Information
Networking (ICOIN). [s.L.]: IEEE, 2022: 24-29.

CHANG C P, HSU W C, LIAO I E. Anomaly detection for
industrial control systems using K-means and convolution-
al autoencoder[C]//2019 International Conference on Soft-
ware, Telecommunications and Computer Networks (Soft-
COM). Split, Croatia: IEEE, 2019: 1-6.

PEREZ R L, ADAMSKY F, SOUA R, et al. Machine
learning for reliable network attack detection in SCADA
systems[C]//2018 17th IEEE International Conference on
Trust, Security and Privacy in Computing and Communi-
cations/12th IEEE International Conference on Big Data
Science and Engineering (TrustCom/BigDataSE). New
York, USA: IEEE, 2018: 633-638.

RN, P 3C. Tl A7 50 3 2R G T A6 I 1 iR A5 7
[7]. 15 B 540, 2021, 50(4): 410-418.

SOKOLOV A N, ALABUGIN S K, PYATNITSKY I A.
Traffic modeling by recurrent neural networks for intrusion
detection in industrial control systems[C]//2019 Internation-
al Conference on Industrial Engineering, Applications and
Manufacturing (ICIEAM). [s.1.]: IEEE, 2019: 1-5.
MOHAMMAD R M, SEYED M F. Development of intru-
sion detection in industrial control systems based on deep
learning[J]. Iranian Journal of Science and Technology,
Transactions of Electrical Engineering, 2022, 46(3): 641-
651.

YANIKA K, PAKARAT M, PHET A. et al. An intrusion
detection and identification system for internet of things
networks using a hybrid ensemble deep learning frame-
work[J]. IEEE Transactions on Sustainable Computing,
2023, 8(4): 596-613.

LU K D, YANG Y W, ZENG G Q, et al. BPSO-AHDL-
IDS: Binary particle swarm optimization-based automated
hybrid deep learning model for intrusion detection of inter-
net of things[C]/IEEE Transactions on Automation Sci-
ence and Engineering. [s.1.]: IEEE, 2025: 15859-15877.
XUE Q, ZHANG Z, FAN K, et al. xIIRS: Industrial inter-
net intrusion response based on explainable deep
learning[J]. Electronics, 2025, 14(5): 987.
FOSTIROPOULOS I, ITTI L. ABLATOR: Robust hori-
zontal-scaling of machine learning ablation experiments[J].
Proceedings of Machine Learning Research, 2023, 224: 1-
15.


https://doi.org/10.1186/s40537-020-00387-6
https://doi.org/10.1109/ACCESS.2023.3276628
https://doi.org/10.3390/fractalfract7020203
https://doi.org/10.3390/fractalfract7020203
https://doi.org/10.1016/j.neucom.2021.03.091
https://doi.org/10.48550.arXiv.2010.16061
https://doi.org/10.48550.arXiv.2010.16061
https://doi.org/10.48550.arXiv.2010.16061
https://doi.org/10.48550.arXiv.2010.16061
https://doi.org/10.1007/s40998-022-00493-6
https://doi.org/10.1007/s40998-022-00493-6
https://doi.org/10.1109/TSUSC.2023.3303422
https://doi.org/10.3390/electronics14050987

256 AR B TOR A o2 R CH SR B 22 O 5552 %

Multi-Class Detection of Cyber Attacks in Industrial Control
Systems Based on Deep Learning

WANG Gengchen, JIANG Qingchao, YAN Xuefeng
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Technology, Shanghai 200237, China)

Abstract: As a core component of national critical infrastructure, the security of Industrial Control Systems (ICS)
is of paramount importance. With the widespread application of information technology, the efficiency of ICS
operations has significantly improved, but new security risks have also emerged. In recent years, the frequent
occurrence of cyber-physical attacks targeting ICS has made anomaly detection a key technology in safeguarding such
systems. Traditional anomaly detection methods often reduce the problem to binary classification, which is insufficient
for practical needs. To more precisely locate attack sources and facilitate rapid system recovery, a finer-grained
classification of ICS anomalies is required. This paper proposes a novel deep learning-based model for ICS anomaly
detection and attack classification. The model leverages the strengths of Convolutional Neural Networks (CNN),
Bidirectional Long Short-Term Memory (BiLSTM) networks, and the Attention mechanism. CNN is used to extract
spatial features of data packets, BiLSTM captures temporal dependencies between packets, and the Attention
mechanism focuses on critical time-step information to achieve high-precision detection of ICS network attacks.
Experimental results demonstrate that the proposed model outperforms existing industrial intrusion detection systems in
terms of detection accuracy and performs well on imbalanced datasets, offering a new solution for ICS security
protection.

Key words: industrial control system; anomaly detection; cyber attack; attack classification; deep learning
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