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Abstract: The SM2 signature algorithm is an essential component of commercial cryptography systems
in China and has been widely applied in various fields. However, the risks associated with private key
leakage and the issue of forward security in signatures continue to receive significant attention. To ad-
dress these concerns, this paper proposes a puncturable signature scheme based on SM2 (SM2-PS) |
ensuring historical signatures’ security even during key leakage. The SM2-PS scheme supports punctu-
ring specific parts of a message, and its key puncturing operation requires only a single deletion of
critical elements from a Bloom filter. Under the assumption of the elliptic curve discrete logarithm
problem, the SM2-PS scheme enjoys existential unforgeability against chosen-message attacks. Per-
formance analysis and comparisons show that the SM2-PS scheme improves computational efficiency in
key generation and signature verification by up to 51. 83% and 94. 43% , respectively, while the sig-
nature length is only 0. 156 KB.
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