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A smart contract vulnerability detection method based on
semantic structure analysis of source code
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Abstract ; In recent years, smart contracts have been increasingly applied in fields such as decentral-
ized finance and supply chain management. However, the vulnerability of smart contracts has caused
serious losses to these fields. After the smart contract is deployed on the blockchain, it cannot be
modified. Developers must check its security after writing the smart contract. Most of the existing de-
tection methods based on deep learning use bytecode and source code, but bytecode based detection
methods cannot locate the potential location of vulnerabilities, and the accuracy of direct vectorization
source code detection is low. In order to improve the interpretability and accuracy of vulnerability de-
tection, this paper proposes a smart contract vulnerability detection method based on semantic struc-
ture analysis. Firstly, we transform the source code of the smart contract into an abstract syntax tree
and study the syntax relationship between the source code and the abstract syntax tree. Secondly, by

analyzing the abstract syntax tree attribute features and vulnerability characteristics of real contracts in
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Ethereum, we identified five vulnerability related attribute features and slices context around these

node features. Finally, we extract the structural and attribute features of subtree slices and represent

them as graph structures. We use graph isomorphic network models with better graph representation

capabilities to detect these graph structures. We conducted experiments using 33 812 smart contracts

on Ethereum. The experimental results indicate that the Macro-F1 of this method exceeds 90% . Spe-

cifically, the F1 scores for unchecked return values and re-entry vulnerabilities reached 97% and

92% .

Key words: blockchain; smart contract; abstract syntax tree; graph isomorphic network
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pragma solidity ~0.4.19
contract IntegerMinmal{
uint public count =1;
function run(uint256 input) public{
count-=input;
1
]
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Example of smart contract
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Fig.3 Framework diagram of the model
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Fig.4 The influence of learning rate on experimental performance
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Table 4 The detection performance of GIN detection model

sk Tl S

L din BN i A AT IR [ IS ] AR HA
Accuracy 0.85 0.80 0.95 0.85 0.92
Precision 0.87 0.92 0.95 0.87 0.94
Recall 0.90 0.77 0.98 0.90 0.90
F1-score 0.89 0.84 0.97 0.89 0.92
AUC 0.88 0.80 0.96 0.93 0.96
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Fig.6 The ROC curves of GIN
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Table 5 The detection performance comparison of eight detection models

ik — — F-score - - Macro-F1
BECRW O BECNG CRRAREME O BTRIERE EA
Bytecode-Based Oyente 0.72 0.71 0.67 0.59 0.62 0.66
Mythril 0.70 0.67 0.68 0.62 0.69 0.67
KNN 0.71 0.65 0.85 0.80 0.77 0.76
DT 0.70 0.67 0.80 0.69 0.76 0.72
LSTM 0.79 0.82 0.77 0.72 0.69 0.76
ResNets 0.85 0.81 0.81 0.88 0.70 0.81
Sourcecode-Based DR-GCN - - 0.75 0.76 0.76
GIN 0.89 0.84 0.97 0.89 0.92 0.90
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