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Abstract; The Internet of Vehicles is the core component of future intelligent transportation system
and plays an important role in people’s life. However, its many security problems are a constant threat
to people’s privacy security. In order to better protect users’ location privacy and reduce resource over-
head, this paper proposes a privacy protection scheme of the Internet of Vehicles based on attribute-
based proxy re-encryption. This scheme provides a fine-grained way for users to share location services
with the rest of users in a privacy-preserving way based on ciphertext policy-based attribute encryption
(CP-ABE). Then, it implements the conversion of attribute-based encryption ciphertext to identity-
based encryption ciphertext on the basis of proxy re-encryption, which reduces the computational over-
head when the users encrypt. At the same time, this scheme also supports a privacy-preserving multi-
keyword fuzzy search with a certain degree of keyword error. Security analysis and experiments show
that this scheme is resistant to privacy leakage, collusion attacks, etc. , and performs well.
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