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Further improvement of impossible differential attack on AES
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Abstract : The Advanced Encryption Standard ( AES) is currently the most widely used block cipher.
Impossible differential cryptanalysis is an important approach to evaluate the security of block ciphers.
Currently, impossible differential attacks on 7 rounds of AES-128 are among the attacks with the lon-
gest rounds in the single-key setting. In an impossible differential attack, to obtain data that satisfies
the difference of the distinguisher, it is necessary to filter data pairs and key guesses, and there is a
close correlation between them, which has a great impact on the complexity. By making compromises
between filtering data pairs and key guesses, we can reduce time complexity of an impossible differen-
tial attack. The impossible differential attack on 7-round AES-128 with the lowest time complexity was
proposed by Mala, et al. in 2010 with time, data, and memory complexities of 2''*' 2'%?* ~and
2%+7 | respectively, using a compromise between filtering data pairs and keys guesses. If we use the
method that only filters data pairs, data and memory complexities of the impossible differential attack
are low. In 2018, Boura, et al. used filters data pairs to obtain an impossible differential attack on 7-

round AES-128 with time, data and memory complexities of 2", 2'%"' and 27" ( the time complexity
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in the original paper 2'%* was corrected to 2'"”) | respectively. In EUROCRYPT 2021, Leurent, et

al. discovered new representations of the AES key schedule and improved the time complexity of the

attack by Boura, et al. to 2", This paper applies new representations of the AES key schedule pro-

posed by Leurent, et al. to the impossible differential attack on 7 rounds of AES-128 proposed by Ma-

la, et al. , and improves the time complexity of the attack from 2""*" to

2'%% and the data complexity

from 2'°?to 2'”by the improved filtering process of key schedule. The time complexity of our attack is

the lowest of the three attacks mentioned above.
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FL 1 MR 7 §E AES-128 ANRIREZE S il

?ﬁﬁfi*@ﬁ%‘%*ﬁ L] ’ Lz,iv Lz,jﬁ:u L3 ’i =071 52’37 j:859,10,110
B 2" AW S AT SCES R AESS O Z0 RIS 2 A%t AR 11T, HiA 8 AN 1 B R 1 fH

frh -

EHY Ko

XEEREASIISCESH, LU SCIIER 0.1.2 28 SO F R IE 38 5 R Hash 26 R0 IR 30200 (€1 + Cy) specanor ) =0 HIIASC
(P PO AFAFAR T, o
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for FEA Ko s 100y do
for &4~ (P, ,P,) eT, do
‘I“I‘%: (Xl*,m/([)) ’X;,(‘ol(ﬂ) ) °
if AX[} 5 =0 then
B AP 1 (i) TEFE Ly RSB 2 (X st 1) » Xaost 1) ) o AP ENTG (P sr-1cc) »
Py skt ) SEBAREN 24> Ky g1y BOMEL, ABISCXS (P P) HRBIFAR T, Wi
end if
end for
for T4~(P,,P,) eT, Ko sk -1(coi(2)) dO
(X 02500, X2 0280000 ) 0
T Kuo,z» JBE( Y1,1o,2: sz,oo,zl ). HH AYISJO? °©
KRG Y, o | Yoo | AY o #5 Ly ABEN(Y, 10, Y 00) 5 (X 10, Xy ) SHBARE K, (o H9(H,0=0,1,2,3,
R Y, || Vo, [ AY, R Lz,jﬁéU( Vg, Yau) , 5(X/ s, X)) i85 K, s H91H ,j=8,9,10,11,
Wi, BT AR LI ERIBIN K, 5 K, o AR 4 A K, 0 FERRIBIN Ky 4o R IEIZE T, b
(Py Py Ky 1oy, R H 2 7522 T,
end for
for FA4~(P, ,P,) €Ty do
B (C, + o) s TEH Ly 13BN 2 X (2 suennr) +Za sy ) » IHEENTE (Co sty » Cosiiennca) ) SEBAFE]
2 K sy WM K 2 AME B INE] Ty HBASCHH (P, Py) MR 2% H 13136 T,
end for
W Koo nrsnas I Ko swieoncs)) PIITA AT REIEAEAZRRS T
A T A Ky o700 | Ko sconcer) IR T il o
for T IR Ky n7515.06 | K sieaay) do
for T4~ Ky y15.14) do
Ko 1110 PREE o
end for
for A K, 4, FI Ky, +Kq o do
end for
for %?/l\ Ko.9$n KO,S +K0,11 do
T S0, 12 13,0005 187 150 10000 0 QIR Ky o =875 45715, I 570 =87.05 +57.10 +877 + Ky 5, %P8 LR 115 3 H:
XEREE Ko iy || Koy + Koo AFREARE] Ky 1 5001y 0 KERTRERY Ky SEAT N6 B6AIE
if Ky 3l 13 BHIE then
return K, ,
end if
end for
end for

end for
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