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Abstract: Since the introduction of blockchain technology, Ethereum, as the representative of block-
chain 2.0, its rapid development has promoted the prosperity of decentralized finance DeFi. Howev-
er, while the DeFi ecosystem is further developing, DeFi has encountered many security attacks in re-
cent years, causing a lot of losses due to defects in some related technologies. Therefore, DeFi securi-
ty is a hot issue worth studying. DeFi security can be classified into blockchain security, which is a
relatively new field in blockchain security. Many DeFi attacks have evolved from common blockchain
attacks. However, the methods of DeFi attacks are changeable, complex, and involve a wide range of
areas. It is difficult for the existing attack classification methods to clearly explain the attack principle
and the related vulnerabilities involved in the attack. This paper is based on a general DeFi architec-
ture model, which is divided into settlement layer, asset layer, protocol layer, application layer and
aggregation layer from bottom to top. Adjacent layers interact with each other to jointly complete the
related services of decentralized finance. There are many types of DeFi applications with different

forms. Using this general model can better explain the basic principles and architecture of DeFi. This
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paper proposes a new classification method to classify attacks into different DeFi levels. Through a de-

tailed study of various attack processes, it analyzes the specific reasons for each attack, as well as the

security risks and vulnerabilities of the level. This paper further summarizes the existing DeFi attack

detection and defense methods. Most of the detection methods use traditional blockchain security

methods, which are difficult to adapt to the high openness and composability of DeFi applications.

This paper combines the advantages and disadvantages of each method and the characteristics of DeFi

itself to improve the existing methods. For detection and defense methods with obvious flaws, new so-

lutions are proposed. At the same time, it also pointed out the future development of DeFi and the

corresponding research direction of security issues.
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Fig.6  Parameter verification attack flow chart
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Fig. 10 Schematic of inconsistent behavior detection
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Table 4 Detection and defense of protocol layer attacks
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Table 6 Detection and defense of aggregation layer attack
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