F20E H4H IR R A2 A CHARBFERR) Vol.20 No. 4

20214 12 A Journal of Guangzhou University ( Natural Science Edition) Dec. 2021

NEHS:1671-4229 (2021 ) 04-0056-07

Bt b R R G Y MG SR, REE i S 25
N, ERE, x T

AR FRME R LS (E R K &%, 1V AR 541004,
2. MRS BeE SEBREEERE, R M 510006)

OB ATSCHBEREERAL T, FARBIE LRI LER Zn0d b FEGBRBENEME, &
WA ARk R — A TR PR XA, B, AR IR AL RAR AL B A B oA R B AR — s T R M6 S T R
B M5 B AatE BB AT R AP B — R e Bk o AE So oy BAR TS AR AP 7 kil R I AL 20 0 B AR e R Sk a3k
Bk i , R BB P e raid s AL RR PO NS, e R A B R ITmE, RMUEZ R EH, LR T
FRRF . XFE KA YOLO v5 H k3P P 2 U R, KRG A T DNA mBH KA B EH e 2R &
I FRARFER T —FEE AR R R ATER, ZERAERETEATAP ERAODESERRL, ik
B RELTAHRN P TEANERESER, FEREAY, ZERTULRA THERERLY.,

K FabaB K BRRR; = F & BRI B

FESES: TP 309.2 XEARERG: A

Lightweight and flexible image privacy masking scheme in smart home
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Abstract; In 5G-based smart home systems, videos taken by smart cameras are usually uploaded to
the cloud, which may lead to leakage of user privacy. Generally, a smart camera is a device with lim-
ited computing resources. Therefore, it is challenging to protect image privacy information while ensu-
ring low-latency transmission of video and certain availability of images. The traditional image privacy
protection methods mainly employ design complex image encryption algorithms to encrypt the entire
image. However, the privacy area in the image is usually only part of the image. If the entire image is
encrypted, it is inflexible. At the same time, it will waste resources. At first, this paper used the
YOLO v5 algorithm to pick up the sensitive areas based on a user-definition, and then a masking algo-
rithm is proposed to mask the sensitive areas based on DNA encryption technology and a VHE algo-
rithm. The masking algorithm provides a dynamic masking strategy based on user needs. The algo-
rithm is lightweight and flexible, and it can meet the needs of users for customizable privacy protec-
tion. Experiments prove that the scheme can be applied to the smart home environment.
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Table 1  Coding principle of DNA encryption algorithm
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Table 2 Coding rules of DNA encryption algorithm
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Rule 1 00 11 10 01
Rule 2 00 11 01 10
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Table 3 The size of experiment image
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Fig.2  Encryption and decryption of original images
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Fig.3 Grayscale histogram of the original image
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Fig.4 Correlation analysis of adjacent pixel values
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