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Solutions and examples of ARP attacks under SDN architecture
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Abstract; Security of a network has always been a prominent issue. In a local network, the ARP pro-
tocol works at a lower level, and the security is often overlooked, and it is vulnerable to hacker at-
tacks. In the new network SDN architecture, ARP attacks are still a serious network security problem,
and in this network architecture, not only the network terminal nodes will be exposed to the risk of at-
tacks, but also the controllers. Therefore, this article proposes an ARP attack solution based on the
SDN architecture. This solution develops a defense module in the controller and an information verifi-
cation software in the host, and uses the controller to control network information to verify the host that
needs ARP communication. If the verification is passed, the target host will reply to the ARP response
message instead of the target host. If the verification fails, the ARP attack will be reported to the ad-
ministrator. Experiments show that the scheme can effectively defend against various forms of ARP at-
tacks and effectively improve the security of a local area network.
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3.1 RSA mEZ&H

AR o AR 7 4 T 45 22 2 TR 28 S AL 1 By A A
PepEREEAN, TR T B S A SR, JF
KGRI

(DI RERRAZE

/) 34k numl num2 AR A 2%

// GCD (numl, num2) = GCD ( num2, numl Mod
num2)

Integer: Ged (Integer: numl , Integer: num2)

While(num2 | = 0)

/I HHRARE

Integer : remainder = numl Mod num2
/38 GCD( num2 , remainder)

numl = num?2

num2 = remainder

End While

//GCD(numl,0) 24 numl
Return numl
End Ged
(2) THE B VR0 R A OB
#E JRRE I R YRR IR T 0T ) RS 8BRS (s
ept) mod n
def ep_md(bs, ept, n) :
bin_a = bin(ept)[2:][:: 1]
r = len(bin_a)
bs_a = []
pre_bs = bs
bs_a. append ( pre_bs)
for _in range (v - 1):
next_bs = (pre_bs * pre_bs) % n
bs_a. append( next_bs)
pre_bs = mnext_bs
a_w_b = __multi (bs_a, bin_a)

return a_ w_b % n

def __multi (a, bin_a):

result = 1

for index in range(len(a) ) :
a = a[ index]
if not int(bin_a[ index]) :
continue
result * = a
return result
TEMA BRI S T Montgomery 5%, %R Ik
KA RS2 RSA 2 A 2 B B ) It vl DL
11, H1 T Montgomery 578 3G i (% J5 ] AN [6], Ot AR A
A4
(3) A S FABIA
def cre_key(p, q):
n=p*q
TS n TR REEC B L R AL
fi=(p-1) % (q-1)
HEHL e, — LI 65537, b Ry il I N
e=13
b=Afi
r, x,y = exi_ged(a,

b)
#HHE R x A REZ SHL, IR 08 B p g e

HERUR I
while x <0
e=e+1
if ged(e, fi) | =1.
continue
a=e
b="fy
r, x, y = ext_ged(a, b)
d=x

return (n, e), (n, d)
# I, m 2WISC, ¢ AL
def encrypt(m, pub_key) :
n = pub_key[ 0]
e = pub_key[ 1]
c=ep_md(m, e, n)
return c
# R ¢ S0, m 2L
def decrypt(c, self_key) .
n = self_key[ 0]
d = self_key[ 1]
m=ep_md(c, d, n)

return m
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PE2R R 1 2 R A SO R 1 77 58, A Vi
BUEESE AR 25505 TP uhik 2 0 , gt o 42 ) i 5 S
AR5 TP $ihik MAC sttt Z 3wl Adi HATLL A B FHIE
{ELAE BURY RSA 2291, £ 1 s O B A 2 m LA X — %
T, YA 2tk & ARP IR I, sC bR R 25 5
o P 5 LU T, AR TP ik A MAC s ik A
IEH, 5 TP sk Al MAC 3 ik WS IE 5 H 28 S L A
ity 5 AN I, DO 5 22 360, 00 3 5 A e 2 o
HLIRE ARP i 25 4 3C, 560k S 38 3o A 1 487 B B 4
ARP Yot o MBSEAE LA, Q2R TP Hudik 5 MAC Hy
JEARVERL , WAy sk 25 76 90 4% 22 B e % 2 ) ARP Bt
QR 1P 3 hik 5 MAC sy hik DERC, (2 5 8 A B AL
B, D0 Tt 2 v o 0 1 246 J2 R B 22 1) ARP 2ty

(1) i POX il & 4504 B A A CAD

Ry 5 POX 4 il 4 b RS A B0 o e, 2
QB AN R, B0 T ) s (L R BE I 2
WP, I B 2G5S dpid ATE ARP &, B
I ST FE R SE A ARP

def _handle_openflow_PacketIn( self, event ) :

1) QB X 42

dpid = event. connection. dpid

inport = event. port

packet = event. parsed

2) i BT AT R,

if not packet. parsed:

log. warning ( "% i % i ignoring unparsed packet",
dpid, inport)

return

3) WRACHALR dpid A7E ARP 2, U Dy % 5 ik
HLEIE—> ARP 250, K5 52 # AIL VL FiC ¥ R 80 0 2
A ARP &t

if dpid not in self. arpTable

self. arpTable[ dpid ] = { |

for fake in self. fakeways

self. arpTable [ dpid ] [ IPAddr ( fake) ] = Entry ( of.

OFPP_NONE, dpid_to_mac( dpid) )

4) 11k LLDP 423,

if packet. type = = ethernet. LLDP_TYPE

Return

(2) J5t POX F: il # b 73! TPvd Kicdla o

if isinstance ( packet. next, ipv4) ;

log. debug("%1i %1 IP %s = > %s", dpid, inport,

packet. next. srcip, packet. next. dstip)

#ORE G b DX A R A B A i

self. _send _lost _buffers ( dpid, packet. next. srcip,
packet. src, inport)

) ISR TP A5 ARP 2, 2 o) sl S i 1
MAC 0, I Had Ik ARP 300 A A S 11016 P50 41k A
PERCAYTE DL,

if packet. next. srcip in self. arpTable[ dpid] ;

if self. arpTable [ dpid ] [ packet. next. srcip] | =
(inport, packet. src)

B arp T

print 'there is a arp attrack'

2) ARALIR TP AAE arp e, 0 RED dpid Fl4 I
MR 25 B R AL R DR O H

else:

log. debug ( "% i % i learned % s", dpid, inport,
packet. next. srcip)

self. arpTable [ dpid ] [ packet. next. srcip | = Entry
(inport, packet. src)

Aok LY H Rk

dstaddr = packet. next. dstip

3) AR H A HETE ARP v, A7 3 145 BRI
B,

if dstaddr in self. arpTable[ dpid ] ;

HIREE T H AL E SR 1 A S 1

prt = self. arpTable[ dpid ] [ dstaddr]. port

#IRE TR H R SSAALAT H Hbb0T 107 F) 3 ik

mac = self. arpTable[ dpid] [ dstaddr]. mac

s R NS N R

if prt = = inport;

log. warning ("% i % i not sending packet for % s
back out of the "'input port" % (dpid, inport, dstaddr) )

else;

log. debug("%1 %1 installing flow for %s = > %
s out port %1"% (dpid, inport, packet. next. sreip, dstad-
dr, prt))

HEN AT SR

actions = [ |

#ESINEhAE, B E H A MAC sk

actions. append ( of. ofp_action_dl_addr. set_dst
(mac))

HISINEhAE , N SSHAUA T B S Ol ARP 3%
BB g
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actions. append ( of. ofp_action_output ( port = prt) )
if self. wide : #U15Rhy | 2 DL i

match = of. ofp_match( dl_type = packet. type, nw_

dst = dstaddr)
else;
maich = of. ofp_match. from _packet ( packet, in-
port)
HES I TR A

msg = of. ofp_flow_mod ( command = of. OFPFC _

ADD,
#7¢ FLOW_IDLE_TIMEOUT i [&] N, iR 3% A
ST, AU e
idle_timeout = FLOW_IDLE_TIMEOUT,
#7135 OFP_FLOW_PERMANENT K} [a] B+, JToig
QA B % AL
hard_timeout = of. OFP_FLOW_PERMANENT,
HBOT R LA TR AR T A 22 DX A 1D
buffer_id = event. ofp. buffer_id,
actions = actions
match = match)
event. connection. send ( msg. pack( ) )
4) 4 H A ATE ARP Ry oL,
elif self. arp_for_unknowns
HUIRASHALIY dpid A H A TESE W XA
AELZ A HALIZRI
if (dpid, dstaddr) not in self. lost_buffers:
self. lost_buffers[ ( dpid, dstaddr) ] =[]
HIGE I IX IR I
bucket = self. lost_buffers[ (dpid,dstaddr) ]
HHEST R0, 2 A I 18], 2% ) B K AEAE IR [R), %5
PEAL TR AR B AR T A G o XY ID, A
entry = (time. time( ) + MAX_BUFFER_TIME, e-
vent. ofp. buffer_id, inport)
bucket. append ( entry)
#4IR bucket 29 H A9 1 2R F 2L LI F AR A
ip A R A 0 K
while len(bucket) > MAX_BUFFERED_PER_IP.
del bucket [0 ]
# Expire things from our outstanding ARP list. . .
self. outstanding_arps = {k: v for k, v in self. out-
standing_arps. iteritems( ) if v > time. time( ) |
if (dpid, dstaddr) in self. outstanding_arps

return

# H AR5 ) 4 s, A FEHN
self. outstanding _arps [ (dpid, dstaddr)] = time.
time() + 4
#ld— ARP I &,
r=arp()
#ARP i 2R LUK
r. hwtype =r. HW_TYPE_ETHERNET
1 proto 278 TP
r. prototype =r. PROTO_TYPE_IP
r. hwlen =6
r. protolen =r. protolen
r. opcode =r. REQUEST
r. hwdst = ETHER_BROADCAST
#EILH 9 H ARtk
r. protodst = dstaddr
HIR M TR AL R A
r. hwsre = packet. src
#PMCIZ R AL I 1P
r. protosre = packet. next. sreip
r. payload ='1111"
e = ethernet (type = ethernet. ARP_TYPE, src =
packet. src,dst = ETHER_BROADCAST)
#4 ARP 1 BB AE R R P
e. set_payload(r)
log. debug("%i % i ARPing for % s on behalf of %
$" % (dpid, inport,r. protodst, r. protosrc) )
R R SR R R
msg = of. ofp_packet_out( )
#H5 e BISEAE msg (AR
msg. data = e. pack( )
msg. actions. append ( of. ofp_action_output ( port =
of. OFPP_FLOOD) )
msg. in_port = inport
event. connection. send ( msg)
(3) 43 ARP Hd AR ARP B sk
elif isinstance ( packet. next, arp) :
) G —A> ARP Bdla x4, I i g — 2l fu,
a = packet. next
log. debug("% 1 %1 ARP %s %s = > %s", dpid,
inport, { arp. REQUEST; "request", arp. REPLY ; "reply"}.
get(a. opcode,'op:%1' % (a.opcode,)), a.protosrc, a.
protodst )

#id g ARP Hidn o
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if a. prototype = = arp. PROTO_TYPE_IP:
AR HE R R DL
if a. hwtype = = arp. HW_TYPE_ETHERNET,
#IF BRI HE A 0.0.0.0

if a. protosrc | = 0,
#id & F Ak o A B A B
if a. protodst = = '10.168.1.1";

2) 24 ARP Hudla 4k B 1 5Bl s, S £ s L
7 KRIFC F LA A4,
if a. payload | ="
if '(" in str( a. payload) ;
LI U
pubkey, selfkey = gen_key(p, q)
self. macTable[ packet. src] = { }
R a G R B B AR R I R
self. macTable[ packet. src ] [ 'host_pubkey'] =
a. payload
#I A R BRI a X Dz I T
self. macTable [ packet. src ] [ 'controller _
prakey' ] = selfkey
r=arp()
r. hwtype = a. hwtype
I. prototype = a. prototype
r. hwlen = a. hwlen
r. protolen = a. protolen
r. opcode = arp. REPLY
r. hwdst = a. hwsre
r. protodst = a. protosre
r. protosre = a. protodst
r. payload = str( pubkey)
r. hwsre = a. hwdst
e = ethernet (type = packet. type, src = dpid_
to_mac( dpid) ,dst = a. hwsrc)
e. set_payload(r)
log. debug("% 1 % i answering ARP for % s"
% (dpid, inport,r. protosrc) )
msg = of. ofp_packet_out( )
msg. data = e. pack()
msg. actions. append ( of. ofp _action_output
(port = of. OFPP_IN_PORT) )
msg. in_port = inport
event. connection. send ( msg)

return

3) 2 ARP HH £ 0 B Uk 7 S R A i, 283 1
()R T HOR P 48 A B A B R IE R B
else:
recheck_prakey = self. macTable [ packet. src ]
[ ‘controller_praker']
recheck_msg = a. payload
#1 a AP
recheck _num = decrypt ( recheck _msg, re-
check_prakey)
#HHR SR E RS B S KINER
if recheck_num = = self. macTable [ packet.
src ][ 'check_num'] ;
self. arpTable[ dpid ] [ a. protosrc . port = in-
port
if self. macTable [ packet. src] [ 'request_
ipaddr'] in self. arpTable[ dpid ] ;
# We have an answer. . .
# if not self. arpTable[ dpid] [ a. protodst ].
isExpired( )
r=arp()
r. hwtype = a. hwtype
r. prototype = a. prototype
r. hwlen = a. hwlen
r. protolen = a. protolen
r. opcode = arp. REPLY
r. hwdst = a. hwsre
r. protodst = a. protosrc
r. protosre = self. macTable [ packet. src ] [
request_ipaddr']
r. hwsre = self. macTable[ packet. src ] [ 're-
quest_macaddr']
e = ethernet ( type = packet. type, src = dpid
_to_mac(dpid) ,dst = a. hwsrc)
e. set_payload(r)
log. debug("%1 %1 answering ARP for %"
% (dpid, inport,r. protosre) )
msg = of. ofp_packet_out( )
msg. data = e. pack()
msg. actions. append ( of. ofp_action_output
(port = of. OFPP_IN_PORT) )
msg. in _port = inport. connection. send
(msg)

return
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else:
# 1 AR HE B R AR I 4 2 R B 2 P o
print 'there is a arp attrack which steal and
or mac'
return
else;
return
4 IR L LRI PRI TP HuhE A7 A T T AL AE &
TG, U] HF 5 MAC bt 0 A 1R 6RO 2R, BT 2
B KA ARP Yty
if a. protosrc in self. arpTable[ dpid ] ;
#a 1) 1P Hu ik 5 MAC ik AR, 0 48 30 01 A
¥ 2% J2 B HE R ) ARP Il
if self. arpTable[ dpid ] [ a. protosrc ]. mac | =
packet. src;
# D RAE P R A T 2% 22 B8 2
print 'there is a arp attrack which only steal ip
or mac'
return
else:
HUNFE a A TP HLdik A0 MAC HliE 45 56
HotR [a] , {E 4 A F S A 6]
if self. arpTable[ dpid ][ a. protosrc ]. port | =
inport ;
self. macTable [ packet. src ] [ 'request_ipaddr
'] = a. protodst
self. macTable[ packet. src ] [ 'request_macaddr
'] = packet. src
check_pubkey = self. macTable[ packet. src] [
host_pubkey']
check_num = random. randint(0, 300)
check _msg = encrypt ( check _num, check _
pubkey)
self. macTable[ packet. src | [ 'check_num'] =
str( check_msg)
r=arp()
r. hwtype = a. hwtype
I. prototype = a. prototype
r. hwlen = a. hwlen
r. protolen = a. protolen
r. opcode = arp. REPLY
r. hwdst = a. hwsrc

r. protodst = a. protosre

r. protosrc = a. protodst
r. payload = str( check_msg)
r. hwsre = self. arpTable[ dpid ] [ a. protodst ].
mac
e = ethernet( type = packet. type, src = dpid_to
_mac(dpid) ,dst = a. hwsrc)
e. set_payload(r)
log. debug( "% 1 % i answering ARP for % s"
% (dpid, inport,r. protosrc) )
msg = of. ofp_packet_out( )
msg. data = e. pack()
msg. actions. append ( of. ofp _action _ output
(port = of. OFPP_IN_PORT) )
msg. in_port = inport
event. connection. send ( msg)
# RS T D R AR 4 2 FBE B 2 1
print 'there is a arp attrack which steal and or
mac
return
else
log. debug("%1 % learned %s", dpid, inport,
a. protosrc )
self. arpTable [ dpid ] [ a. protosrc | = Entry (in-
port, packet. src)
self. _send_lost_buffers( dpid, a. protosrc, pack-
et. src, inport)
if a. protosrc in self. arpTable[ dpid] ;
§) R 2 S BB 3 B0 UE Y, W IEH [0 &2 ARP %%
fifa,
if self. arpTable [ dpid ] [ a. protosrc] = = (in-
port, packet. src)
if a. opcode = = arp. REQUEST:
# Maybe we can answer
if a. protodst in self. arpTable[ dpid ] ;
if not self. arpTable[ dpid ] [ a. protodst ].
isExpired( )
r=arp()
r. hwtype = a. hwtype
r. prototype = a. prototype
r. hwlen = a. hwlen
r. protolen = a. protolen
r. opcode = arp. REPLY

r. hwdst = a. hwsrc
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r. protodst = a. protosre
1. protosre = a. protodst
r. payload ="111111"
r. hwsre = self. arpTable [ dpid ] [ a. pro-
todst ] . mac
e = ethernet ( type = packet. type, src = dpid
_to_mac(dpid) ,dst = a. hwsrc)
e. sel_payload(r)
log. debug("%1 %1 answering ARP for % s"
% (dpid, inport,r. protosrc) )
msg = of. ofp_packet_out( )
msg. data = e. pack()
msg. actions. append ( of. ofp_action_output
(port = of. OFPP_IN_PORT) )
msg. in_port = inport
event. connection. send ( msg)
return
log. debug("%1 %1 flooding ARP %s %s = > %s"
% (dpid, inport, { arp. REQUEST;
PLY: "reply"}. get( a. opcode,'op:%i' % (a. opcode,) ),

"request", arp. RE-

a. protosrc, a. protodst) )

msg = of. ofp_packet_out (in_port = inport, data = e-
vent. ofp, action = of. ofp_action_output ( port = of. OFPP_
FLOOD) )

event. connection. send ( msg)
3.3 ZIRHREER

Lt 2 A E R AT RSA f e 2 A AR
TR ERAERR Y, (5 B UER /45 1 ARP IR, HE 5y
AR VT IC A B R IR R I I UE ARP i

f_arp_msg = sniff( filter ='ARP")

if _arp_msg. load is not None;

if '(" in {_arp_msg. load ;
macTable[ 'mac'] =f_arp_msg. hwsrc

macTable[ 'mac'] [ '‘pubkey'] = f_arp_msg.

load
else;

pkt_hwsre ={_arp_msg. hwsrc

pkt_psre ={_arp_msg. psrc

check_msg = random. randint(0,300)

check _ pubkey = macTable [ ' mac ']

[ 'pubkey']

check _im = encrypt ( check _msg, check _
pubkey)
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Fig. 6 Network topology of this experiment

.0.0.1 --port=6633 py
eel) / Copyright 2011-2014 James McCauley, et al.
0X 0.5.0 (eel) is up.

POX> INFO:openflow.of_61:[68-80-80-08-00-62 2] connected
INFO:openflow.of_081:[60-00-00-00-00-61 3] connected
INFO:packet:(ipv6) warning IP packet data incomplete (114 of 121)
INFO:packet:(dns) parsing answers: next_rr: data truncated
0:packet:(ipv6) warning IP packet data incomplete (114 of 267)
:(dns) parsing questions: next_question: truncated
:(ipv6) warning IP packet data incomplete (114 of 267)
ket:(dns) parsing questions: next_guestion: truncated
ket:(ipv6) warning IP packet data incomplete (114 of 267)
ket:(dns) parsing questions: next_question: truncated
:(ipv6) warning IP packet data incomplete (114 of 249)

P 4
INFO:packet: (ipv6) warning IP packet data incomplete (114 of 121)
INFO:packet:(dns) parsing answers: next_rr: data truncated
INFO:packet:(ipv6) warning IP packet data incomplete (114 of 267)
:(dns) parsing questions: next _question: truncated
) warning IP packet data incomplete (114 of 121)

3 :(dns) parsing answers: next_rr: data truncated
INFO: pacl-e! (vao warning IP packet data incomplete (114 of 267)

Bl7 il pox Fiiil di

Fig.7 Start pox controller
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root@ubuntu: /home/dc

oot@ubuntu: /home/dc# mn --topo=linear,2,2 --
6633 --mac --switch=ovsk

** Creating network

** Adding controller

controller=remote,ip=127.0.0.1,por{

his1, sli (his2, s2) (h2s1, s1) (h2s2, s2) (s2, sl1)
** Configuring hosts

1s1 h1s2 h2s1 h2s2

** Starting controller

0

** Starting 2 switches

51 s2 ...

i Startlng CLI:

iininet> pingall

** Ping: testing ping reachability
1s1 -> his2 h2s1 h2s2

1s2 -> his1l h2s1 h2s2

12s1 -> his1 his2 h2s2

2s2 -> his1l his2 h2s1

** Results: 0% dropped (12/12 received)

(R VA C RS TR
Fig.8 Establish network topology

B IE] 6 i HIS2 Jyuah &, % H282 &Mty , 2
T2 Sy 2 Fh: X 45 J2 o 3% 2 1) ARP I
it s QB 45 J2 FIHE B2 1 ARP 20k

(1) Yok & 7 M4 2 BUE I 2 1) ARP Zoit;

ik A 4 2 R E B 2 1Y) ARP R AR £ RS f

9 RIS s ) HISL 1 1P Mok, ] i 45 (] B 3 s
ﬁ Auifl H2S2 ik ARP 3 sRRSC, B e WA BA i
I £ 2 iZ M4 52 128 ARP YGE R E L. 2ol
HIS2 i deh Z JG , il S2 th F B0 xR 1 3t %
T, TR B B 5B Packet_in 1 B, P A& 4T G4
e EE B 22 B 1 R, ?*%J%ﬁ%ﬁ%ﬂlﬁ@ﬁ%ﬁ%
R B0 R G, F8 R bl S2 o ok, 2 2l
H2S2 $UCE] T 283l H1S2 E’J%E@ (el B B 1Y
ARP A7 (1 10) R AT R &, el 2 LR A
FRED R FI, T bR 28, P i 250 S B
BE R, 1 S2 T RMAMMN, 4877 S2 B sid fu ks
K%l HI1S2, Z 5%l H2S2 5 HISI j#fE,
Zaibl H2S2 X6 HIST J& H B0 bl 0 23 K 1 2 A oL
H1S2, T ARP 20t 52 Al

1 from scapy.all import *

2 import time

3

4

5a = scapy.all.ARP(psrc='10.0.0.1",pdst='10.0.0.4",

6 hwsrc='00:00:00:00:00:02",
7 hwdst = "FE:FF: FF:FF:FFIFT")

9 while True:
10 if time.time() % 3 ==0:

2! send(a)
12 else:continue

KO Mradi (e 246 )2 sUBE B2 19 ARP S A FP A
Fig.9 The attacker’s ARP spoofing program code at the net-

work or link layer

root@ubuntu: /home/dc

HWtype HWaddress
ether 00:00:00:00:00:03

Flags Mask
C

ether ©0:00:00:00:00:02
ether ©0:00:00:00:00:01
** ping: testing ping reachability
-> h1s2 h2s1 h2s2

> his1 h2s1 h2s2
> h1s1 h1s2 h2s2

HWtype HWaddress

Flags Mask
ether ©60:00:00:00:00:03 C

ether 00:00:00:00:00:02 L o

ether 00:00:00:00:00:02 C

B 10 ORI AT A bl H2S2 32Xty Jm ARP 2205
Fig. 10  ARP table entries after the terminal H2S2 is attacked

before the scheme is not used

L EZ)G 4 GLmPLE MRS ENEE %

PRSI e 4 W 5% 2k B 2 A RIS
E R LR H O A, E 1 RE 12, B
A2t HIS2 P& &2 ARP Tk, s #ebl S2 (R i
AU KRR AR AR A 4 A X AL R
GEZJE RN IER, T w4 5 5 ARP I
TMAE R, JF HaX AW 2 ol HIST 55 2ol H2S2
NIEH B, BARBGH AR 13 fios. T EZ )G
Zpl H2S2 524 0mHL HISL @ {545 R K 14 PR

0. 158

4 2,131447162 ULI [T OU 801 UU 0000 _09:00:01

» Address Resolution Protocol (request)

frrffr 7 77T 77 OO GG 0O 00 B9 01 68 96 80 A1
68 6B @6 B4 0O 61 00 G OO 00 60 91 G6a 00 80 61
fTIrfr O 77T 7T Ba a8 01 61 28 31 36 31 2c 20
39 20 9)

51 18,168.1.1 1s at TTIfTITTIrrivmirey

¢ Frame 2: 58 bytes on wire (480 bits), 5@ bytes captured (480 bits) on interface @
» Ethernet II, Src: 69:00:06_00:08:01 (00:00:00:00:98:01), Dst: Broadcast (Fr:ff:ff:ffiffifr)

(161,

11 ZeambLin g ik A S A Y]

Fig. 11  The terminal sends its own public key to the controller
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00:00:00_80:80:01 ARP ol 10.168.1.1 18 at TriTrniTrarrser

b Frame 3: 51 bytes on wire (408 bits), 51 bytes captured (408 bits) on interface B
¢ Etherpet II, Src: 00:00:00 PO:00:01 (00:00:00:00:00:01), Dst: PO:00:00 60:06:01 (PO:00:00:00:00:01)
» Address Resolution Protocol (reply)

00 0@ 09 Q0 00 01 00 00 Q0 0 09 01 08 06 00 Ol

08 0O 06 04 00 B2 TF fT ff ff T ff Qa a8 01 01

00 0@ 0B 00 @0 61 Ba B@ GO @1 28 36 36 37 2c 20 (667,
31 33 2¢ 13)

K12 Pl Zmblks A S A

Fig. 12 The controller sends its own public key to the terminal
elf.arpTable[dpid][a.protosrc].mac 1s:00:00:80:00:00:01

‘ (2) Mot # RN TR0 46 2 R EE B AR ARP Xl
e S e Thei 2[RI F R 28 2 R4k B2 2 1 ARP T R

INFO:packet: (dhcp parse) warning DHCP packet data too short to parse header:

N]F.;?p:gke(:(dhcp parse) warning DHCP packet data too short to parse header: 1’%@?[]@ 15 F)‘l"/j—"o 4 zﬁ' ég,lm‘]‘mﬁlg IJI:T] #:%IJ %g‘?{ﬂﬂ‘T’fg

A len 86

Docket ore. Lo:00:00:00:00:00 08 o oot B MmN HIS2 R G RE 2 )5, 0 W 2% A5 5

there is a arp attrack which only steal ip or mac

N{:;p;gket:(dh:p parse) warning DHCP packet data too short to parse header: ARP ﬁﬁqﬁ@‘ 82 Eq&gu gﬁ%&%@): Hﬂ TT‘ZT@JXTT"

INFO:packet: (dhcp parse) warning DHCP packet data too short to parse header:

e{??a?;able[dpid][a.pro[osr:]4nac 15:00:00:00:00:00:01 E’J{}'L%%Iﬁyﬂ:mi\j‘ {ﬁ /u\}: ’H‘{ﬁ zu\ﬁjﬁ@ﬁ% ﬂ%fﬁ“

packet.src 15:00:00:00:00:00:02

oL arpTableldptd] a:protosre] nac 16:00.00:00:00:00:01 i, P O IRIES B R Z )R, KB P MAC Hihk 5

packet.src 15:00:00:00:00:00:02

e e s B T B 5 T 0155 BRI, T 1 3L
Do :fpeng?a?ﬁx\gsgily steal 1p or mac HIS2 Zi%%lﬁ{m;u , .j\] lﬁ'ﬁ*}L HI1S2 jﬁff EAET@H@

B 13 BEEETEMGE RS2 ARP Kt 25 S BRI B R ER ARG KA T ARP Bk, 1
Fig. 13 The attacker’s ARP attack result at the network or SRR R h 3 B B R T 4% 2 R EE K 2 1) ARP I

link layer i, Beh g B AR 16 s,

28 70.055681433 10.8.0.4 10.0.8.1 ICMP 98 Echo (ping) request id=0xBe74, seq=1/256, ttl=64 .
29 70.055692584 108.0.0.1 18.8.0.4 ICMP 98 Echo (ping) reply id=0x0e74, seq=1/256, ttl=64
30 71.956936912 10.8.0.4 10.8.8.1 ICMP 98 Echo (ping) request id=@xB8e74, seq=2/512, ttl-=64
31 71.856942278 108.0.8.1 10.8.8.4 ICMP 98 Echo (ping) reply id=0x0e7d4, seq=2/512, ttl=64
32 72.856343067 10.8.0.4 10.8.0.1 ICMP 98 Echo (ping) request 1id=0xBe74, seq=3/768, ttl1=64
33 72.956353789 10.0.8.1 18.8.90.4 ICMP 98 Echo (ping) reply id=6x0e74, seq=3/768, ttl=64

K14 TR Zampl H2S2 524 umHL HISL i fF

Fig. 14  After using the plan, the terminal H2S2 communicates with the terminal H1S1

from scapy.all import *
import time

4+ H
a = scapy.all.ARP(psrc='10.0.0.1',pdst="10.168.1.1", 5 ‘a ‘Ll:l

hwsrc='00:00:00:00:00:01",
hwdst = "Ff:Ff:ffiffiffiff')

whusfléime&i(:ime() % 2 == 0: ijﬁﬁ*ﬁTfmﬁMQ%QQ*@ﬁE%rﬂ Eﬁ: *%*JE’IT%#\'
clsercontinue P R4 7 BLAT B9 A, 4097 T SDN 424 F ARP

15 Tl B R 24 2 A g ARP sty SCLTRIRAVDAZ IR, Sl Tk SDN R ARP
Fig. 15 The attacker uses both the network layer and link TR (RSO 5 Uk h A o HL 5 UE 15 S

layer ARP attack code FRMBOK FE 5 v ofi A 5 ] P B T HLAE &

INFO:packet:(dns) parsing answers: next_rr: data truncated %*ﬂ?g’éz,ﬁ&ﬂéﬁzﬁ*ﬁﬁ# E]’:J%éﬁj , %*ﬁ)\ﬂ@éﬁfm

INFO:packet: (ipv6) warning IP packet data incomplete (114 of 249)

INFO:packeti(dns) parsing answers: nexttrr: truncated ' Eg%aﬁ{ﬁ%%ﬂ%&ﬁgﬁ,{%f__’glﬁ]/\ﬁ I%@E .,[J:K T—‘u

INFO:packet:(dhcp parse) warning DHCP packet data too short to parse header: da

;ﬁcl:::fgrc ‘15:@0;(20:0([2:og;og:oz1 ot o o EE‘J?‘J‘%E‘JIHEPEJU%%E/J\H’J%D\ J‘JFE. Zﬂj,uﬂﬁﬁ
i S I, SEARIE P bk 5 MAC Hubk MU 6 P T
Bl 16 Hreli & [l A FH 268 )2 e 2 Y ARP 2l 5 DHCP [[f 228 | i) %8 5 DHCP [ %% 22 2 il {1 {5 22

Fig. 16 The attacker uses both the network layer and the link
g Y AUV R, XTSI 588
layer’s ARP attack results
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