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Data privacy security based on redactable blockchain
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(College of Computer Science, Chongging University, Chongqing 400044, China)

Abstract; With the increasing demand for users’ data privacy and the formulation of related privacy
protection regulations, erasing the illegal data which is anonymously, publicly, and immutably stored
in the blockchain has become an urgent requirement for victims and Interpol. Redacting the history
data of the blockchain based on technologies such as chameleon hash and consensus voting can effec-
tively erase the illegal data from the blockchain and guarantee the right to be forgotten of users’ data.
In this paper, we start with analyzing the harmful data insertion method with Bitcoin transaction taken
as an example. Then we comprehensively analyze and compare three types of redactable blockchain
schemes. Finally, for some issues of existing schemes such as suffering from attacks and centralized
control of redactions, we propose a scheme to redact blockchain data based on a decentralized chame-
leon hash function. Moreover, we analyze the details of security and performance of the proposed
scheme. The analyses show that the proposed scheme not only resists double-spending attacks and
tampering attacks but also performs redactions with lower overhead and higher efficiency.
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