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Abstract; For most cyber supervision departments and groups, cyber security operations have largely
become a big data analysis and processing problem. How to quickly discover high-risk cyber security
incidents from the massive multi-modal alarm data is an important topic for the department concerned.
This paper proposes a cyber-attack group tracking method based on context-aware computing frame-
work. First, based on the context-aware computing framework, collect the threat context knowledge of
the attack groups from multi-source threat intelligence and local sandbox alarm logs to build the attack
group knowledge base; then based on the big data streaming computing, the real-time, massive,
multi-modal alarm data is normalized and combined into a kill chain; combining with the attack group
knowledge base to carry out event threat context enrichment and group feature similarity computation
and finally discovering the high-risk incidents related to the attack group behind the massive alarms.
After deploying the system in the actual production environment, the effectiveness of the method pro-
posed in this paper is verified.
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Fig. 1 The framework of cyber-attack group tracking method based on context — aware computing
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Fig.3 Multi-source threat intelligence collection process
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Fig.4 Sandbox sample context collection process
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Fig.5 Cyber-attack group ontology
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Fig.6  Associative edge reasoning
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Fig.8 Kill-chain generation process
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Fig.9 Cyber-attack group context-related calculation process
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