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Overview of memory RowHammer attacks and defense technology

YANG Ying-ying, HOU Rui*

(Institute of Information Engineering of CAS, State Key Laboratory of Information Security, Beijing 100093, China)

Abstract: Using the inherent characteristics of DRAM, the RowHammer attack can modify memory
data that does not have access rights, destroy the integrity and confidentiality of memory data, and
may lead to serious consequences such as privilege escalation, confidential data leakage, and denial
of service. Low-cost and efficient attack methods have brought great threats and challenges to the data
protection of users and enterprises. Attack and defense against memory security have become a re-
search hotspot in this field. This article first briefly introduces the basic architecture of memory, ana-
lyzes and summarizes the RowHammer attack ; then combs the existing defense methods from the per-
spective of hardware and software, discusses the feasibility and practicality of existing mitigation tech-
nologies; and finally points out the development direction worth studying in the future.
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