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Artificial intelligence empowers cybersecurity applications

WANG Yu-fu, LI Pei-chen”, YI Bo", WANG Xing-wei""
(a. School of Computer Science and Engineering; b. Software College, Northeastern University, Shenyang 110169, China)

Abstract: Cybersecurity is a method and action related to the security risk management process fol-
lowed by organizations and countries to protect the confidentiality, integrity and availability of data
and assets used in cyberspace. Aiming at the common problems in cybersecurity, this paper systemati-
cally summarizes the solutions based on artificial intelligence technology and the empowerment effects
brought by them in recent years. We analyze the research work from more than 70 papers in the past
five years, and introduce the use of decision trees, Bayes, clustering, support vector machines
(SVM), convolutional neural networks ( CNN) , recurrent neural networks (RNN), generative ad-
versarial networks ( GAN) and reinforcement learning ( RL) in four common cybersecurity problems
including network intrusion, malware, phishing websites and spam. At the end of the paper, the po-
tential problems and challenges in the application process of artificial intelligence in cybersecurity are
given. In general, artificial intelligence technology has improved the accuracy, scalability, reliability
and performance of cybersecurity in practical applications, and will surely become an important engine
for empowerment in the future development of cybersecurity technology.
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