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Algorithms solving discrete logarithms
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Abstract: The discrete logarithm problem ( DLP) is a research topic of great essence in algorithmic
number theory, which also has diverse applications. In particular, the hardness of discrete logarithms
underpins the securities of related cryptographic schemes. This article describes the basic version of
DLP over a cyclic group of finite order and its variants, and surveys algorithms for discrete logarithms.
First, generic algorithms are introduced, among which quantum algorithms can efficiently solve a cer-
tain class of DLP but classic algorithms occupy high time complexity. Then, the framework of index
calculus method is presented, which has applications in accelerating algorithms for DLP in some spe-
cific scenario. At last, algorithms and progress for DLP over finite fields and elliptic curves are repor-
ted. DLP over finite fields is highly related with the characteristic of the finite field. Faster algorithms
are designed for DLP over finite fields with small characteristics. In contrast, the state-of-the-art algo-
rithms for general elliptic curve DLP run in exponential time.
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