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Encrypted malicious traffic detection method based on TextCNN
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Abstract : With the rapid development of Internet technology, 95% of traffic is encrypted using SSL/
TLS protocol, which hides a large amount of malicious traffic. Because of the large volume of network
traffic and the invisibility of encrypted data, how to detect encrypted malicious traffic without decryp-
tion becomes an important topic. Existing methods based on pattern matching cannot handle encrypted
traffic. Methods based on statistical features and temporal features rely on expert experience and re-
quire a lot of time to extract features manually. In this paper, the deep learning algorithm is combined
with the field of encrypted malicious traffic detection. First, the original network traffic is segmented,
cleaned, converted and pruned into a one-dimensional sequence of uniform length. Then, the TextC-
NN network structure is customized, and the context features are automatically extracted from the orig-
inal traffic through multiple groups of one-dimensional convolution, and these features are used to
classify the traffic. In order to prove the effectiveness of this method, real network traffic samples were
used for experiments and compared with network models such as CNN, LSTM and GRU. Experimen-
tal data show that the method proposed in this paper has strong generalization ability on unknown da-
ta, high detection accuracy and a low false positive rate.
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Table 1 TextCNN network structure
2% K A it I iy
1 Embedding 1200 - 1 200 * 256
2 Spatial Dropoutl D 1 200 * 256 - 1 200 * 256
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Convld_5 1 200 * 256 6 = 64 1195 =64
4 GlobalMaxPolingl D_1 1 199 = 64 - 64
GlobalMaxPolingl D_2 1 198 = 64 - 64
GlobalMaxPolingl D_3 1 197 = 64 - 64
GlobalMaxPolingl D_4 1 196 = 64 - 64
GlobalMaxPolingl D_5 1195 = 64 - 64
5 Concatenate 5 * 64 - 320
6 Dropout_1 320 - 320
7 BatchNormalization_1 320 - 320
8 Dense_1 320 - 256
9 Dropout_2 256 - 256
10 BatchNormalization_2 256 - 256
11 Dense_2 256 - 128
12 Dropout_3 128 - 128
13 BatchNormalization_3 128 - 128
14 Dense_3 + SoftMax 128 - 2
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RS o it

1 Conv2D 32 %32 %1 5%5 32 %32 %32
2 MaxPool 32 %32 %32 2%2  16%16 %32
3 Conv2D 16 %16 %32 55 16 * 16 * 64
4 MaxPool 16 %16 *64 2 %2 8 x8 %64
5 Dense 8 * 8 x 64 - 1024

6 Dense 1024 - 2
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Table 4 ResNet-12 network structure

25 AR A Rl fath

1 Conv2D 32 %32 =1 33 30 %30 %32
2 Conv2D  30%30%32 33 282864
3 MaxPool 28 %28 %64 3 %3 9 %9 x 64
4 Conv2D 9 %9 *x 64 3%3 9 %9 % 64
5 Conv2D 9 %9 x 64 3x%3 9 %9 x 64
6 add 9 %9 x 64 - 9 %9 % 64
7 Conv2D 9 %9 x 64 3x%3 9 %9 x 64
8 Conv2D 9 %9 %64 33 9 %9 %64
9 add 9 %9 x 64 - 9 %9 x 64
10 Conv2D 9 %9 %64 3x%3 7 %7 %64
Global
11 Avg 7 %7 % 64 - 64
Pool2D
12 Dense 64 - 256
13 Dense 256 - 2
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Table 5 Experimental results and comparison %

B ORI AR HR FLE RIERTR
LeNet-5 94.55 95.17 97.70 96.42 14.92
ResNet-12 95.58  96.30 97.85 97.07 11.18
LST™M 96.15 96.57 98.36 97.46  10.50
Bi_LSTM 96.90 97.18 98.73  97.95 8.61
GRU 97.19 97.75 98.71 98.14 7.40
Bi-GRU 98.08 98.00 99.47 98.73 6.10
TextCNN 98.76  98.92  99.43  99.17 3.27
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