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Survey of key attack and defense technologies for deep learning accelerators
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Abstract: As a prospective application technology, artificial intelligence (Al) is the core driver of a
new round of industrial revolution. As the most important research field of artificial intelligence, Deep
Learning has developed rapidly in recent years and has been widely applied in fields such as object
detection, automatic driving, intelligent speech and intelligent decision. Deep learning plays an im-
portant role in both academia and industry. In the past, researchers paid more attention to the robust-
ness of a deep learning model and its security issues in the training and inference processes, while
they paid little attention to the security of its hardware computing platform. In the post-Moore era,
with the rise of Al chips and heterogeneous computing systems customized for deep learning models,
the accelerators security became more and more severe. As a result, this paper summarizes the securi-
ty problems of deep learning accelerator systems, and introduces the key attack and defense technolo-
gies of deep learning accelerator systems, so as to help researchers quickly and comprehensively un-
derstand the security problems of deep learning hardware computing systems, and help to build deep
learning hardware and software co-defense systems.
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Fig.1 Computing system hierarchies of deep learning
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Fig.2 Neural units in deep learning neural networks
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Fig.3 Software and hardware co-design of deep learning
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Table 1 Example of deep learning accelerators
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Fig.5 Heterogeneous computing system of FPGA accelerator
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Fig.7 Computation process of convolution in FPGA accelerator
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Table 2 Attack techniques of deep learning accelerator system
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Fig.8 Side-channel attack in deep learning accelerator
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i VGG-16 F1 ResNet-50 F%1
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F R PE R R IR TR B A ) I %, 2 B T
[T
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PAET TGl . 4R, Ye 2507 H Y FEVR I 2% 2 HE 0
S0 T % _E VR 0..000 356% f {65 st i BT LA
10090 4 JHAE 2R 257 65 E Ay, AT AT LA #R40
R P 2R AR 1 TR 428, SRR AR T o D ik
BEPFETIEIT55 Y 0. 005 1% , MELABIL ] 14558

2019 4E | Zhao 21 Z5 A7 1 memory controller
HTE AR B 3 o M 0 5 b 1 2 AL B ]
PRGN e R , O HE TN g A B 5 B AT — R
REIR AN 73TV PR AR Ay i AR i ¢ BSE R By, T DL B 4%
AT TR 8 2 > Tk Al 1 45 R

2020 4¢, Liu % fEF 4l AL FAIA T —
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FEE IR A S IE DA A% AR R 5307 T L
JHR S T B2 2 > i ARG UL BB BECR
3.1.3 #BiEASE
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XPTRIE ¢ > B )AL TR (Weight) 1 i % ( Bias ) 2 40T
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$o A& I, % T AlexNet, ResNet-18 Fl ResNet-50 i
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PR B ACE Y 100 707 DNN FEB0ERG B A0 SEA B A
SN, AN, N HRSEEG  B], ALEE A T (Weight Pruning )
FRS BTN 2R ( Adversarial Training ) 1A~ GEA A B 481 77
ERIRLG T

Liu 2 1 7 H ARG J7 2% , SR T 10 b DNN
RIS N2 TE A MR A UM . TR BN TG 4
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DenseNet) , U BERLALER 14 0. 1% , B4 0% 451 18
HEJE— ML Bl , BT DA R A A B Y T S5
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FRSREE 2 T I a8 R LA B Xt DL AL
L J2 T A2 A U, OSSN AR S T B o
R . 323 B TR T I & R G K
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R3 REFIIMESRRAREHEREAR

Table 3  Defense techniques of deep learning accelerator sys-

tem

IR AR5
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ESREE RIE AR TR, b O AU DX K
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By S U BIEE Ry BT A2 1 Bk
BEHLIE SR DX 3, Kt 2 ufE AT AR 35 B

3.2.1 B HiAGE

% (Encryption ) 5 1AL ( Authentication ) f& iz N 4
SRR N 9 BR , f5 BAR R R P Y A
03y 4 RS B BEB D AN, 5 X
)22 23 ) 0 < I ( Confidentiality ) |58 # E (Tn-
tegrity ) \JAJIE ( Authentication ) FIANA] {5 7A 4 ( Non-repudi-

ation) o ELMAKT IV A4 5 480 5125 43 1) S o gk % AL 1] L)
PR EFIBU 2 4 . — Bk o, X IR B 22 > i
ARG AT TINEX — G 4 A,

Wb mxﬂsu\

/ AR
:. ........ ...E | ‘

B
(EISEALT)

K HEHN)

K9 Laiir Z i x M THAS
Fig.9 Cryptographer’s toolbox for security analysis
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P, Hua 5577 41 %2 49 DNN i 255260 GuardNN
A TR A AES X 55 %5 85 F19H 2 A E TS ( Message Au-
thentication Code, MAC) #1552 B A FPGA il # Jit 7l
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ments, TEE) f#& . W& 10 firzs , TEE (AL HH 2 T
— AN R GG TLX, TEE A3 0 R R TERLAG X
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Fig. 10 Trusted execution environment
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FAR FEHLFTEL (Oblivious shuffle) Hitil-=s [6] 45 JE BEHLAL
(Address space layout randomization, ASLR) FI{h N F i
[A]# 2 ( Dummy memory access, DumMA ) | % J5 ¥4 3



21 ES

R - RIS 2 2] T e RSB BB HoR 53k 25

AT TS T S ARG, ELR 2B DNN o) 46 75 Ji
(1 TR

g TP 2 ) RS TR T SO, Zhao 4550 4
HEF 4RI (Error mask ) B £20 10 2% M2k 285 1157
AEP i THCE il /05 DRAM B 45 R B oI 7= A A
O TR RS, 3 SRR BT 1 43 A B T 3 4%
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PR 2 J5 A0 TE BE AT LA R B e R (1) 45 A
P, NI B ST REA it o LeNet 945 %F MNIST LK%
Resnet-18 [45 %} CIFARI0 % #s 4 [ LR, % &
P T5 ARSI B TR, B o TR A R

3.2.6 HALIL

BRI IR TE VT A U S A s HA g 5 1
XA X G A T RAAILAG AL 3L o ot 2 il RN B 7
BRI G A5 B, ST A 3 B A AR D e i o TETREE
72 PN F R R DT AR 2 v BEHLAL B 5 i T 4
B TR A A Z AL, SR REHL AL Fh o 5
— F TP L A — o]

2021 4, Fu %51 § 1 FLAT R eV A s 25k
T B ) 5 T T HE 2R “ 2-in-1 Accelerator” , {1 F — Fif
FEALKS B2 JF 96 B9 (Random Precision Switch, RPS) , f£
WIEAAIE B e rofs TR 5 ) AL AT LR FE A
s, SRR W B nsd A h, 72 6 B DNN REELAN 4 Fib
Bollde BRSEe 2 B, 1207 1 0] LLKE DNN A6 2 8 52 %
HGE I A& RS B4R 1 24. 48%
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