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Encrypted traffic classification based on packet characteristics
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Abstract; With the widespread application of encryption technology in network applications, how to
classify encrypted traffic without infringing on user privacy has become a new challenge. This study,
proposes a packet-based encryption traffic classification method. This method is not only safe but also
effective in preventing malicious attack traffic. In the process of traffic transmission, the task of each
data packet is different. Some data packets are responsible for maintaining the connection and some
are responsible for data interaction. Previous research has neglected the influence of packet behavior
on traffic classification. The method based on the packet aims to distinguish the impact of normal and
malicious data packets on traffic classification through a clustering algorithm to identify encrypted ma-
licious traffic. The method uses public flow data sets and laboratory-collected flow data sets for verifi-
cation. The comparison with the other two methods proves the effectiveness of the encryption traffic
classification method based on data packets.

Key words: malware; encrypt malicious traffic detection; packet; machine learning

TR T — s M A5 R e IR B MAE PFRT U SO BEBURMT RN R R T , B 45
% AEMBARBM AL (NIDS) S ZHART IR BREMEREMN . HESKE AU T 20 4,
ARRERMN . ErT T U RS B RSB (.2 S B SCRIEE T35 1 Y 5
PR, MRS BB K S PO R AR . BRI R, R SR (DPL) R B2 R . I i i

EEWA: EHEKARRAEEG I (U1636215,U1803263) ; & ¢ & S 0F & X % B35 H (2018 YFB1800702 ) 5 |~ 7R 44 = S WF & 11
K% phIi H (2019B010136003 )
TEERN: WA (1985—), 5, TR, E-mail: yangyanzhao@ 3caic. com
* MEVEH. E-mail: xian_software@ 163. com
FISCk: MEA, TR, Uik, 5. BETEISEAERN IS RS20 1] )N R (A RFHEM) ,2022,21(2) :60-66.



21

Wi A4 55 2 TR AR AR AN S R 2R 61

JE— PO IR R AR SO 5 72 R 45 b AT {5 B A
MRIBEAR o B 45 1) 5 J8 , e i T 2 3 RV T
J7 i ZARAI ST N AL ST R B A AN T

Jinees B AE DR P 25530 £ 1 2 e H X
W e M A PR Tt 5 1 T R 2 AR e i
AT T R R o DRI, A A A RO £
N IRV DO IR Rk S B e~ s e e Ul B
(1) F= il

P2 1 2R AT TLS B SO I 48 . TLS il
Db LI 2 A £, FLAE 2 A £ 19 B AR P 22 ]
AR T W TRE SR TSR I B f 08 . i T L4t
FETF U 1 AR5 14 LA R BE AN A Ko L 4 S IR AR
S ST | DRI, 1 8677 3 7 0 O 1A 2K A
AT ECT AL o7 > 08 i i e kA 2R 1 5 0k
BHiGIE TRSHFAH MR, Hlass Rk SO
WAL B O RAT 55 f B W9 5 ko B AN ]
FAANEE B8 R, WG FT LUK oA 86 0 S 1R 4T 70
2, AT RS e X AR i i B M A A0 L S B
WRAFM B

SERHEML T —FILTF X TLS B Foufdifn 2 4~ 1
T SCHRA ST 7 R 0 o i ep g B
TLS BFSAEAR T IS B, W5 1 B4 AT 9 2 L ]
TR T, BRI S E L ok BT
I, ARSCHY FAR SR — BT 2 K7 1 A 2 Kl
BRI, 7850 R F R 46 i i ) oo i . IE i
B IRAT N SRR ST AR R 225 . Kb
25l DURAE S TLS GEH S0 e Bl A e 1 L2
Bt SEREN SRR O R Y RGBS S

RGPl I BB R AL TR el 2
FRAE A HIFTR 1P uhb A HAs 1P ok () W 2%
AN, 2l AR BA MR 1P sk A E by 1P ik
(E ] IR LSS (9 Ko P25 R0 o O 4 L 52 P S A 1)
PHAE QAR 0 5 B (K ) (TLS {5 £l \DNS f5 8 5k
AT 2 2R A0 HTTP fi5 B ARG plan 7 I 3k
R e L R AT — R F AT, 8
LR (S 0r N e E G R G

JEHORBL, B SRR 554 2 0] ()38 5 i A
RO 9 BB A L R 5, IR 2 3 R
L, WA IR AT A G R o T IE R
RRRB T AT 5 W IR . ABE TN iR
HRSCR AL PR I AT D R AT DA 1Y 9 2 X o i
ST SR T B, T A B PR 2 T L
AR N it oy R BOR M . AT 5 A T
B3l A I 23 2 07 1 AT DA R B A B - R X A

I, R, ARG R STk S ZS IR

(L) 3T —Fh LU 20 JEREAE i 2% 3 & 70
Ry R B SEAE R U R K 2 A 17
VbR AR

(2) LHEZRUAR TLS Ypislo B W% 1 K ',
BRI E AT 3 TLSL. 3 Ppil [ 2018 4E48 H L3k
BEIZN . RN TG, 4R T —FioR
MRFAE PR T T5

(3) 81 5B [ 028 I A AR 6T L, S 06 45
FWT B AR L R R KR, A R
25k % 99. 96% .

AR HATB THW T B WA HTHET
P 5 = TR 1B FH () 5000 A 0 R 3 5 5 D AR AR
TR EERE D KR R B A TH AT
— 5 TAETHI

1 XTI

e AR RG0S AL R 0 S 5 I ) — 4 B B
GET7 10, [ AFA102 DO 46 2 4 FUAa Fry b AL R 70 199 2%
WA AU KA L 2 R GURZ BB RIIETT
R AT DPT HAR (3 B 330 07 1 T UE B U5 R
AR R (RC A ORI i Sen %17
I T T S R BE AN Jy A 1 R R iR T
Gt o B TLS I Hhis iy i BRI, i 26
GO IR 22 1 IR WAL H, PO R 5 SRR e
AR T, TS AR EE GO A ok 1 Jeg PR £
T IO T Y AR HAESh TR IR A T ik
AL A

Bl FE M I G RITE R A E L
oo LEAm, BLERA > Tk BE A5 A BN 2 12 20 2, )
I Ea TR AR A . BRI Z AN, sy ) Rk i
NI 2% 22 7 WA R 4 B, TR R R R AR
I, B AT LR AN I T T A ORI X A 1 4 1
ATARRET o JETF AR 2T (038 G U 3k il 5 %
B o Bcs MG o, Mg s i e R R4
BAENARSL IR BT 02600 . BUA BRI £
B3 g TN )0 L A AL T AL )
LaRh g valll R
L1 EFRNERERN

TN o A GO0 = A T o A P KK
g 7 Bral 7 BB RHAE (A s 18 7 X0 4 i
SOIEATHUIDC AL . Kim 261742 17— Mo 28 9 30
AR R T B B IR A5 2 2 W T i B TIE



62 JUINR AR CH AR AR

F21 %

Fo Az B AE B AT £ B 7 B IR 45 AT 46 44, 9F
FEE TS 215 1D A1 IP Hydik 1 56 25132 , LAVCTC 7% 2
=S

SRR S T OO 8 R G £
Wi Shbair 25 K1 R 55 2% 4 B 5 (SNI) 5 TP 3 17 (1)
B4 15 AT HUBE IS AT 7 ) DNS B 55 R 30 iF 252 B
FMR 55 2575 T SNT (19— S0 , M W 5 HTTPs 3%
&, Husak 2" 8 14 4047 TLS 48 T 48 oh S H  % 7
EPEFIFAR 1 HTTP 3k i F % 3k g 1l % 1 1
FUFR T, LURA NS {59 % S 3. Papadogiannake
A0TSR A T 3 I I [ A A
R B R S S5 4 1 L BT R s B 37 )
TN

— IR, FE TR 7 7 B X BRI HEAT A
T3, VC A I H U X A 2 i f AT 402 AT
W AT B LA S A A, EL B S 7R T A
TR RAE 7B AT LA 26128 P 7 o e 35
AR TR, 5 5 Wit 2 R PRV B G0 A 06 2 B P4
B P i D7 s, HA TR R R
1.2 BEFHBRFINMETRERN

LT HLHS2 27 (I R 7 1 OO e 8
TEIATA AT ) 5 36T U0 B3 6 40207 B R TR, J
T #2035 O P A R, 5 A
PRSI RRIEAT A0, WL o o T M A F R I
BAH , Bilge 2 # ] NetFlow FIANIE L4
fE P R R AT 2026 AT ARG IS 70 7T LA R ]
T3 5 0 24 PG 0, (3% 5 0 8 A e T 5 TLS
BORA S HIRRAE

PR > B SR P R 0F 5 22 oF T 90 2% 37
JRUAHHAE . Panchenkoa %5 J& T K4 K/, i34 4%
PRI AR AT 5 I RRAE , o 85 ok 7 e AT I3
SLC . Wurzinger 251 i3 23 A5cHE £ 19 /NI
3 5 15 B3K I )R RG24
L AT R AR 5 2 0 A 50 2 VA A Frp
Megrew 25115 PG 75850 1 0 5 80 A Bl 4
B R B B0 TR S H A 1 DL BB R
RGN I AT

B T (Flow ) , £ ( Session ) 2 — /% UL i ik
Pro WRSTRHR R — VAL, W B A AT LA T
TCA (I TP G 0 L H i 1P H 93 O AGa 2 M)
AR Z A TWRE—AD I, 2HHE 1P A E bR 1P 2
AL . Anderson 251 S T —Fi il 1
KI5 B M50 DNS il HTTP H e {5 ok
ST 3 O PR F R A 0 4 S 8 1

TLS 42 T 45 TLS {7 T (A 7] (9 B2 45 3 F1 % 12 35 S
AV T DNS f1 HTTP (£ &,

Prasse %7V A HTTPS H 75 rh i O T 5500 o 4
E KI5 ECHEAT 47 R, A F0 A 04 3 10 3 RS 1
VR A P i) ] DL B 4 8 I B i 5
¥, (HRTERGHRUAH) TUSL. 3 B iF- B TERC 4
Bonas , CEHFRBGEHEE.

B T LGRS AR Z B R B 2 >
HUXPERAE 0 B 38 B 2 3 fig BS540 10 7 51 n % 3
KBTS . Wang 281"V PCAP #X I B0 I3 1 7
BAE A , 3RO SRR 784 F AT KN B AR 8
TR, FE CNN BRI TR 20

Razaei 25" i Fl T 320 W B8 A0 — 44 25 AUk 22 10
RSP S ANV, 3RS R P A 2 1
JREHE AL T R B TR B, 2 > B B AL A 36
BT — AN BB PR DA R B — A N
YA Bl 25k 52 O B A P R 20 2 X
WSO T FITARC A ] 1 0F S B3 G 69 7T REVE, 1
AR R T N ANl a0 R I ZRREAR i 7 i, 1 5
TE T2 Hr it 5 B 0 248 1 P LA o e T A

LT LR 27 0 35 A A6 0 7 1 T DA AR 4 R TR
{1107 P 3 5 DA R S5 , (L5 R A i F- %
A GOR 43 BT AR A 6 , R R A 2
B, JETURE S s AN TN T, 1 LA
ELARBURRAE (A7 76 2% JE A5 BN 2T, (L RE X 2 —
452025

AR BB SOR MO S A s B3 2
—AE AR A TR AT R T
SERH, T2 T BT R T 2R, It
A0, TLS 1. 3 A DM L IR L 4% 2 ) 22 ik g
FHIE A, BRI N 2R BIATF L (2
i TLSL. 3 BMSOGH SR B TN 28— g,

2 ETHEAHNFERESKEAS

FETLLE PR A SR T — R TR AR Y
FtR 2 HT715 N HLER = > W AT AT A3 D i 2
FRIE SKERRFE | B IE AN GETHARAE . 2 7 0 i
PR B DA AL A2 A8 P R T A0 0y ok ) T
A LR AT 5 1 5 DR W e K 3. R i
AL AR AT 2L 2
2.1 $ERTR

i 0 7 0 2 D TN 28 R AE SRR ALE
SBFIEMGTRHE P R — DA



21

Wi A4 55 2 TR AR AR AN S R 2R 63

(1) b2 PR — A 190 4 0 A e o v I ik
RS P IR R 23 [ Jeg P o A0 B0 1 B[R] s A 24
A R o ) R B [F Eof E 55  B5C 0  4 [R)REAIE  356 4
K B 25 o R R

(2) 3FFAHAE, 4045 i B e 4l DNS #l HTTP {5
Ko DNS fu#f DNS $45 & [ . DNS it F1 TTL 447
o BRI AN, BT LA DNS s Bl A | H G )
2 V7 IR FE HE 4% (s Alexa HEA ) LA 93
A B B DA B4 e A B (s 4 10 B A ) o
HTTP 24 e 1z DAL, 5 FF web WG 25 A1 SMTP
MR AR 55, RE W 42 1 A9 RRAE A 46 HTTP Pl 2R 7Y |
R RS LA K Content-Type 7 BESE

(3) SRERRHIE , Je G B R AE A L2, i nim
NN TERESTE A N E {5 (5 18 Z T, & i A R
F5 i A AR SC LA AR T B B, X — 1 7
PR A PR T B, 7R TLS Bhisth, &
Ui IR 55 it 7 22 A F90 48 I S R 1) 2 T S 0 M E 3 —
PG s SRk AR S, A T IAIER P o A
55 S 14 B 00y, R 55 ity 2 & 326 0IE 15 43 7% 1 i, 6 3 £
WGy o (AR —FER 2, BRI i s ik
ZILF TISL. 2 YY1 TLSL. 3 B A TF IR T, ML T
TLSL. 2 PM3LifT 5 , TLSL. 3 Wil 7E 48 T4 7 k2 1 4 5C
AR TF- U /D A 23 i it 8 0 ST 550 R B 2 0k
f% . TLSL. 2 1 TLSL. 3 PMs i X B I 1,

o P
== TLS1.3 Protocol TLS1.2 Protocol ==
mm o
: . ; ,
[ i

i llo

i

' '

5. Application Data

.................

1 TLSI.2 A1 TLSI. 3 Pl T ikt
Fig.1  Comparison of protcol hand TLS1.2 and TLSI.3

(4) GEHHHRAL, ol LU P AR, B4 B 4 A
A3 A JE AR T 1 R ER . AR g g4
AL, i LTRSS AR Bk K P
(S S S5 e 1 o AR i A R 95 3 328 00 ok T
DT S SCIRURE 7 1) , LA I o i A 3 25 R 55
S, AT R R o5 S A .
W[ RIS R AT R O LU B R AT
B HE . GEHRFAE AT LLMEUE B 5 AL

DL A DX, oK L X 0 A T 0 R — A E B
fiEo HZR THRGGAT L, 73 R AL — MR &
ERAR V2 B R, FRE T &k

Qo i BUA W 9E £ AT LL B 4 RRRAE, 2122
W TR AL AT R AE X R 2 SR B . AR SR K
B AT A IE AU 2 28, 90 B o B ) 45 2o
e LR TR AT BRI 2y
TR AT SRR T RS g A IR S
2.2 REIRH

R A T ERRAL 2R U IR B T B,
J o AR 55 o 22 LA SO 3B R AR SR 16 0 o 2 8
FERX AN BE, AT LLR BIAR 22 % 7 g 1R 55 3 A O 1R 4
fiio TLS 48T+ Br BO B SCRUIN 2 i 5 0 eIk T DL AE —
SEREIE LR IR I IR BT , (0 T A PR ft ) i
FRARRA B PRI B A o 5 [R] B ]
(] A RO B TR TR AE 7T DA R 2% 7 i R
K A HIRIEEAT A o PEEAT 9 0 B KGR ()8
eSSy YN E R G

3T BEBUE BORFAE , 5 BEAL PSR B (L3 . 1
R B TLS i U f G PR, 75 % I B £ 91 53 £ 4
Al AT AL I, B — S i B D R TRE , 91
o5 FRE SR R S EPFF R . a2 Ik —
SEERURAEE €0, (ER RE BT B R 2 i 3 ) HR 1, LG AL
BeHa ko BRI 2 13, (B A A i L

LA it BT I U e M R A TP AT A
LR, LIRS 1By 0k e R AR o % T IR H S5 A H
{3 15, D B I o 152 PR D) 206 0 2 19 ff 4
99% HMEI I e S BB 443 3 110 R, — %
W 2AEH, PCAP SCIFrh Ad I 6 1R 000 L e
VSN TR AN 3 2 5 SCRFIE B2 DU XE L B 1 4
FEAR B2 o B AAS BIF 2606 B PO 32 P A T 20 >
far A PRUE VI 25 25000 £ 1 — Bk, A 2 20 s i
M 2P

EEIR R P STVEN S PR /€ T Op i
WAT R LR R AT B . RO B 2R
PR A LA, O T ARBOBU B AT 2
SRS . — oAy IEH i 1 K 2 B0
TR 1, TSR ) T AT o B A ) HE ) 22
RfE o Gt — 2R U L I O A M R A
Z ) AR e R T ik A b (R ARG
TR AR B X RN B R Y, R U, A E
FHW R 2 IE W R b B SR . o 715
AT IR S B R R . R
B REAE 22 I, 0T LUK 3R IR AR i A B
R AE T T 4



64 JUINR AR CH AR AR

F21 %

ATCHE AR R LI 2. O, DA s i
R AR PCAP U AU B SR . 25 sl
R FBARBURIE . A TLS JAY5CHE DNS mi B Hrifi
A R IR e 07 3 SR TTL A A7 ] AR 4 2ok 2
RN AT LA — 25 R I A2 1A B A o 0 20 A, A K R
R RHES o

| - =

\_, w = Y,

B2 RS

Fig.2 The model architecture

FCUC, AT LA HTTP 30K TLS A3 2y rh 42
BEZHHE, 10 HTTP get I post J5 3%, B( Content-
Type., User-Agent, Accept Language F1 Server %5 J& 14,
TLS “FBALE B SR ) BB AR
By o BRtfE B oo d  F 8RR Ty
16 A1 TR IR IR] 38 AT DAV 3940 K L e R B I AR/
i) R S TR

ARG R R R T AT O O RRAE DA
[ A LA AN TR R AT D, TR e S TR
BEREWSA EF R ASCRA k-means FT7
PO IE R BRI B AR T 6

ARBARER AN D = 2,2y, 0, | RS
RIEER C=1C,, G, 1, C MGy 232 R A
BRI B, WEEIE D REERLIE S 2 DA
PER B oo | oy REEBHITL , Z TR
A o, T gy POBEET BRI R

dy=1lx, —p 13,

ZIRERIEES C B, TR AN

1
NN Zcx
THRREAS 2 B0 Z 1) B B8, 1 45X 423 i
SR BRI TG, UG 5 B AR —
R%E. A MREAB BT , QSR B0 1) R
BOA BRI A R . w2t ek 4
C= % C,G o

TEIR P IE A7 O RO B0 0 S O 0 9 2531
ZJa, =R R W AT R A 0 5 o R A O
TP PO B R Z R LA B B AT IR A S s
FIRFIERE M Zh . AT BIREALES S=1S,,5,1x €

St HA xRS S P — AR
BNFEESE ZJ5 , 6 ] LightGBM £ 2 #1743 2%
LightGBM J&—Fi 528 GBDT ik AESE , 2 2 AR Al
593 R BN LS B iR AR, SR R i,
I HEA AR B o i R A o Light-
GBM fifi FHELJE REMA R {5 B3 45 o L8 REGBUI,
ZR BRI, R . MR A Y B e R AERA N
Gini(p) =2p(1-p),
p IR TIEH TR IR o AR SR A3 2K pR SO X 4L
USRI A6 R A, HA B AT

1 N
L =_W2 (ylogp; + (1 = y,)log(1 -p,;)),
=

LR R R, N JEREARR SR A S EL S,
SR T IE R S .

3 ZRiffh

ASCHEH Iy R AR O A BB 4 kAT T 5%
L8 i T B ) 1 K e 1 v WA 8 4 5 5 ) 1 AN
TR TR S IRE Y S A . BRI, AR S
— A BB S RN S b PCAP B4 vh 4 Loy 2K 4
MR SRG  SAOC TARR SR 2 itk A7 LU
3.1 HiE&%

N T KB FIE 5 i, 75 2N R AR P it
g 4, R T I ZR A i, 55 45 15 8 SR AT Czech
Technical University A 3% & 84 #k 1% 06 (MCFP) 1 H
WAER) CTU BB 5, LU A 4 MR8 i I
fh PCAP #&CHRME, MCFP 100 H 3 1 4 30 e P e Sl 3
LA 28 PR AR R i 0 IE T, IR AR B i
EITRRE . PR R AEE M ok R i B R
MEMEGE, HAl, SR Eas 300 24014, 58
fitk = PCAP SCAF

J5h PCAP SCHFrh A7 A R A D Dy R iR e
% S S S A P B T SR 5 ) B A S
PB4 TR e 2, T — 2
FLD PR BUAE R E AL, T DS Bl Wireshark T H. F W
B X SR B A A SR DR A R LI 3,

K3 st
Fig.3  Error packets

R B e B DR R AL 2 I, DA s h SR U S

TEA o AR SR o X LA R R LA Joy



21

Wi A4 55 2 TR AR AR AN S R 2R 63

Hg PCAP SCIFIE 20 8 4 A B 0 JSON A% 5K, Joy
O T I 4 B 5T CHE R 4 M 1 T TR
WA T H. TR RS ISON A% A 30F
HORRRRAE , o] IR 2V 2 20 TR MR 5E (40 Py-
thon MIFLER I HERL) (¥ 5CHF . Z e, Al LUKs i 8 ) 1)
SCPEAR AT o B A A7 B TLS i £ B HTTP 5 5 ok
DNS {5 B CEFEAMIAE 2. 1 H) o BT im R U
json A ABAE I 4. o —40 KR LEFR U RFAE 5
PHRFE AR A IR B 5 BARAT7E CSV 3UPFR

B4 B AL 4RI JSON Kidls
Fig.4 JSON data extracted from packet

3.2 ZWAER

TRy, FEIBLT 2 M RN A S —F
I3 SVM BEHLAR MR LightGBM ()% Ho 5805 55 —
FRIM AT 55 HeAb R e S 7 A 0 LA

SVM 2 —Ffo B A I B, SRR MR 2 R
M2 P F R 5 > R A SR i 1Y B K 1
Vo BEHLARMKEL R —FIE T Bagging B MS
T3k B B T SR A D 2 S A B i
BRI 2155 20 R BRI B — A5
Hettio LightGBM 2 — R AR Y, 2 2 LA A ]
P RAEATIE N G, 13 2 i PO ML 2L, B I ZRA8CR
Y AT WE IR . MR I 1.

R1 TREEES LRI

Table 1 Comparison of classification effects of different algo-
rithm %
Ak e
SVM 92.03
RF 97.34
LightGBM 99.96
S Lk

M AL LightGBM SER SR o 7E1R]
—HR R b A S AR ST A R AT TN S
AL Frantisek F1 EncrCatcher' ™ 46 % 4 %t Hp 52
5, AR 2,

=2 HMEBRISRMRITEE

Table 2 Comparison of classification effects of other models

%
. _ iﬁﬁﬁf?‘aﬁﬁ
HAES RS EIEES
Frantisek 97.45 97.34 96. 54
EncrCatcher 98.21 98.03 97.55
Our method 99.96 99.27 97.72

BS54 7 0 1 o i 3k 73 2 e
iF, SEIVER 2R IR 5] 99.96% |, fF T HABBIRL, [ i, A
WEFE Bt AR 22 0 99.27% , H M2 K 97.72%

4 %

QAR AR RO DT ok i kAT 026
C&HCN TR RAT PR Tr ). 7RG J5 3
BT 115 AR B R A A £ H B 5 v A 1 DL
T WUdeeE ) T B W e 1 B A a3 e gEL
AR AR BE 7 ) SR AT HUA, AT T die 2830 I
Bt bl SRR SE U B i R IAT A5 T 55
() IR U 48 0 A 1 1R A B R o

ARTCHR T — R T R B0 i 3 e e A LR
R, bR BRI — oA R Tk R R R 0
PCAP SUIFIIG R o ABTFEBR T 3RATHA (R 25 HRALE |
SKERRFIE B ST AL S iR B i T RO AL 1T
JPRFAE . Bl i AT B T IR IR e R Y
DX i BRI IE R B A, D 4 R
PN GRS AL A BN P AT o

9 T VA BRI A A, AT 2 SR 4 bk
Fr PRI Gx, FE RS L& o I R AT 1S [,
XL T BUA (T e i e A IR 2 S 25 SRR A, AR SC
S 5 e B B A IR I RE S AE
BEBFSEERERE b 4 TR A AR S B 2 20 O
TSR e i A AT () S 0

[1] Chen L, Gao S, Liu B, et al. THS-IDPC; A three-stage hierarchical sampling method based on improved density peaks

clustering algorithm for encrypted malicious traffic detection[ J]. The Journal of Supercomputing, 2020, 76(5) :1-30.

[2] Rezaei S, Liu X. Deep learning for encrypted traffic classification; An overview[ J]. IEEE Communications Magazine,

2019, 57(5) :76-81.



66

JUINR AR CH AR AR F21 %

(3]

(6]

(7]

(8]

(9]

[10]

(11]

(12]

[13]

[14]

[15]

[16]

[17]

[18]

[19]

(20]

(21]

[22]

Anderson B, McGrew D. Identifying encrypted malware traffic with contextual flow data[ C] //Proceedings of the 2016 ACM
Workshop on Artificial Intelligence and Security. New York:ACM, 2016. 35-46.

Roques O. Detecting malware in TLS traffic[ D]. London: Imperial College, 2019.

Sen S, Spatscheck O, Wang D. Accurate, scalable in-network identification of p2p traffic using application signatures| C] //
Proceedings of the 13th International Conference on World Wide Web. New York:ACM, 2004 . 512-521.

Kong B, Liu Z, Zhou G, et al. A method of detecting the abnormal encrypted traffic based on machine learning and behav-
ior characteristics[ C] //ICCNS 2019 2019 the 9th International Conference on Communication and Network Security. New
York: ACM, 2019 .:47-50.

Kim S M, Gooy H, Kimm S, et al. A method for service identification of ssl/tls encrypted traffic with the relation of session
id and server ip[ C] /2015 17th Asia-Pacific Network Operations and Management Symposium ( APNOMS). Piscataway:
IEEE, 2015 487-490.

Shbair W M, Chole Z T, Francois J, et al. Improving sni-based https security monitoring[ C] /2016 IEEE 36th Interna-
tional Conference on Distributed Computing Systems Workshops (ICDCSW). Piscataway;IEEE, 2016, 72-77.

Husak M,éermék M, Jirstk T, et al. Hittps traffic analysis and client identification using passive ssl/tls fingerprinting[ J].
EURASIP Journal on Information Security, 2016(1) ;1-14.

Papadogiannake E, Halevidis C, Akritidis P, et al. Otter: A scalable highresolution encrypted traffic identification engine
[ C] //International Symposium on Research in Attacks, Intrusions, and Defenses. Berlin: Springer, 2018 315-334.
Bilge L, Balzarotti D, Robertson W, et al. Disclosure: Detecting botnet command and control servers through large-scale
netflow analysis[ C] //Proceedings of the 28th Annual Computer Security Applications Conference. New York; ACM, 2012
129-138.

Panchenkoa A, Lanze F, Zinnen A, et al. Website fingerprinting at internet scale[ C] // Network & Distributed System Se-
curity Symposium. Reston:ISOC, 2016:1-15.

Wurzinger P, Bilge L, Holz T, et al. Automatically generating models for botnet detection[ C] // European symposium on re-
search in computer security. Barlin: Springer, 2009 . 232-249.

Mcgrew D, Anderson B. Enhanced telemetry for encrypted threat analytics[ C] /2016 IEEE 24th International Conference
on Network Protocols (ICNP). Piscataway: IEEE, 2016 1-6.

Wei W, Ming Z, Wang J, et al. End-to-end encrypted traffic classification with one-dimensional convolution neural net-
works[ C] /2017 IEEE International Conference on Intelligence and Security Informatics (ISI). Piscataway: IEEE, 2017,
doi;10. 11091ZSI. 2017. 8004872.

Anderson B, Mcgrew D. Machine learning for encrypted malware traffic classification: Accounting for noisy labels and non-
stationarity[ C] // Acm Sigkdd International Conference. New York; ACM, 2017 :1723-1732.

Prasse P, Machlica L, Pevny T, et al. Malware detection by analysing network traffic with neural networks[ C] //2017 IEEE
Security and Privacy Workshops (SPW). Piscataway: IEEE, 2017.205-210.

Wang W, Zhu M, Zeng X, et al. Malware traffic classification using convolutional neural network for representation learning
[C] //2017 International Conference on Information Networking (ICOIN). Piscataway: IEEE, 2017 712-717.

Rezaei S, Liu X. How to achieve high classification accuracy with just a few labels: A semisupervised approach using sam-
pled packets[ EB/OL]. (2018-12-23)[2022-03-08 ]. http://arxiv. org/abs/1812.09761.

Lopez-Martin M, Carro B, Sanchez-Esguevillas A, et al. Network traffic classifier with convolutional and recurrent neural
networks for internet of things[ J]. TEEE Access, 2017,5(18) :42-50.

Rezaei S, Liu X. Deep learning for encrypted traffic classification: An overview [ J]. IEEE Communications Magczin,
2019,57(5) .76-81.

Sttasak F. Detection of https malware traffic] EB/OL]. [2022-03-29 ]. hitps://dspace. cvut. cz/bitstream/ handle/10467/
68528/F3-BP-2017-Strasak-Frantisek-strasak_thesis_2017. pdf.

[ REHE: FhE%E]





