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Local multi-node federated learning algorithm based on secret sharing

WANG Han-pin, FAN Yao-rong
(School of Computer Science and Cyber Engineering, Guangzhou University, Guangzhou 510006, China)

Abstract; The application of deep learning technology in various fields is becoming more and more
extensive. However, the accuracy of deep learning models needs to rely on a large amount of training
data. Due to data security and regulatory restrictions, many fields cannot centralize data for training,
resulting in the phenomenon of " data silos". In this regard, Google proposes federated learning that
enables a large number of clients to jointly train models with trusted servers while the data is stored lo-
cally. At present, the research of federated learning mainly focuses on the issues of security and train-
ing efficiency. For the cross-database federated learning scenario, this paper combines hierarchical
federated learning with a privacy protection mechanism based on secure multi-party computation, and
proposes a local multi-node mask federated learning based on secret sharing. The algorithm Mask-FL
can improve the training efficiency while ensuring the security of federated learning. The main work
includes: (D This paper proposes a local multi-node cross-database federated learning framework. The
client uses local computing resources to generate multiple local nodes, and allocates data resources ac-
cording to the data division method based on computing power. Each client participates in global fed-
erated learning training on behalf of all local nodes, thus constituting a three-level hierarchical federa-

ted learning. (2) An adaptive mask encryption protocol based on secret sharing is proposed. On the
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basis of the local multi-node federated learning framework proposed above, a reusable security param-

eter mask is generated by secret sharing. The local node adds a mask to the model in the uplink com-

munication of the training process to protect the model parameters. After the security hypothesis analy-

sis, it is proved that the algorithm can protect the data privacy security of the client. Experiments on

general data sets show that the algorithm can maintain a relatively high accuracy while protecting pri-

vacy, and significantly reduces the number of global communication rounds. Compared with the tradi-

tional federated learning method, the training efficiency is improved by 30% ,

training speed of federated learning models.

effectively improve the
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Fig.2 Example of local multi-node cross-database federated learning
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BSR4 FRNE Sk HIF A % P i i IR 5
RAFATHERTIE 2 T P o AR IS SR AT HE BT, #5A E
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B2 IR 55 P i AN BEAE Tt LA 5 P S A 3
WRMEEIZE, DLE 3 A E e 7 TR AL
{DIEPRANEINEY B A P QAT ZERS €k IS 3 L G S
P DL R 55 % 5 % P s A LA TR ARG
DRI, AR SCHE M 945 6 FL O R AR 85 1Y A 3 239 O
IR RANGRA 7 AR AN o %7 2 B TR I 58
FLUF 23R 5 i A 7 S AN RE AR IO b i 52 2% 7 i
¥ AL
2.3  Mask-FL

SEIAS 227 RN ZRAE SRR B S I R0 o 35 AL
8K PR R A S I G AR TE A T 4
Hi e ) Mask-FL BRI ) 503k IR0 2 ARk,
B BO B IR AL B, 5 B BOY IR IR A 2T I 2k B
Bro RAAMER:2 fim.

Y2 Mask-FL
A B Py P RS S WU TS B R w, , 42
JNZREE TR R A BT B(E T, A Il Rk AR E, %
JUREBAEEE D Dy o+ D, | B P R AS MY SR L my  my
.. ’mn}
i - B w
1. S initialization model w, and deliver the model to each
client.
2. Mask-FL. Setup:
. for each client i e P, do:
4. {D;;t, tw, } «—DataSplit (D, ,w, )
%1
5. Mask; «~—PRG(w, ;)
J5 AR AH [F) A YA

Y/

/) R A AR A A

6. Mask, «— Z‘LMask['j

7. Split {s;,,5,4,",s,, | «Mask,
8. Send share s, , to P,

9. receive share and merge them:
10; S, Z;ZISN

11. Send S, , ‘Dl | to server

12. End for

13. Server do:

14. MaskCount «— z ;I:]Si
15. Mask-FL. Train:

16;  While r<R do:

17. for each client i € P, in parallel do:
18 for each node j e m; in parallel do:
19. w.,«—ClientUpdate(j,w,) , do it for E time
20 w 1D, | =, +Mask,,
21. End for
22. wh,, = 2,,'":1 w,, and send to server
23. End for
24 . Server do:
25, TR YT
. W, H%(Wi, - MaskCount)
26: >, 1D
27 Send w, ,, to all clients
28 : r++
29. ifr% T == 0 or client dropout:
30, Run Mask-FL. Setup (w,,,)

31. End while
32. ClientUpdate(k, w): // Executed on client k
33. for each local epoch i from 1 to E do:

34. batches<—(data D split into batches of size B)
35. for batch b in batches do:

36: wew -1V ((w;b)

37. End for

38. End for

— BRI T
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HA SRR S A, 703 % 17 S AR 374 3 B U1
BEARYCHR 2Rl 5 F DL B 2T 36, O FRH AR A ik
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HRBTRRE A e & AT RN L 70, B — R
SR — 1T OIS — K ) Ja iR

(2) 79 SR —A> batch i B RAECA S HE AT BN
R, AT RO B B 2 A RS B HE Y , SR TR o 3
TR A Y R SRR AL, 4% 1 A PP AR A
(R BL R ARG Al 2R 55 4 , IR95 A 45 1 450 0018
BB AR A AR

(3) 1 R TR RL Bl SR HEAT A LI 2, AR A 2L
SHRUGINRL, I ELUS A s i 3 B RO R, ik 2
&, R R AR AL = O RS RO HOR K
P A S SR B R
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FEATE H Mask-FL HE7 9255 DLPEAl HL 0k REAE 7,
[ ERF 5 % BRSP4 35 (FedAvg) P Sy
LRI R 2% ] (DP-FL) W2 A Fh e L2 05 R
B (SS-FL) '™ 0 o T HEAT IR 15 S % 1,3
A HE S 6 2L B B M R R R A S
Mask-FL —%% ,

ARSCAE A A5 2B 4 5 PR R B 22 I 4 AletNet
AT GRS, RIS 3. 87 M, SEE A4
R JH MNIST F5 UGBS %5 B 28 + 28 {3 %
f) 60 000 33N 25k F 1 10 000 335t & - 21k, — 3t
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TESE BRIV ZR AR 4 batch A 64, UK 4E batch
51000, 23] %K 0.01, 4 Ja Y 2546 YK round Sy 100,
KT Mask-FL 51 7 s (10 4% o 45 5 19077 4% 3 126 Q91
UCEL epoch BN 1, FLAHESL Y % i A< o )1 2Rk 5L
epoch 4y 1, FEA 3¢ DP-FL 3 FA 5286 vp, 1 B RRAA U
TSI & =1e -5, Y ZAFEE LU ¢ =0. 01, clip =8, H
FHIEELE il A 0. 01, SRy 585 H AR Ae R S 00
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it % DP-FL {4 i)l 2548 1K epoch =100,
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Table 2 Time-consuming and accuracy of Mask-FL client
multi-node training for 100 round
Mask-FL Y2 B FERT/s SEHNEE/ % KK E/ %
nodes = 1 1135.1 94.102 1 98.83
nodes =2 669. 1 89.3397 98.74
nodes =3 416. 1 84.797 1 98.68
nodes =5 283.6 76.044 2 97.80
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training
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Time-consuming and accuracy of Mask-FL multi-

Table 3

node multi-epoch training for 100 round

I ¥ i=UN

S Mask-FL

WFEN /s HERE/ % W/ %
@  2nodes2epoch 1155.3 95.9711 98.85
@  3nodes-3epoch 1176.6 96.7830  98.85
@  5nodes-Sepoch 1225.7 97.0119  98.84
@  10nodes-10epoch 1461.1 97.1729  98.85
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Fig. 10 Accuracy of 100 rounds of training models with mul-

tiple frameworks
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Table 4 100 round training time and accuracy of each frame-

work

Sk UlIEZS 1 SN
SR/ KGR/ % KEEE/%

Mask-FL epoch =3 1176.6 96.783 0 98. 85
FedAvg 1128.4 94.096 6 98. 83
SS-FL 1236.1 94.252 3 98.83
DP-FL Eps =16.0 27 729.7 77.277 4 84.62
DP-FL Eps =8.0 27 334.1 64.756 3 77.54
DP-FL Eps =4.0 27 642.6 53.234 4 68.67
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