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A survey on inner product functional encryption
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(1. School of Cyber Engineering, Xidian University, Xi’an 710071, China;
2. School of Computer Science and Cyber Engineering, Guangzhou University, Guangzhou 510006, China)

Abstract Inner product functional encryption was introduced in 2015 by Abdalla et al. It allows the
decryptor, having the key corresponding to a vector, to decrypt the ciphertext corresponding to another
vector and obtain the inner product of these two vectors without revealing any other information of the
vector in the ciphertext. In this way, the data confidentiality can be guaranteed while the inner prod-
uct calculation ability of the data is preserved. Therefore, in the scenario involving inner product, in-
ner product functional encryption provides more flexible access control than traditional encryption. In-
ner product functional encryption technology has practical application value in statistical analysis, out-
sourcing computing, machine learning, and other scenarios. At present, the research on inner prod-
uct functional encryption is still at the theoretical stage, which is mainly manifested in that most of the
schemes limit the size of the supported plaintext space, the security that the scheme can achieve is
weak , or the scheme itself is difficult to achieve. This paper gives a survey on inner product functional
encryption. First, the formal definitions and security models of different types of inner product func-

tional encryption schemes are introduced. Then the research progress of public-key inner product
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functional encryption and private-key inner product functional encryption are systematically discussed.

The applications and other similar works of inner product functional encryption are described. Finally,

the key research works and technologies of inner product functional encryption are summarized with

some prospects.

Key words: inner product functional encryption; access control ; function privacy; multi-client func-

tional encryption
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