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Abstract: Aiming at the problem of insufficient feature extraction resulting in low classification
accuracy of the traditional encrypted traffic classification model, we proposd an encrypted traffic
classification model based on an improved convolutional neural network combined with Transformer
by using deep learning techniques. In order to improve the classification accuracy, firstly, we cut and
filled the dataset, and completed standardization processing. Secondly, the multi-head attention
mechanism in the Transformer network model was used to capture long-distance feature dependencies,
and the convolutional neural network was used to extract local features. Finally, the Inception module
was added to achieve multi-dimensional feature extraction and feature fusion, and the model training
and encrypted traffic classification were completed. The experimental verification was conducted on

the ISCX VPN-non-VPN 2016 public dataset, the experimental results show that the classification
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accuracy of the proposed model reaches 98.5% , with the precision rate, recall rate and F, value all
exceeding 98. 2%, which show better classification effect compared with other models.
Keywords: encrypted traffic classification; convolutional neural network; multi-head attention

mechanism; feature fusion
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Fig. 1 Overall architecture of proposed model
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Table 1 Information of dataset

T A IV R T A IV RS
Chat 1CQ.,AIM, Skype VPN-Chat Facebook, Hangouts
Email Email,Gmain VPN-Email (SMPT,POP3,IMAP)
File Ftps,Sftp,Skype VPN-File Ftps,Sftp,Skype
Streaming Vimeo, Netfix VPN-Streaming Spotify, YouTube
Voip Facebook, Hangouts VPN-VoIP Skype, Voipbuster
p2p uTorrent, Bittorrent VPN-P2P uTorrent, Bittorrent
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Table 2 Proportion of data length intervals

BAEK /B 0~200 201~1 200 1 201~1 500 1500 DL |
KB/ k 13 378 420 6 497 358
dite/ % 64. 8 2.0 30.9 2.3
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Table 3 Comparison results of Transformer model with different number of heads

i} Accuracy Precison Recall F,-Score
Initial-model 0.912 4 0.905 1 0.892 1 0.894 7
2-Transformer 0.937 5 0.917 0 0.903 4 0.908 5
4-Transformer 0.964 0 0.943 2 0.952 1 0.946 6
6-Transformer 0.964 7 0.945 6 0.958 0 0.948 0

MR 3 Al UL, RIS Transformer 2 5 #% 1 73 2868 18U 2 PE Al H8 AR 2 0 AR, fE A 23k 1 AL
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Table 4 Comparison of classification results of different structural CNN

(el Accuracy Precison Recall F,-Score
Initial-model 0.948 5 0.928 0 0.907 5 0.915 5
1-CNN 0.9550 0.934 3 0.937 8 0.936 6
2-CNN 0.968 0 0.938 9 0.932 1 0.941 3
3-CNN 0.973 3 0.950 4 0.944 5 0.953 5

H 2 4 AT UL, Initial-model (45 T MEBEFE R AR LU FLA 3 FAL R BA AN 2, b 3-CNN A 1 e 42
W .. Accuracy,Precision, Recall I F,-Score PU/M4:REFE B 5 R U0 Inception FER A CNN #H b 43
B T 2.48,2.24,3.70,3. 80 A 4. ATUL, X CNN 4545 il Inception #6 B A ik 51 5 & (4 43 2%
KoL
3.4.2 5 R A EHEAII
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2 RN L S B 25 2R 3 T3k 5.
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Table 5 Comparison of accuracy of different models on ISCX dataset

e Accuracy/ % e Accuracy/ %
1D-CNN 95.5 GAN-+CNN 96. 3
2D-CNN 92.3 CNN-Transformer 98.5

P 5 Al UL, AR X AR 45 2 /0 5 i AT R B 28T 45 . AR SCBE R AH B 1D-CNN, 2D-CNN Al
GAN-+CNN =B, SRR RS BT T 3. 0.6, 2.2, 2 A4S, B A SCis B A F Hifih 3 4
LA AR Y o3 2 HE R R
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