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Abstract: Aiming at the problem that deepfake detection algorithms had low detection effect on neural
texture (NT) forgery methods in FaceForensics + + (FF + + ) dataset, we proposed a reverse
knowledge distillation network (RKD-Net) by improving fine-grained feature extraction of face
images. Firstly, the RKD-Net used reverse knowledge distillation (RKD) as the main framework,
preserving the rich fine-grained information of the input face images. Secondly, spatial and channel
reconstruction convolution (SCConv) was inserted between the encoder and the decoder to enhance the
representation of fine-grained information from both spatial and channel dimensions. Finally, a
residual coordinate attention (RCA) classifier was used to enhance the real and detailed features

output by the reverse knowledge distillation network, and classify the face images input to the
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network according to these different features. The experimental results show that RKD-Net achieves
the best detection effect of NT forgery methods while guaranteeing the detection effect of other
forgery methods.

Keywords: deepfake detection; reverse knowledge distillation; spatial and channel reconstruction

convolution; coordinate attention

TR PR s 00 Dh v ok 52 32 02 A AR B A R0 R AR AR A R A R ST
ARSCHFFERT G0 N, BE B Wk B, i iy NEMGER S 2, ik, Xk 280 i KGR AT
Rl A 64T, HAT, JE TR 2% 2 (TR B O 5 R J7 1k RT3 oy =28, AT | XT LA o NI RS A
2. BT EEROR 0 TR R O R R, LA O SR R A B T 8% 2 20 DE R N %) T A 45 R RURRAE
SRIG AT E . OC-FakeDect £ 5| A H A ME A, A AL 40 @ g i 45 2E 17 15 5 A & 4t 425,
LT X8 b2 2T B TR B O 3 A TN B8k B AN S A 2 o 8 OO (] 28 B0 S B AR ARL X A [] 286 B s 1 4%
5. FDFL A5 ALt P o ebu o 50 20 R A8 SURR 8 2 6 A W B, o L SRR VR S IE A, O 3 R AR AR Oy B0
FEA, B XPUINLR, hm EAEA, L AR A. JE T3 8 2% o i TR B2 O 3 Ao 0 530 30 A1) P o 1] 2 A A4
(A JRAE RS HEAT O A DU, Multi B 00k B 5 26 43 AT 55 th i A3 R ATAE RS, BRI T — Ak
1 22 7 0 T 48 B84, DA Z2 A4S A 1 7 0 X384 48 )R 38 40 B 4 . Dual Descriptor £ 3R H 45 &
B RN TC W B U i s 5 AT RN AR AR AR S [ P AR IR E AR R TSSO AR R ELAR B
Hes WA, HEGIA T — AW A, PR T AR 9 KR S ] AR T T A 2R A vERR M.
e, FDFL A5 AL o ity 50 42 S0 Jy vk i 2 ) IO 484 18, AT 030 AR i 0 R A ) 16 5 A5 R o O i NI 1) A
DURE 7o X AT ful AR 7R B OC 3 B AR B A 38 43 A 25 S, T AN Jmy 0 0 A 9 R AIE. Ml #5580 o (1 22 b
B Z RN BES B A TP, 52 ma e 20 4115 R AE 9 32 ORI, Dual Descriptor A5 Y i () 47 3 8 4 4
PAE— s B b ) 23 [A) Sl 40 15 4R AR 10 3 A 4, o 12 5 4 4 £ 30 R v i Jw) 75 40 15 R AE

PRI, b AR T 1 % TS PR B 240 75 R AR DG BE AT e 5. 6 bt [m] AT, AR SOt H — o i) R TR 25
1) NG B 8 5 1k (reverse knowledge distillation face reconstruction net, RKD-Net) B i7F o 4% 45 #4).
PR 0 1) JAR AR IR 4, PR T B 4% EL R R R AR R AE B A A 0 2% BE T A K
IEH B AE TERRE 2R, FE RN b, 1205 SUTE 200 g 5 288 R 2 A= i A 4 =2 18] 51 T 2 [) R 3 1A
FEEB, AR T 46 U2 0 45 15 25 (8] 28 5 18 38 2k 5 P05 10 B TR FRIE . B0 T 40k BE A5 B
FoR. HJa, AR 25 AR T R ) B AS AN R] A3 )45 0 s O R EE S0 3 A T AE A0 YRR Y OR TE
T+ NT(Neural Texture) £ 18 ¥ 10 4 fig.

1 A#AEE

WL 1 FfrzR s 30 1) PR 78 08 000 4 A 5 A Fi | s ) 3 T il A AR DL R R ik 2% A AR i T
PR o326 3 AR, A i A5 e AR T 306 1] SR 30 268 0 AE S O B 2800 s Tt b 100 A0 39 RRAE. 2 [ R 3 T A8
P /b S5 NI A5 BITA , 89 A SCRRE. AR AR 2 7 WA — 2 45 FRAE J7 [n] L7 & 4 B 1 3
SRR, B ZCLh A AL bR TR B B SRRRAE RN RS 25 SRR . 36 AR AR AT R 1 A 25
1.1 #FEEiR IR EDR

T[] 60 TR 2 AR A R TR 7 B 4E TmageNet™ B gbA7 Wil Sk, Ml e 2f A O R H, 85
FEOE B WS B — e, 76 MRS U VR ZE 1 200 S B 25 09 BT A S 4. 52 A= i i 45 19 4549 58 4 5 B0 G
Bish g XL, FH DT HC 220 Ui 24 5 5 04 v BRI 6 7R . RIKD-Net [ 265 (1% 20 0 4 5 %% 5% F ResNet™ ) W 254
BTG, A A PR R 25 5 1 R AR B AR R R, ResNet 4% v fif i3 43 1 5 B R/l 1,
KR 2. FAEMBEI G REKANR 2, BKK 2. HnARZERARE T 2485 % B M (hw) FR
AR PREL Ly 5008 H

H w
- (fZ(h,w))T o ﬁi)(h,'lb) 1 k k .
Mk .« W J— , M h’ Y ’




%56 1 XU SCHE S . KR T30 1 PR A N T T 0 R B O 3 A I Bk 1639

Horpy B 3R %k A ISEL s D' RN & DRREIH ;£ f5 53025 ke A i T 25 R AR T 48 0 R Y
FRAEm &, fl, fH € RGNy o Hy oW 20 BN 5 R JZ 0O 1) 5 Al E 4, m M SE R s M
AP 2R 8 5 o BE 5 K 3R 2 PRl AR AR J2 4.

3 ) AR T FHIERS SR AP
L

iAX i x'

encoder — decoder
blockl | F L1 F blockl
' L
1 e, ) °*
encoder %2 .| decoder o FITETT Ml ERZEARKR i
block2 [ F_ M Fos block2 \ SRS EEN
| P
Fie
encoder FA/fL}—> decoder
block3 [ F —~ L—1F | block3

Fos Foccom
2 I A A £ R mAMRBR D e

B 1 FEmiREE MR EAEY
Fig. 1 Overall structure of reverse knowledge distillation network
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Fig. 2 Structure of spatial reconstruction unit
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HEZ Jy PyTorch, BEHIYIZ7E NVIDIA GeForce RTX 3090 GPU 47, fhAL 2§~ Adam, % HK N
0.000 2, FLEFIHHA 0. 000 01. {57 7 24 50 U R Mg ) 2 o] 8, 2 ] e 8 2D K ly 22 500, 2% 2
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2.1 BALE

ERARAE FE++ BTN 528, JRR LSS 5] T3 1. SC8 R AR B R 46 A (FF+ +-¢23)
FVEE R4 AR (FF+ 4 c40) P EIR 4L 0T b 8. 38 ik 5 B0 R B PR 2 A5 78 1 47 % be o] B4 A TR) e
AR R R DUORG BE S e, SO RO TE PR 4R AR . ACC Rl AUC. 33X 645 b5 B8 4 1 17 ¥ o 4b Jig
TN AR ORI 75 9 A6 AN [ e 400 WA | 9 1 g
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Table 1 Experimental test results of intra-domain %
S, - FF+ +c23 : - FF+ +c40 :
ACC AUC ACC AUC
Steg. Features 70.97 — 55.98 —
Xception 95.49 97. 80 84.67 87.21
Constrained Conv 82.97 — 58.69 —
LD-CNN 78. 45 — 58. 69 —
MesoNet 83.10 — 70. 47 —
Multi-task 87.63 88.72 75.37 76.74
EfficientNetB4 96. 25 98. 94 86.13 88. 14
Face X-ray — 87.40 — 61. 60
Two-Branch 96. 43 98.70 86. 34 86.59
Add-Net 96. 78 97.74 87.50 91.01
GFFD 96. 87 98. 95 86. 89 88. 27
RFM 95.69 98.79 87.06 89. 83
FST-Matching+ ResNet-18 94.52 98. 34 88.92 92.02
FST-Matching+ Efficient-b4 96.19 98. 81 88.69 91.27
ALFE(Xception) 96.51 99.10 87. 80 92. 60
RKD-Net 97.10 99. 22 90. 14 95.09

HE— 2D XA SO AR FE+ + By 4 FAS R Pl o 75 ik R A7 03K, Ay O 4 1 by 3 ik A SO Y
A s, EREBUE4E FE+ 423 Ml FF+ +cd0. % 2 5 T 784 FF+ +c23 M FF+ +c40
A Tl Bl 7 B MR 2 SR B R 2 AT L. OC-FakeDect 77 8 XG5 5 19 A BR 00 3& IC . B 0798 A M
fi# BT NT fhili #51E s Dual Descriptor J7 k&5 & 8 fl 2 2] 543 2825 o, 40 T FUBAEA Z 1] 1 @3 3015 2
285, AT DF Ohits 5 s A SO 15 B A0 48 TR0 AL i 8 1 d ORI T R AL L 18148
NT HEAE A4 B2 ORI G 68 7 AR AR SCT7 1 76 P R OAS () 1 406 8 3 5000 4 1 4 i O 38 D7 325 b 1 57 2 G 0 45
AL F B s PERE , FRAEET X NT D 07 vk ARG b A 3.
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K2 EHIEE FF+ 423 1 FF++c40 E 4 Ty EFEHNR G R

Table 2 Test results of four forgery methods on FF+ +¢23 and FF+ + c40 datasets %
. FF+ +c23 FF++c40
& DF F2F FS NT F DF F2F FS NT 5
Steg. Features 77.12 74.68 79.51 76.94 77.06 65.58 57.55 60.58 60.69 61.10
NCL 90.18  94.93 93.14 86.04  91.07 80.95 77.30 76.83 72.38 76.87
Local Descriptors 81.78 85.32 85.69 80. 60 83.35 68. 26 59. 38 62.08 62.42 63.04
E-CNN 82.16  93.48 92.51 75.18 85.83 73.25 62.33 67.08  62.59  66.31
Meso-4 89.77 84.25 95.50 78.70  87.06 77.68 83.65 79.92 77.74 79.75
Mesoln-4 93.74 91.48 94. 34 75.06 88. 66 74. 20 78.75 79.72 67.94 75.15
Simple Features — — — — — 71.69 65. 66 65.43 59. 34 65.53
Xception 95.15 97.07 95.96 87.99 94. 04 83.70 87.21 83.17 87.90 85.50
OC-FakeDect — — — — — 88.40 71.20 86.10 97.50  85.80
SST 98. 50 91.90 98. 30 96. 40 96. 30 — — — — —
ALFE+ Xception — — — — — 84.69  81.84 83.65 76.97 81.79
FTDN 98.05  96.32 — — — 83.55  83.19 — — —
Dual Descriptor — — — — — 97.98 88.70 93.40 84. 20 89. 30
RKD-Net 99.18  98.93 98.76  96.71  98.40 94.33 90.26 94.17  87.92  91.30

2.2 HAMELE
W 3 iR, RCEBIEE FE++c23 L%k, 8R4 COF Lk, 56 e A 51 78 5k 41
(AT P fi . DT AT DA 4 b PP AG AR AL 0z Ak e 7. KRS IR 5 A A I O 1 A D Oy i 2R AT L
B BERRW A7 AR A R SOR S G, UER 1A SO B R AT AR RE.
£33 HBIZBRARER

Table 3 Experimental test results of external domain %
WRZS ACC WRZS ACC
Xception-raw 48. 20 F? Net 65.17
Xception-c23 65. 30 Multi 67. 44
Xception-c40 65. 50 DualNetwork 72. 30
Two-stream 53. 80 M2TR 65.70
Meso-4 54. 80 LTW 64.10
Mesoln-4 53. 60 DMGT 72. 30
EfcicntNet-B4 64.29 Patch-DFD(Inception-V3) 72.92
Capsule 57.50 MC-LCR 71.61
DSP-FWA 64. 60 FS 58.10
SMIL 56. 30 RKD-Net 72.98

2.3 XtEEXE
ASCAE IR Ry Unet ™, HXPRAMRESEREAT TIHRISE g, SCOe 7 808 48 FF+ +c23 I
Ik, 7E8didE CDF L, Xf b Se g 45 2R 51 73 4.
x4 WHIXBER

Table 4 Comparison of experimental results %
FF++¢23 CDF
F5 #Y
ACC AUC AUC
Lk 93.95 97. 26 64.03
FE 2R + 39 [) TR ZE IR 95. 36 97.81 72.38
F 2R - 300 Ji) S0 PR ZR AR - 2 18] R G T AR 96. 98 98. 83 74. 89
T[] R TR 28 1R ) 4% 97. 10 99. 22 75. 66

2.4 HHRUAER
K4 g 4 Fp DR 3E T G BE 5 FFA+ +c23 Rk B al AL sege 4 2R . i 181 4l WL, AR SCO7 ik %
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Fig. 4 Visualization experiment results of feature maps by four forgery methods on FF+ +¢23 dataset
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