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Intelligent Detection Method for Network Intrusion Nodes
Based on Niche Genetic Algorithm
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(College of Science s Xi’an Shiyou University, Xi’an 710065, China)

Abstract: In order to reduce the risk of network intrusion, the author proposed an intelligent detection
method for network intrusion nodes based on niche genetic algorithm. Firstly, aggregation processing
was implemented for the attack behavior of network intrusion, a two-person attack and defense game
model was used to analyze the attack and defense status of the network. By comparing the utility
strength of attack and defense, a comprehensive analysis of the network’s security was carried out.
Based on the analysis results, the localization of the attack source was achieved through convolutional
neural networks. Secondly, based on rough set theory, the fitness function for network intrusion node
detection was determined by using niche genetic algorithm. According to the intelligent detection rules
of network intrusion nodes, an intelligent detection model for network intrusion nodes was established
to obtain the final detection results. Experimental results show that this method can effectively
improve the accuracy of locating intrusion attack sources and detecting intrusion nodes. The macro F,
score of the detection results of this method is greater than 0. 96, indicating that this method can

effectively achieve the design expectations.
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Fig.3 Network intrusion node detection results of different methods

2 R REAG DN D vk, SEER A R B, 1%07 VR WA R ELRS s AL W 28 AR G IR [N AR AT A SR T
% Fy 38 AR v R A AR R I A SR, A R TR I 4 Y IE s AT

(1]

[2]

£3]

[4]

[5]

L6]

L7]

[8]

L9]

[10]

2 % X #t

R, AN, REE S OET B IE N —4E CNN AR 48 AR g7 (1], R RE% M (LMD, 2022,
55(11): 1176-1185. (LI J, HUANG J, ZHU G W, et al. Network Intrusion Detection Method Based on
Adaptive One-Dimensional CNN [J]. Engineering Journal of Wuhan University, 2022, 55(11);: 1176-1185.)
AR, 2. BT R EM e Lol 5B M ARG 78 [J] B F %4, 2022, 50(6): 1457-1465.
(HU X D, LI Z H. Intrusion Detection Method Based on Capsule Network for Industrial Internet [J]. Acta
Electronica Sinica, 2022, 50(6): 1457-1465.)

S, Bfl. RALK. 2T CNN-BILSTM M 2% 9 A G4 J5 & [T]. w5 oL T8 5 B AT, 2022, 58(10):
116-124. (MA M Y, CHEN W, WU L F. CNN-BiLSTM Network Based Intrusion Detection Method []].
Computer Engineering and Applications, 2022, 58(10): 116-124.)

2, Bk K, WS M. S AR TR S M RSOk [T AL R, 2022, 39(9):
476-482. (LISS, LIZY, LAl X M, et al. Incremental Intrusion Detection Method Based on Probabilistic Neural
Networks [J]. Computer Simulation, 2022, 39(9): 476-482.)

gk, b, BHAIT, 4%, BB WaveNet Fl BIGRU MM % AR 7k [J]. RETRES®HE FHE AR, 2022,
44(8): 2652-2660. (MA Z X, LI1J, LU Y L, et al. Network Intrusion Detection Method Based on WaveNet and
BiGRU [J]. Systems Engineering and Electronics, 2022, 44(8): 2652-2660. )

MRkt g, EZAE, %, BT PSOGWO-SVM [ M & AR Jr ik [T]. ZE LR RFE%MAREFEHO .,
2022, 23(2): 97-105. (CHEN C, LIU S, WANG Y F, et al. A Network Intrusion Detection Method Based on
PSOGWO-SVM [J]. Journal of Air Force Engineering University (Natural Science Edition), 2022, 23(2): 97-105.)
X, AN, ARIA . S, BT IR M 2R ) 4% AR = T B M g AR AR [T, SRS HL AR, 2023, 49(1).
15-21. (LIU J S, ZHAN D Y, DENG ], et al. Network Intrusion Detection Based on Deep Neural Network and
Federated Learning [J]. Computer Engineering, 2023, 49(1): 15-21.)

WANG W, JIAN S L, TAN Y S, et al. Robust Unsupervised Network Intrusion Detection with Self-supervised
Masked Context Reconstruction [J]. Computers & Security, 2023, 128: 103131-1-103131-11.

B, BB, BB, . ETREAFEENZNENESAAMARKEN 7% [J] 8 FHARMH, 2022,
48(7) . 67-73. (HUANG X Z, ZHAI Z, ZHOU L, et al. Intrusion Detection Method for VANET Based on Light
Dense Neural Network [J]. Application of Electronic Technique, 2022, 48(7): 67-73.)

sk, SRR, BOER. 4. JET CNN 5 BIGRU @& i 2 M 25 1 AR AN AL RS [J]. RSN K224 (3RO
2022, 43(3): 37-43. (ZHANG A L, ZHANG Q K, HUANG D Y. et al. Intrusion Detection Model Based on
CNN and BiGRU Fused Neural Network [J]. Journal of Zhengzhou University (Engineering Science), 2022,
43(3): 37-43.)

(FTHESHE. % 5





