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Abstract: In order to reduce the resource consumption in distributed denial of service (DDos) attack
detection in software defined networks and improve the detection accuracy, we proposed a two-level
joint detection model based on ¢-entropy and IDBO-RF. Firstly, abnormal traffic was filtered to
complete the first level trigger detection by calculating the g-entropy of the destination IP address.
Secondly, the hyperparameters of the random forest were optimized by using the improved dung
beetle optimization algorithm to construct the IDBO-RF model. Abnormal traffic was mapped
through the optimal feature subset to the IDBO-RF model for secondary confirmation detection of
DDoS attacks. Through public datasets and simulation experiments, the proposed model effectively

shortens the detection time, reduces controller resource consumption of the software defined
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networks, and achieves an accuracy of over 99% in both binary and multi-classification detection of
DDoS attacks, the average detection time is only 1. 21 s, and the CPU occupancy rate for controller is
only 33.45% , demonstrating good generalization performance.

Keywords: software defined network; distributed denial of service attack; ¢-entropy; random forest;

dung beetle optimization algorithm
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Table 1 Performance comparison of different detection models

B R/ 0 WL/ 7% HIER/ Y Fi/% YIZRE] /s
DT 99.97 99. 94 99. 89 99.91 0.20
RF 99. 98 99. 28 99.93 99. 60 6.13

PSO-RF 99.99 100 99.99 99.99 3.40
IDBO-RF 99. 99 100 99. 99 99. 99 1.05
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. EH 7 7z it DDoS M i i it/ 4% # % DDoS M i i it / %%

ks ICMP flood UDP flood TCP-SYN flood Slowloris Slowpost Slowread
Yt 25 348 30 064 29 107 33 332 33 262 34 324 37 803
M4 10 863 12 884 12 475 14 286 14 256 14 710 16 201
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Table 3 Experimental results of multiclassification

Y R/ % KWL/ % HIR/ % Fi/% YIZRIFIE] /s

DT 89. 38 89. 38 89. 38 89. 39 37.03

RF 92. 85 93.29 92.97 92.97 36.05
PSO-RF 96. 96 95. 88 96. 29 96. 00 22.18
IDBO-RF 99. 16 99. 14 99. 14 99. 14 25.97
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Table 4 Experimental results of online detection of different detection models

LAY VERIEIR o I st 1) /s CPU S/ %
o +IDBO-RF 25. 97 1.21 33.45
o Wi +PSO-RF 22.18 1.84 42. 28
oW+ RF 36.05 2.45 62.73
e W+DT 37.03 2.23 60. 56
RF 36. 05 5.65 70.12
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