Bodk H1M TR XK FFR (T F R) Vol. 54 No. 11
2024 4F 11 H Journal of Jilin University (Engineering and Technology Edition) Nov. 2024

DoS Ty T W Ik 7 BA 22 4= P[] H 3
RIIBSIIE &y

K52, 84 %, TIEMY%, 55

(T k% 8T8 %K, M 310023)

15 E-'%Jrﬁ@é’vﬁiW]Eﬁ‘éiM‘?‘“@JﬁuLF’“%EQ@EE’L%(DOS)IJ(%Q’J‘F% RE—MHWLANRE
BN TR ATE R, B A, E 6B FRAE R T w3 A T B UL & M DoS & X A
BHBENEH BRITHRENEZARAEEEUR TR T NBEERN LA N, LK, XA
R AR LR B o oA RAE A TN R4 (MPC)AEZ 2 M B A4 RN AT %A
Bl BN TN AT R, A b RA & Tiﬁ‘ﬁﬁﬁ”-ffﬁﬁ/%,/u ijtﬂt/\é’ﬁ?ifrﬂﬁﬂz\
EDoSHFETHIRIIRERMERERN T, LA G, K AXHATAGZFHERIEAX
R

KBER:EHHFEE IR MR EERLK A EATNEH ;L2 EHELR SR F

FE 4RSS . TP273 XEkARERD: A NERS:1671-5497(2024)11-3406-11

DOI:10. 13229/j. cnki. jdxbgxb. 20230063

Security-oriented cooperative adaptive predictive cruise control
for connected and automated vehicular platoons
under DoS attacks
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Abstract: A new security—oriented cooperative adaptive predictive cruise control (CAPCC) algorithm is
presented for connected and automated vehicle (CAV) platoons subject to constraints and Denial of Service
(DoS) attacks of predecessors’ acceleration. Firstly, using the kinematic characteristics, the acceleration
estimator 1s designed to alleviate the effect of DoS attacks on cruise controllers. Then the synthetical
trajectory signals are designed to flexibly represent various traffic situations of CAV platoons. Secondly, by
adopting the receding horizon optimization principle, the secure CAPCC scheme of the vehicle platoon with
satisfactions of the safety constraints is formulated in the framework of distributed model predictive control.
Moreover, some sufficient conditions in the form of linear matrix inequalities are obtained to ensure
stability and string stability of the platoon in the presence of safety constraints and the acceleration DoS
attacks. Finally, some simulation experiments in representative traffic scenarios verify the effectiveness of

the presented algorithm.
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Fig. 1 A schematic of a vehicle CACC platoon
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