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feature selection by PSO-GA
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Abstract: In response to the security issues in industrial networks, a new intrusion detection method is
proposed. The specific innovations of the method are divided into two aspects. First, in the process of
processing, in order to solve the problem of high dimensionality of the original data, a particle swarm
optimize genetic algorithm (PSO-GA) hybrid algorithm with dynamically adjusted parameters was
proposed for feature extraction. It successfully screened out a subset of features that are meaningful to
model training and accelerated training speed. Secondly, when building a machine learning model,
theStacking integrated learning framework is used to generalize the output results of multiple models to
improve the overall prediction accuracy. The experimental results on both two datasets show that the

detection precision on the publicly available intrusion detection dataset CICDS-2017 has reached 95% , and
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it also has a 93% precision on a real industrial dataset developed by Lan Turnipseed from the gas pipeline

control system.
Key words: computer application; industrial control system; intrusion detection; ensemble learning;
feature selection
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PR, A SCHB B 7 0592 00l B 05 v e 4 1 KB
8o B AR R 3C [V VY HE N 2 RS B ST AT BA
MR SR SE I BRAS Y 2 i RO B AR R
SR TE RO H SR A I E AR Y LA IR
B A b ) 2 et ot o BB Ak 2
Firs o
x2 RASEEHEEHR
Table 2 Description of gas pipeline dataset

b2 455 (5 )
Normal Normal(0)
Naive Malicious Response Injection NMRI(1)
Complex Malicious Response Injection CMRI(2)
Malicious State Command Injection MSCI(3)
Malicious Parameter Command Injection MPCI(4)
Malicious Function Code Injection MFCI(5)
Denial of Service DOS(6)
Reconnaissance Recon(7)
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Table 3 Confusion matrix for multi classification tasks
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Table 4 Comparison before and after ensemble

and feature selection
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Table 5 Comparison with other method
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Fig. 7 Confusion matrix of classification
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Table 6 Precision, recall, F,—score of every
kind of data

2 0 4 I F o %
0 0.98 0.99 0.98
1 0.72 0.83 0.77
2 0.85 0.77 0.81
3 0.96 0.96 0.96
4 0.97 0.94 0.96
5 0.99 1.00 1.00
6 0.96 0.95 0.95
7 0.99 0.98 0.98

x7T BMABEELINTEHER
Table 7 Average results of the whole dataset

W i PENTI S F 8
- 0.93 0.93 0.93
JInALF- 3 0.97 0.97 0.97
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