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Abstract: Firstly, a key negotiation based authentication and security trust scheme is proposed for security
and privacy issues in vehicular ad—hoc network (VANET). Secondly, an elliptic curve cryptosystem based
signature generation is used, and a low—consumption key distribution scheme is proposed, where the
communicating parties exchange parameters to mutually authenticate and securely generate session keys.
Finally, the communicating entities are authenticated by three-way two-way authentication. After security
and performance analysis, it shows that the scheme can improve the efficiency of identity authentication and
reduce the system overhead, which has good theoretical and application value, and the system is deployed
in conjunction with the Network Security Level Protection level 3 requirements standard, which can solve

the identity privacy protection and security trust problems in the in—vehicle self-organizing network.
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Fig. 3 Computational overhead required for each scenario with different numbers of vehicles
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Fig. 5 Comparison of communication costs among four schemes
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