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Abstract:

Improved DNA Encoding

DUAN Weipeng, HU Hongping’
(School of Mathematics, North University of China, Taiyuan 030051, China)

A method for encrypting color images based on a two-dimensional sine function hyperchaotic map

(2D-SFHM) chaotic system and improved DNA encoding is proposed to address the issues of small key space

and low-security performance in one-dimensional chaotic systems, as well as the high initial parameter

requirements and low efficiency in hyperchaotic system. Initially, chaotic sequences are generated using a 2D-

SFHM chaotic system and Logistic system. The color image is then divided into RGB channels, and each

channel is

block-wise encoded, decoded, diffused, and scrambled based on the chaotic sequences and dynamic

DNA encoding. Additionally, a gene mutation mechanism is introduced to enrich the DNA encoding rules.

Finally, the encrypted color image is obtained by combining the three channels. Experimental results show
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that the proposed method achieves uniform and smooth statistical characteristics of the ciphertext image his-

togram, good correlation analysis performance, and effectively secures the encrypted image, demonstrating

excellent encryption performance and security.

Key words: color image encryption; hyperchaotic system; DNA encoding; pixel scrambling; diffusion
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Fig.9 R, G, B three-channel encryption before and after vertical adjacent location data value correlation
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Fig. 10  Correlation of data values between diagonal adjacent locations before and after three-channel encryption
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Tab.3 Compared the results of Information entropy

IE(S,)=— EPr(] log, Pr(J), — (13)

17 2
IS AL SCHKLS] ik[22] CHR[23] HEk[24]

RiHiH 7.268 2 7.999 4 7.999 3 7.999 3 7.999 3 7.989 5

Gl 7.590 1 7.999 5 7.999 3 7.999 3 7.999 3 7.989 4

Bl 6.995 1 7.999 4 7.999 4 7.999 3 7.999 3 7.989 4
3.1.4 HEZsE OB,

AR SCHT A BB 2 D A B 4 ORI R s ] Lo
Ly, Loy 13y 14 2) PRI S B0 U a, b; 3) SHA-256 pR Tab. 4 Key space comparison of different algorithms
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Fig. 11 Decrypted image after initial value change
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Tab.5 The mean experimental results of plaintext image anti-

differential attack

2% AW SoER(S] SCERISL] RS2
NPCR/ % 99.612 99.603 89.415 99.606
UACI/% 33.546 33.552 33.398 33.446
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Fig. 12 Decryption result after adding salt and pepper noise
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HRAFTR) . DNA SRS (AT 5 Fi7R) . DNA 25
(WERR6 ) | FER SR (W ER 7 7R . DNA fift
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I, s AR AL IRIRIE R G0 L 396 DNA it |
i DNAJBH. | FER S8R5 | 39 DNA fig#ft . Arnold
AR AR SCEE XS 512 X512 %4 Lena &
GIEATHERAE , TR o P 5 i 2% 3k R %) ) i) i
AT T, Hodr, g A2k 3. 863 s, i
N2 7. 098 5o MEMER/NN512X512 7%
b %) 256 <256 B, i % B [A] ) 3. 863 s 748 1k F
1.096 s, fipmta] 7. 098 s 284k 5] 4. 237 s, 84T
i ] 5 LA A ) L3S R 6. iR T LI
W, ARSCR S TR TR, AT DA R RN
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Tab.6 Comparison on running time.

AT /s
AR SCHR34]  SCBRE3s] SCERE36)
Lena 1.096 1.26 1.25 >10

EES
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Fig. 13 MSE and PSNR curves after adding salt and pepper noise to the R, G, and B channels
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