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Abstract: Federated learning (FL), as a secure distributed learning framework, has attracted widespread
interest in the field of the Internet of Things (IoT) because it can effectively protect the data privacy of
participants. However, the traditional FL architecture is, to some extent, centralized and requires a cen-
tral server to be responsible for model updates and aggregation. This centralized structure is susceptible to
single-point attacks, which may cause the entire FL. system to crash, and is also vulnerable to attacks
from free riders, thereby affecting fairness and safety. To address these challenges, a completely distrib-
uted structure that is different from traditional centralized management structures is proposed. The local
model from clients is decentralized and managed through a consortium blockchain with undeniable and
tamper-resistant features. In addition, the reputation evaluation for clients is introduced in the block-chain
to prevent attacks from hitchhikers, and honest participants with different rewards are rewarded based on

different reputation values. The experiment results show that this method can achieve high fairness and
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identify and exclude free riders effectively.

Key words: federated learning; hitchhiking attacks; blockchain; reputation assessment
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