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Identification and statistical analysis methods of personal information

disclosure in open government data

CHEN Haisu, LIAO Jiachun”, YAO Sicheng
(Research Center of Big Data Technology, Nanhu Laboratory, Jiaxing 314002, Zhejiang, China)

Abstract ;. To promote the protection of personal information during data opening, an in-depth analysis of the current status of disclo-
sure of personal information in the open government data is conducted. Firstly, the paper obtains the datasets from relevant platforms
and pre-process to classify the datasets that containing personal information based on features such as field and table names, etc.
Then, methods of sensitive information identification are applied to identify and extract various types of personal information in the
data, and map the information back to individuals to summarise the total number of individuals and detect their associated data.
Through data visualizations, the current status of personal information disclosure could be examined. Although some open govern-
ment data platforms may have implemented certain measures such as data categorization and de-identification, the published open
datasets still contain a large amount of personal information, which is required to be improved in terms of data categorization and
classification, sensitive information identification and data desensitization in a normative and accurate manner.

Key words: big data privacy; personal information; open government data; information identification; statistical analysis
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Fig.2 Plot of data size and number of fields in the datasets from test platform
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Table 1 Samples for the dataset of Marital Conflict ( 137 records in total )
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Table 2 Samples for the dataset of the Elders Information (4 619 records in total )
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Table 3 Listing of baseline algorithms for identification

FIARIEAH S

P

B ik

NYESus=w
[ 1-97\d{5} (181191 ([23]\d))\d{2} ((O[1-9]) 1(10111112)) (([0-2][1-9]) |
10120130131)\d{3}[0-9Xx] $ ’

NAESIW

FHL5 PAC(N+2 [0-9]11,41) 1 (\(\+861)))7 (13[0-9]114[57]115[ 0123567891 |
17[ 036781 118[0-9])\d|8} $°
G—miBRER
AR ERFAR
p [ P BT 2 0 BN fo S B 5 T A R T SR I A o) 5 ) | B 40 ]
R [A-HI-NP-Z] (9. ((\d {5} [A-HIK]) | ([ A-HJK] [ A-HI-NP-Z0-97[0-9] {41)) |
[ A-HJ-NP-Z0-97 {4} [ A-HJ-NP-Z0-9 H:22 ) ]) $ °
o IENIFRGARL.
BITT5 ' (7 <! [0-9a-zA-Z\-])[1-9](7:\d{11,18} ) (?! [0-9a-zA-Z\-])’
JCEAEYS 4 LAC T Hfr 4 L 3]

ARSCAE TN A i B RSk RO ER 4 ik ik
1) Gi— G A B R TR B — 5 b AR X Bt , 275 2B 28 SLBHE vh AR 45 48 A SR P 80
SVBPR O0 , 78 LAY UE B A 14 BE Al 2 S5 TIOR8 1 U0 2 3k 3, I IR st et ] ) LA B 4y

IE SRAT RS AT B IR S

2) WA (R . ] HanLP X403 BOtEA T 42 SR U0 SR BOH i k42 17

x4 ARICPRIAED S

Table 4 Listing of developed algorithms for identification
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Table 5 Identification results for the dataset of Marital Conflict
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Table 6 Identification results for the dataset of the Elders Information
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Table 7 The summarized number of related people with the direct disclosure of personal information in
each single dataset from test platform
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Fig.3 The summarized number of related people with re-identification by data linking from test platform
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