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Encrypted traffic detection based on path signature features representation
learning
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Abstract: Aiming at the problems of insufficient extraction of interactive behavioral features between encrypted flows, a PSFREL
(Path Signature Feature Representation Learning ) based encrypted flow detection method is proposed. Signature feature
representation learning ( PSFREL ), which uses path signatures to characterize the hidden, unaffected by encryption interactions
between traffic flows, uses an autoencoder to extract local features at the field level, and uses the residual network Cam-resnet,
which combines the attention mechanism of the channel, to extract the global features of the traffic flow, forming a multi-granularity
flow features for encrypted traffic detection. Comprehensive benchmarking across four encrypted network flow datasets (e.g., ISCX
VPN-nonVPN) showcases the PSFREL framework’s capability to attain a 94.91% mean F1-Score.
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Fig.1 Geometric significance of two-dimensional path signatures
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Fig.3 Extract the interaction information between traffic based on path signatures
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ARSCIERCYE T2 B 4 S TR SR R AT SR BRI, (1) ISCX VPN-nonVPN A7 14 #2511 it
i, o AR B R R AR 5 (19140 Skype |\ BitTorrent) i 3k, @46 7 283850k 55 i &2 (3E VPN) F1 7 28 VPN
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Table 1 Dataset properties
PAETES PlIERTIRNE LAY FEAR FH%L
ISCX VPN-nonVPN HTTPS, VPN(OpenVPN/IPSec) VPN 54 VPN iR & Vi i 2.4x10° 14
CIC-IDS2018 HTTPS, SSH, TOR W3 i (DDoS 4§) 12.0x10° 15
10T-23 MQTT-TLS, CoAP-DTLS BRI 5E A I 3.5x10° 10
USTC-TFC2016 HTTPS, QUIC Jof L (LA IM) 5.0x10° 12

PSFREL HEZRH A 3 s FiAb BHAD B . it i 0 i) i R E Ve AN R/ MG B, 3l 58150 #r, 0,784 ]
Bytes Ju I N A3 K/ G I A9 84% , T RA 3% 3G RK/NFE[ 784 ,1 024 1 5 L I, iniEl 5 Frzs
AL, JEUR I i 48— A A AT 784 Byte , # peap & UM & S FL AL A 28%28 R R K E K A
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BT BAF PSFREL A3 55 M FIPERE , A< SCFE“ISCX VPN-non VPN %5 4 AN K0 A2 6 [RS8 f fin 28 3
P RAESF AT T 30 5EHe , PSFREL ¥JHUTT 1 e S Be 45 2R, LUF 24 ISCX VPN-nonVPN K ffaf i S50 25
Rk 2 R,

(1) FRZE WA TCLE A E B R eygm, WFR2 vLVEH, 4546 TEEEZE L5
Cam-resnet A XL G058 25 W 48 KUt AU (1) 4% 5 b2 $2 0, UL SS & T B AL %) Cam-resnet fEUS7E
ANHE N Z S HOM TR B I G0, AR Y B G v H B A

(2) ¥ R BRI I B RE RS2, QnR 2 Fr7n, L“ Cam-resnet1D” %] “ Cam-resnet1D-Dilated” | £  [1 £%
TEFrig B 2%, [RIAE, 7E 2D #58 ( 40 Cam-resnet2D il Cam-resnet2D-dilated ) BRI T, 2418 A k%
TR IR PR REAT T3 . B R PR 5K A AR 0T ARG IS 70 i kR ik B2 B 174 B2 17 | I35 Bl RS A48
REB2I] S

# 2 PSFREL 547 LR H4h
Table 2 Comparison results of PSFREL with the baseline methods

VRS A P R F1
CNN1D-Pooling 0.923 8 0.9519 0.923 8 0.9333
CNN1D-noPooling 0.9549 0.967 3 0.9549 0.958 8
CNN2D-Pooling 0.914 6 0.947 2 0.914 6 0.9256
CNN2D-noPooling 0.946 4 0.962 9 0.946 4 0.9519
Resnet]1D 0.9589 0.960 0 0.959 1 0.959 1
Cam-resnet]D 0.964 3 0.973 1 0.964 3 0.967 0
Cam-resnet]D-dilated 0.983 4 0.986 2 0.983 4 0.984 3
Cam-resnet2D 0.940 6 0.958 8 0.940 6 0.946 5
Cam-resnet2D-dilated 0.957 7 0.969 6 0.9577 0.961 7
PSFREL 0.996 3 0.996 6 0.996 5 0.996 5

(3) A THALJZ R ARG, A3 2 fr7R , JCIEJE7E IDCNN i85 2DCNN 7 BBt AL )2 )5, 15
TIHERR R AR = T2 3% , FERFEPRAE LBRALIZ G, BRAA T vl DLOR B O 22 T B AR (5 8, T3 B s
TR BT

(4) —HEERUZI 4G BUZXTERIGR . W3k 2 PR, 1D BRUZEEIRRE RS T 2D SRR B,
HEW] T —4EBUR 4 ARZ S0 A s i i 26

Rt /NG — B 784 7 i i e s A B Y RS AL AR Gk 22 M 2% O B A A, R AE L BR
MWALJZ S RE B3 e M B R A PERE . DRI , AR SO 25 5 1 3 1 T AL A9 I 2% Cam-resnet1 D-dilated Jf i
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BRIt L)Z , FREE & T AR 2 22 SR B I it (0] 42 SR A T R RRAE RS det N G T HRRIE S, 5e 408145 PSFREL ATERf %
FF1L 808 T i 14Tt

T #E— 20 PAl PSFREL AU PERE, 5 HAD e dF B AL R AT 1 be A, 45 SR an k& 3 Frzs, PSFREL 7E ISCX
VPN-nonVPN a4 IR R =ik 99.63% , Sz, 5 H A JLFN /740 e, PSFREL SE B T A i A 3 A4 1
WHRE ASHE B F1 43480, XF iy ETCPS ! 2 L B AR 25 44 B T e A )y 12 % % —
Y AR AN B — R B RRE, W AT SVM . Random Forest Z:&E G Wl en > Ik, o3 T B ERE (B E R
REARE 1 I IR B 2 ST B 7 1 . PSFREL ¥ 6 42 25 44 I FH 1 3 B 52 vp 52 B AT 0 (0 B R 4 40E , 5
LSTM Xt FR4RAE A7 4w fis T Rl B s ZmiS 25 Al Cam-resnet FTREE = S IRIMESR . IR ZE Rk F
PSFREL FYHERGR A F1 435044 %5 T ETCPS,

%3 PSFREL H45R 5 e R LA
Table 3 Comparison of PSFREL's results with advanced models

Jridk A P R F1
FlowPic"" 0.8700 0.930 0 0.870 0 0.890 0
CNN1D™ 0.850 0 0.850 0 0.860 0 0.860 0
Deep Packet-CNN'*! 0.960 0 0.970 0 0.960 0 0.970 0
Deep Packet-SAE™ 0.9700 0.960 0 0.900 0 0.9700
CNN+LSTM 0.980 0 0.980 0 0.970 0 0.980 0
SPCaps'*' 0.960 0 0.970 0 0.960 0 0.970 0
ETCPS " 0.984 5 0.984 6 0.984 5 0.984 5
PSFREL 0.996 3 0.996 6 0.996 5 0.996 5

[ 7E CIC-IDS2018 ,10T-23 1 USTC-TFC2016 £ #i4E b #AT 1 iR %t L SE 86, 7 45 R an sk 4 i
7R, TE CIC-IDS2018 B &t K& 2rrdi 5 b | PSFREL Y F1 155 0.95, & # T ETCPS'"(0.91) ,
HERAR 224 R AF BEAT %503 32 DDoS o v 1) = 451 28 B 5%, 7F ToT-23 4 4 1R 3% 1 M I8¢ 0 37t vl
PSFREL 1] F1 3 0.89, 15 T Deep Packet'* (0.81) , 7K 5k Cam-resnet Y14 5 J1 A2 MQTT-TLS Pl ¥
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Table 4 Results of multi-dataset experiments ( F1 scores)

ik ISCX VPN-nonVPN CIC-IDS2018 IoT-23 USTC-TFC2016 SE3 F1 Score
CNN+LSTM 0.9800 0.8600 0.780 0 0.8900 0.8775
ETCPS" 0.984 5 0.9100 0.8300 0.9200 09111
Deep Packet'* 0.9700 0.8900 0.8100 0.900 0 0.8925
PSFREL 0.996 5 0.9500 0.890 0 0.960 0 09491
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Table 5 Ablation comparison of path signatures
Jrik A P R F1
No PSF 0.9729 0.979 1 0.9729 0.974 9
With PSF 0.996 3 0.996 6 0.996 5 0.996 5
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Table 6 Optimize the ablation comparison of residual networks

ik A P R F1
No Cam-resnet 0.7450 0.877 4 0.744 9 0.791 2
With Cam-resnet 0.996 3 0.996 6 0.996 5 0.996 5
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Table 7 Time efficiency versus space consumption

Batch Size=64

Tk ZHH/MB i epoch YIIZkHT[E]/s A M2 (BB GPU NfEIE{H/GB
CNN+LSTM 12.4 42.3 0.85+0.03 3.2
ETCPS " 8.7 38.7 0.92+0.05 2.5
Deep Packet'* 25.6 65.5 1.15£0.08 4.8
PSFREL 15.3 55.8 0.780.02 3.5
4 it
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