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Chaincode vulnerability detection method based on pre-training model

LIN Siyi"?, SONG Fuyuan'?" |, FU Zhangjie'’

(1. School of Computer Science, School of Cyber Science and Engineering, Nanjing University of Information Science &
Technology, Nanjing 210044, Jiangsu, China; 2. Engineering Research Center of Digital Forensics Ministry of Education, Nanjing
University of Information Science & Technology, Nanjing 210044, Jiangsu, China)

Abstract: Aiming at the problem of security vulnerabilities in chain codes in the consortium chain Hyperledger Fabric, a deep
learning vulnerability detection network based on vulnerability subtrees and pre-trained models is proposed. The detection method
includes two key stages: first, the chain code is extracted into an abstract syntax tree through an automated tool, and a vulnerability
subtree structure VB-tree is designed to ensure that the model focuses on key vulnerability features. On this basis, it is converted into
a data flow graph based on the data and control dependencies between program statements; second, the extracted features are
processed using a pre-trained model to accurately identify potential vulnerabilities. Finally, chain codes of 6 935 open source projects
in different fields are collected from Github to construct a dataset that can be used to evaluate the effectiveness of the method.
Experimental results show that when detecting 21 types of vulnerabilities in chain codes, the average F1 score of the model is
93.68% , which is better than existing methods.
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EURAE T 4 ik 95.08 93.96 91.27 90.25 93.13 92.06
REMAPIT 94.35 91.37 92.67 91.09 93.50 91.22
Z At A % 97.41 96.87 94.60 90.43 95.98 93.54
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B whz 95.48 93.46 92.11 91.62 93.93 92.53
FRE 93.26 91.94 92.37 94.83 95.02 95.31
PRESAUANDE 92.61 96.33 94.03 93.65 92.56 92.95
3% B S P 38 T 91.70 97.36 95.20 92.90 94.22 93.65
st b R A - 93.46 - 91.62 - 92.53
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Table 2 Chaincode typees that can be detected by different tools
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