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Secure weighted aggregation for VFL with malicious passive parties
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China)

Abstract . Considering the problem that untrustworthy participants in vertical federated learning launch data poisoning attacks to
hinder model training, and that semi-honest participants launch inference attacks to steal privacy information of other participants, a
securely weighted aggregation scheme for vertical federated learning with malicious passive parties is proposed. First, a utility
evaluation algorithm is combined to defend against data poisoning attacks, and the maximum tolerance distance is designed to filter
the poisoned embedding vectors; Second, an adaptive weight calculation algorithm is designed to ensure that the model can still
effectively resist data poisoning attacks and maintain high convergence rate and accuracy in long-tailed data scenarios. Finally, the
masking mechanism and symmetric homomorphic encryption algorithm are utilized to protect the privacy of embedding vectors
against privacy inference attacks. Theoretical analysis and simulation results show that the proposed protocols has better computational
efficiency and model performance, can effectively resist privacy inference attacks and data poisoning attacks, and improves the
model accuracy by about 5%-10% compared with the latest related work.
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Fig.7 Test loss against data poisoning attacks in normal scenario
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