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Abstract : At present,data privacy protection technologies (such as cryptography and differential privacy)are all used in
Federated Learning model to ensure the secure aggregation of model parameters , which brings problems such as low model
accuracy and low communication efficiency. To overcome this drawback, this paper proposes a secure parameter
aggregation scheme for the Federated Elastic Net model based on the primal-dual method of multipliers( PDMM ) , named
PDMM-Fed. PDMM-Fed consists of three main steps: (1) Each client generates a virtual client, where the client has a
training dataset,while the virtual client does not; (2) The mean squared error term and the regularization term of the
Elastic Net objective function are placed on the client and the virtual client, respectively, as convex functions to be
optimized ; (3) The subspace perturbation method in PDMM is introduced into the centralized Federated Learning network
topology to ensure that the local model parameters of participants are not inversely inferred. Experimental results show
that PDMM-Fed maintains high communication efficiency and model accuracy while ensuring the security of model
parameters on the client side.
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Table 1 Comparison of three parameter security aggregation schemes
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Table 2 Comparison of model accuracy of four Federated Learning optimization algorithms on the Boston dataset
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Fig.4 Convergence and non—convergence parts of dual variables iteration on client i
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Table 3 Model accuracy of four Federated Learning optimization algorithms on the California dataset

ES N Bk 2 Clients 5 Clients 10 Clients 20 Clients || #8#5 Bk 2 Clients 5 Clients 10 Clients 20 Clients
FedAvg 0.970 10.080 50.850 50.854 FedAvg 0.590 0.337 0.185 0.181
MSE SCAFFOLD 0.638 2.064 4.567 10.335 R SCAFFOLD 0.545 0.345 0.215 0.266
FedProx 0.545 2.789 5.679 6.986 FedProx 0.513 0.422 0.399 0.405
PDMM-Fed 0.405 0.404 0.402 0.403 PDMM-Fed 0.500 0.497 0.495 0.494
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