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Asynchronous dissipative fault diagnosis filtering for fuzzy Markov jump
time-delay neural networks under hybrid cyber attacks

ZHAO Yong, LI Renfei, WAN Xinlian
(College of Mathematics and Systems Science, Shandong University of Science and Technology.Qingdao 266590 China)

Abstract: This paper investigates the asynchronous fault diagnosis filtering for fuzzy Markov jump time-delay
neural networks under hybrid cyber attacks. The dynamic event-triggered mechanism is introduced to effectively
reduce network bandwidth congestion during information transmission, thereby alleviating communication
burdens. To address the susceptibility of information to cyber attacks during transmission due to the openness of
network resources, Bernoulli-distributed stochastic variables are employed to characterize the system’s exposure
to deception attacks and denial-of-service (DoS) attacks. Because the existence of time delays and external
disturbances make it difficult for the filter to perfectly obtain system model information, the hidden Markov
model (HMM) is established to characterize the asynchronous behavior between the system mode and the filter
mode. Based on the T-S fuzzy method and stochastic analysis, the fault diagnosis system for discrete-time fuzzy
Markov jump time-delay neural networks under hybrid cyber attacks is first established and the fault diagnosis
filter is designed to generate residual signals. which are utilized to determine the occurrence of faults. By
employing the Lyapunov function method and iterative techniques, sufficient criteria are derived to ensure that the
fault diagnosis error system is stochastically mean-square stable and satisfies the strict dissipative performance.
On this basis, the gain matrix of the asynchronous fault diagnosis filter is designed. Finally, the correctness of

|

W B :2025-11-27

ES&WE HZEARPEEEIH (62373229)

RN OB F 978, L LT HENRIBEZ, ML, E2 a5 5 LR G W 28 1k R

TIEEEE(1998—) L IR & N B BF G A 32 B2 NS 2% A0 R G 1 &2 R 3 B Y L AR SCIB AR AR5
E-mail: w13012573698@163. com



. 128 L AMBERFFROEZRFAFZRO 2026 % 2 #

the obtained results is verified by a numerical example.

Key words: neural networks; Markov jump systems; cyber attacks; fault diagnosis; dissipative filtering
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