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Abstract: To address the issue of symbolic execution path explosion, a path exploration strategy for symbolic execution based on
active learning( ALS) was designed.In this study, the reward values of all states in the test state pool were predicted. The states with
accurately predicted high reward values were automatically annotated and fed back to the model to update the prediction model.
Based on the model’s performance and prediction accuracy, a decision was made on whether to proceed to the next round of testing.
After the final round of model updates, some of the prediction models automatically underwent iterative training to generate multiple
sub-models, which were then collectively employed for symbolic execution path exploration.The experimental results demonstrated
that under the same test conditions, higher code coverage and branch coverage were often achieved by ALS compared to other
baseline methods. Moreover, more undefined behavior violations and real-world program vulnerabilities were discovered, and test
cases of higher quality were generated. When these test cases were utilized as initial seeds for fuzz testing, more program paths could
be discovered.
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Fig.1 The symbol execution and model update process of ALS
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Table 1 The basic information about the coreutils suite and the real-world programs

e 44 JEA PR s R/VKB P AR
coreutils 8.31 713 583 140 -sym-args 0 1 10 -sym-args 0 2 2 -sym-files 1 8 -sym-stdin 8
diff 3.7 186 156 544 --sym-args 0 2 2 A B --sym-files 2 50
grep 3.6 191 522 583 --sym-args 0 2 2 --sym-arg 10 A --sym-files 1 50
patch 2.7.6 98 090 2 447 --sym-args 0 2 2 A B --sym-files 2 50
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sqlite 3.33.0 161 663 2 048 --sym-stdin 20
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Table 2 Comparison of the number of code lines covered by symbol execution in 1 hour for
37 coreutils programs with different search strategies

RN 1SS nurc nurd sgs learch ps rps_nc_nd ALS
i A AR AT 8 459 490 521 530 537 539 541 548

#3374 coreutils FEFFTEARE ZRME T AFZ AT 1 h (I H3E S5 5 KP4 03 308 7 %
Table 3 The optimal coverage and BCOV (% ) of 37 coreutils programs under symbol execution for
1 hour with different search strategies

R R 1SS nurc nurd sgs learch ps rps_nc_nd ALS
T AEE R 6 4 7 11 15 12 15 18
I ER % 21.05 21.61 22.68 22.93 23.05 23.02 22.50 26.74

Xt 6 NESA AP AEA R R P REAT ) GBS ARG G R B AR A LA
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Table 4 The number of lines covered by running 6 real-world programs for 2 hours with different search strategies

w17
B4 rss nurc nurd sgs learch ps rps_nc_nd ALS
diff 486 487 482 484 764 485 540 764
grep 0 1818 0 0 569 0 1818 1869
make 1438 1383 2041 1453 2053 1427 2059 2059
patch 294 219 216 302 848 219 219 873
readelf 396 408 444 331 429 421 486 921

sqlite 2116 2122 2151 2211 7020 0 2214 9683
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Table 5 The number of lines covered by running 6 real-world programs for 5 hours with different search strategies
Ty LR %)

rss nurc nurd sgs learch ps rps_nc_nd ALS
diff 486 487 482 484 1 495 485 540 1495
grep 0 1818 0 0 569 0 1818 1 869
make 1434 1383 2315 1453 2 489 1427 2355 2513
patch 294 219 216 302 860 219 219 882
readelf 399 931 948 409 897 459 934 934
sqlite 2197 2218 2285 2211 9 065 505 2222 11 305
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Table 6 The number of ubsan violations found by running 37 coreutils programs for 1 hour with different search strategies

RN rss nurc nurd sgs learch ps rps_nc_nd ALS
UER(EE e gy 24 23 30 89 83 29 76 95
45¢ 42
41 _—
40+ |E32h ]
[5h
31 @ sh
= 30F 26
'<_ 25+ 2323
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Fig.2 The number of ubsan violations found by running 6 real-world programs respectively for
2 hour, 5 hour and 8 hour with different search strategies
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Table 7 The number of paths discovered by fuzzing for 3 real-world programs about 1 hour
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