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Intrusion path analysis method based on knowledge graph and HMM

LI Zhihui, WANG Dejun”, SUN Beier
(College of Computer Science, South-Central Minzu University, Wuhan 430074, China)

Abstract Intrusion path analysis is of great significance in understanding the dangerous behavior of intruders and
improving security protection systems. An intrusion path analysis method based on knowledge graph and hidden Markov
chain is proposed . The security area is divided into the smallest unit of security nodes, and the intrusion path is abstracted
into a knowledge graph. At the same time, the occurrence and development of intrusion events are processed through the
hidden Markov chain, and the security efficiency of the security node is calculated. Compared with the traditional depth-
first traversal algorithm, the proposed method has a time complexity of O (n) and satisfies the selection process of the
actual intrusion behavior. The case analysis shows that the method can intuitively and effectively reflect the intruder’s
intrusion path and calculate the security efficiency of different intrusion paths, so as to provide comprehensive and
scientific analysis guidance for the existing security system.
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Fig. 1 Intrusion path assessment process
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Fig. 3 Graphic modeling based on knowledge graph
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Fig. 4 Plan view of the nodes in the security system of ancient architecture
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Tab. 6 Path pruning process table

LR Zad T R ON ST By RAL R AR ARG R
S,->S,
S S,->S, S,->S; 0.11732
’ S,->S, ’
S,->S,
Se S,->S, S,->S, 0.14051
S,->S,
S,->S,
S, S,->S, S,->S, 0.01223
S,->S,
Sg S,->S, S,->S, Jc 0.00034
S, S,->S->S, S,->S,->S, J 0.00875
S,->8,->8
P S,->8.->S,
Sy S,->S,->8,, S,->S,->S,, S 0.02487
S,;->5,->8
S,->S8,->8
S,->8,->8
e 8,->8.->S |
S, S,->5,->8,, S,->S,->8,, T 0.02133
S->S,->S |
S,->8,->8,,
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S, ->S->S->8
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e S,->8,->S ,->S,,
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S,->8.->S, ->S
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Fig. 8 The weakest path map
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Tab.7 Comparison of experimental methods table
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