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WEASEL-based method to detect against Collusive Interest Flooding

Attack in Named Data Network

XING Guanglin, HUANG Ying
(College of Computer Science, South-Central Minzu University, Wuhan 430074 , China)
Abstract Interest Flooding Attack (IFA) is a typical distributed denial-of-service attack in Named Data Network
(NDN), and Collusive Interest Flooding Attack (CIFA) changes the attack mode on the basis of IFA and is assisted by
co-producers, which is more stealthy and harmful than IFA. Based on the idea of time series classification, a CIFA
detection method based on WEASEL algorithm is proposed, which detects CIFA by predicting and classifying network

traffic time series. The simulation results show that the proposed method can effectively detect CIFA and has good results in

false alarm rate and missed alarm rate.

Keywords Named Data Network; Collusive Interest Flooding Attack ; WEASEL algorithm ; time series classification

15 B H 0 M 24 (Information-Centric Networking,
TCN) "M Sy R R LI M 1A 3R 25K 2 — 32 s 2 [ Y
SR T 2 B I O, e i 4 Hdie R 45 (Named
Data Networking, NDN) "' [F 75 {5 B 28 H. B8 17 i
S5 07 TR B4R RN 2 TON rp i BARR 1 4 i
Rgz—"

7E NDN H Bl B A A2 PR A D s 22
fE— AR AU T P ERCT A B AL £5 B . NDN
FEAE PRI A AL, Interest £ F1 Data £, X5 H P AEH 3R
SBCHE T2 B N, ¥ S 2R A — > A R AR IBOR A 44 P

IS HE 2024-03-03

Y Interest £ I % 26 21 ] £ v, 22 553 NDN [ i #5 1)
e e, BB A 3 A RO B B eh A% BN 2 IR 55 A
(NEAT ), WA A B B AN B B HAE Data
AL I UGR[0 22 F P NDN (e A — 4L
PEA5H . 43002 T T S (AL RHIE G2 A7 D RE Y N 25 A7 At
# CS T s ol A WOT & & I e ke
Interest £ {7 Bl BT 2 2480 3% PIT AR IC SR E R A
TE % R 78 Z 0] (476 T RN ) e J2 A5 J8. 3% FIB.

75 NDN HFE A — T o3 A5 SR 46 i 55 B, BRI
A kv i (Interest Flooding Attack, IFA)™, ¥F

*BIEIEE WO M7 I A A A 25 545 8% 4, E-mail : 2021110284@mail scuec.edu..cn

TEFREN  IWEkk(1972-) 5 Fl#Ez , A4 07 ) B et A S50 RS 5 B % 4, E-mail : glxing@scuec.edu.cn

EE&WH EEARPARETEIH (62372479)



648 g RO 4l CFL ARl

5 44 %

TFA v, By 38 2o A W7 1] NDN i AR 2 R {1
Interest £ D 117 2 2 PIT 2L 48 20 AN 68 b 1 7 1 2K
FEHEIR 55 . (7S NDN [ 2% Iz 55 o A RE A5 21 £ s
T HE 0 Y 0 B PE ARk, — R AR P [
Interest f117Z X if; (Collusive Interest Flooding Attack,
CIFA) B, CIRA FI T B[] P9 2 20 7 3 i Bh Bl
DRI L TR A SIS , SR AGI . 7 CTFA H, I
i I K sh ik, I A T Jel 390 B¢ s 1) Py 21
T8 R 8 Interest B A M 48, K8 i FHAT R 1Y
PIT B, 2438 5 Interest £ 1Y PIT % H R Z I,
DI R) P A AR 7 3 2 2R JORE I B IR R] Data £, X0 38
Interest £, JEAT WA 7, B o 9 9 PIT 25 6] . K — %8
CIFA 1, W MR A 2 AR PR B 7T, S PIT (]
VS 2, 1R TP JCEEE SRR OB 2, DA feE
P28 S5 B T K, " EE G T NDN M2 424

1 fxIME

YT CIFA 113, ARG 5 284 J5 ¥ E 4 NDN
W) 24 4 42 S5 A O E SR SE R . COMPAGNO %
ANPHEH T Poseidon J7 i A TFA 3% 5 38 2o
0 (2% Hh 25 4 2 5 10 Y Interest £ 355 22 B A Mz O
e PIT P oRH LAY 2% H 50 ok I W2 75 & AR Bt . i
1 CIFA "pplp [A] Az 57 25 2 % By 5 % Ry %
Interest S UEAT 2L R M iy , 530 FE T 11 BASE T Interest
A0l R B B PIT 2% B A A I J5 ¥ 7E CIFA AR
AE A4 R A SR, . XN A5 N3 2o Wl o 537 R
B S At St T — R T RV R TFA A
7738 , 8 35 5 AT Interest 4544 FR A 43 A7 AL K &
PR T AFAETCE . CHEN 48 N7 Interest £ i
o Al LT T — P2 TR B K (TForest) 5315 Y
TFA K AIL ] . 2B 38 2 224> 8 Br R J) 20 1E i
RN S H AT S, AR PIT (9 o5 F 3 S 5 A 48 b
RIS PN R SN NG (Y ik S i ok i e S
P B B ARG 0 TP A R BT, 78 S A 28 b 2
PRI b R4 T Tt . DL S i SR N A Ol
)RG5 32 A TR SR N A I R S RN AT 2% B T
CIFA U F R B WA Fp e 2z, Kt
X LETTEEAE CIFA AN B RCR A RKERAR

XIN 25 A TE 2017 4F 1 CHE ) 1 CIFA BURE &,
IR /NI S BT AR CIRA. 388 3 XoF 190 265 37 £ IR 0
PEAT /N AR S A AT ARG, R T2 T3 1 45 5 3 il
DA A SALAH S AN T — R XF CIFA (Y

38 B A HL ] CoMon , 388 3o 152 & i 42 6 et 4 4 i—
S FIAE NDN A MR AE SR, ] DL7E LI T/ i
H A 00 1) D 9 R et SR T 5 1 1 G B e
AN E . CHENG % A THES % CUSUM 5%
25 IR T K ) i AT S S A, 4R
T — 0 BT AT 4% B A28 4 - 247 0 7 i 8] 4 A
DR AR BTN T 2 RS 3 =2 ] 17 A 3
22 SR NN B, B985 2O R RERA — 2 R
BRAE . LIU S T — i TR iR 22 (9 CIFA
R 7 sl A T HE A B 2 (8] 9 1R 22 5 s
1 (T Hb 5 ok ST T X 408 0K 285 . 320 3 i /D Az ) 97 )
. WU S N T — R T PIT 25 ()45 2 Y
AR IT 58, R LT VR By Ik ) 7 A A DX )
FASS G B9 7 1250 S B S P 28 4 D . 327 380 FH I
25 it 12t RN PIT 4% H A8 AE X RS R W 2 1o 2% J2 15 52 3]
Heifi . SHIGEYASU & AU 48 4 PIT 3 RS
T AR G247 51 B = A B Be b A7k DU . 36 3k
THOA b gk B% A b A 2 A 51 B ke G ) B T
CIFA Wy 4Bty 205 i RAE SO S5 M FiifT T
fiH] .

g b, i T CIFA A ATl o 301 4 gt s i) Py 2k
A JLIF [ ) PR ety LA R Bip ] £ 7 4 el B ks 1)
A, CIFA () Yt B8 FL BRe v , o SRS . DAFE ST
GEiH B B B Y 75 X0 T CIFA BRI A7 7 )R
B, PRI A a0 DA T 246 Jk i 708 A 155 180 R 1 D o 286 4R
A A SO S 1a] e 81 43 28 B (Word ExtrAction
for time SEries cLassification, WEASEL) , #& H{ — fft
3T WEASEL 75 1 B3 7] Interest £3Z 31k M
K 75 72: (WEASEL based CIFA detection method |,
WCDM). 1% J7 124 W % Ui £ 40 Ky — Ff ik 1] 1 471
WCDM J7 V5 18 4o WS B 1 T i 0 S 1 ) 248 i )
(] 3 0 B A0, 4 4 B O 8% i s FF (] ) 37 43 26 1
BB R AR IO ) 45 R A I T H R R I
H LIS R R R A CIFA Z0d . WCDM Jy ik 5
JoT i dek — o AT MO A I . S0 3 g S A
R IR R K (False alarm rate, FAR) UL X s i) %
(Missed alarm rate, MAR) A &= M RE . SE06 2%
RELH], WCDM J5 i BAT 8 4F pvERE , BLAZE R DU i
FARHIMAR J7 T B AT {5

2 WCDM A%

WCDM J7 35 J 5 5 S 25 4 1) i 1] e 57 7326



%5 TR, 55 « iy 24 50808 99 4 P 3 F WEASEL ST A 3R] Interest 037 S0 a6 Iy 12 649

=R S5 B QN ST I R = e A
Tt et B (8] P 50 2 4 R 1955 T 40 A I 4% i B ] )
G FR M A, IR IR AN B H R RE B S
B HA A DL 24 2] 532528 . WCDM J ik B4 i J 3
T ELR B A 2R AE S 10 R BARRAE SR A ] B9
7 . PR AT LU AT B8k G R RAE 7 T A 28 ] rp
AR IR 2 [ i e $ B A B K B A RRAE I
W BT A 25 AR AR 5 B2 B — SRR A 1) i P OR R B )
G4 S BRI XoF B [ 7 2 A X 1 28 1 B i
S, PR AT LA 7™ A=t {5 D331 A R A B ]
WCDM J5 K5 I CIFA T J2 38 2o 43 Ar £ A 0] 2%
TR, 5 A A A Sy XoF D) 248 97 i R AE E A T 40
Z5 A K MRS R T IE W R 2 7w
%, CFH TN CIFA Toaly , i e 0 oy A 15 221
) PR £ PR

WA 1R, WCDM J5 ik AL IR UNE - 15 5675
BB N 26 T B[] P B0 6 4 ok ELAT S P A
FrhE 2R BN R 1 F1 A9 Discriminative words. 5 I 5 5]
() NDN %) 26 375 0 Fiof (1] ) 1) L s 5040 e e A B (1]
JEN AR AE R | I B0 b A 5 TE I 45 IR 2 AN

A network traffic
time series

Use multiple
window lengths

Windowing

CIFA Bt RS BB , L i L PIT o A A £
O], PR R TE I ZRAS N CIFA Bt RS T 1Y)
PIT i FH 315 UAS ], 90 2645 3 (18 %65 17 457 1E words 12
A TR] 5 45 00 A6 e B R AIE words FEAT-FRCEE I,
A M AR 22 B ARAIE HP 22 i L DX B2 AR R D 1
" Y Discriminative features , i J5 1 308 HY A RRNE XA
G32EAA BN B A I Y 5 Y 3 5 7 1 2% 3 N [
5 #3048 30 5 1 Windowing #4741 45 5, 7
B B I A 1) 25 A AN T B2 1 T 3l 1 11 B0 kAT
Ak, NI — b 8] 7 1) vh 4 B 7 471 58 4 s
PUE GG SRR — A H — AL 5 18 3 %
By e 178 B A2 4k (Fourier transform ) , 75 21 X i
R AR L I R 0, bl B s A ) A 2R
1 e

f(z) = ——e2 | (1)
oA 27

LU UNWIE

F(1) = [f(x)e™=ek e’%"“”z - e’%("’)z , (2)
Mu=0,0 =152 2 IES MR R u
1Ak sh & FEdE & AR E o 23—
A3 B 1 S T A A BE AR T 2

Machine learning

classifier
Fourier transform
Feature selection
(ANOVA f-test)
Discr?minative o Discriminative Co-occurring Discriminative
Fourier values Supervised words . words - features
Lantization Bigrams, Feature
4 . . multiple selection
(imformation gain) window CHI-Squared
lengths

K1 WCDM J5 i g 1Al
Fig. 1 WCDM method steps diagram

WCDM 75 % i F 28 15) 75 22 43 # (Analysis of
variance) F 7% (ANOVA F) % £ i FE (37 1 &
B, o B IE ] T SR B, B ANOVA F A5
e 7 P B2 A 2 A B R R B AR ) TR 25 03
A AR . B KAy FAE AR R e 48 A — & 73, RIZH
YA Z I E K25 . I BRBE(F H 531 e i 4
MK DR B AE N AR S A 2 P8 o el A S
14 251 (Information gain) , i A 43 X F B R 228K
BRI T[] — 2 & . 0 b 2D 3Rk R R 1k
SE P4 S R 9 PR (R 8 i A 23 0 s, TR 41

I3 X, R B BT TR — 2 L fE S el o
ASHEE ) X 38, FR R X[ . B4 X (R — 45
Vo A X 8] 1) SR Y HE B R 2 R . X 2 S EURHE
BERHAE AT IX )

P Y AT B 8 H T UL B P BRI R A
A XM B unigrams (—JT 438 B 24 AT 05 HT
— AN D5 ARk T DL A Bk 2] 2 A X
P 19 bigrams ( — JT 43 18 ), ‘B AT 41 B 19 Co-
occurring words (L] ) I A4S, Al H R 7
(X2) 6 6 A PRl B A2 v B AH G YRR AE L ATE I 25



650 g RO 4l CFL ARl

I3 AR Z HPRFIZ IR 2 ) 9D 2L ANRIE . BOR
P X2 R A — N ARP I A 5 28 ) v o B g 4
B . P T BRI L X2 (B T AR Y R
XM T RZ B AR 22 . A AR AT AT LA
PO R Z AR, IR ER . S AR, FRATAT
DA FH 3 26 4 4K 3000 28 7T DL R 1 2 S b 28 119 Ry
fiE L DX R IE HEAT U 20 28 . 2% 3 i Ak T AR IR
A, T I A B B ] 2 A R RIS
PR AR U E AR 0 ) | Bl LUJLAS 117 51 3E 6 AH
L, AR TT BE WSS B [F]— S F A7 . CIFA Bradi i, RIS
SRR/ P R {H R T CIFA A% & Interest £
23X ATRE K] 5 48 PIT 2% H 945 05, 76 2508 R
BN 25 JA SO 7 A R | R R BB OFe 11 1 91 gl
77 A B AT ER L FRAT LA R X 03 TR R S

3 {(FELW

AR S L IR S5 A4 1 g NDN B 0 28 3 Fh 4n 1] 2
JIi7R | Interest £ T 41F 55 K 544 1) JEL U 78 NDN rpff A 7
FEAEH . AR AL B E PRSP
R SEER P AP RGN 13, 08 R
FHP B8 A 4, NDN [ #8800 0 16, A HRIEE
Bk 2, A RIEH NS, 5 — A 2P E N
M WP RS PN
PRALE SRAELL Inormal/” R T ZR O ECHE N 25, DR R I
AL PEE AL LI Jevil 7 AT B N2 . L S
Bon 1 iR .

@ Content Producer u Evil Producer

8 Normal user ‘ Evil user /%
. \

€& NDN Router

2 RURIA M
Fig. 2 Mesh topology diagram
ARSCHR IR LA 9 2 i Eek A 50 Hr LU CIFA 3 45
i IR P PO B R AR I ST A L b T
FESCH AL AR SCRYBRADL SR 125 200 s, IEH

55 44 &
#1 THIBRBEL
Tab. 1 Simulation experiment parameters

28 Wl

(Rt 200 s

Yk dori i 39 10 ms
A R 3% Interest £ f1h) 33 36 50 packet/s
CIFA Xl % 3% Interest f Y % 50 packet/s

T Bt r i in) 10 ms

PIT 2% B AEA7 A 4s

PIT % i 200 entries

JHL P 438 SR B TE] 2 0~200 s, CIFA 2 ati 43517645 80 s
FEE 160 s Ji 8l , K522 40 s. Fovf ek ik o 2 4 531
A 5 packet/s .10 packet/s 150 packet/s, FF2ERT ] A 1
s, s R R S s. DA PIT o FH 37 TE 3 I 450k 25
TR A LS FE CIFA B0 T A48 fh fa 34 5L i
RANTR], A% SCHR R0 28 3t & B[] ) 471 1) PIT o5 =52
ARSI T 408 . IE 5 FH P & 3% Interest L %) 3 4
50 packet/s, TESE 20 s B5F FH PV L 100 packet/s 19]
ARSIk Interest G, DAIBEALLIE 1% O0 T Tt i sl 1Y
15 00 . B0k A JR 391 15 Ol 100 ms, B — R ALY 1%
By () /& 10 ms. PIT 2% H A A7 A R 4 s 5 55
200 entries.

AR SR AP S 1 SR Zipf 73 A . A
K3 af DU M TR U sl E, PIT & F 0K 2
A—ERER LK X i s AR T
Xof [] — B PR A i R SRR 19, NDN A % i 2247
B, e LU PIT o5 F 287 A — s i3 3l L (HIE i
T B SR A PIT i AR A 28 AR R W] 8 A [ T
CIFA Yifi . CIFA Jti 25 i ik ] 77 51) ) 26 BRASE = i
PR AR A, EL IR SR S M % s BOds A 5 1, PIT o
MR EE B —Fh LA, B R CIFA 25
ST AR B[R] (4 o 8 PIT 2% B A9 REE: , (75 B fif 2
5 packet/s [ B A 23 PIT (5 A3 H LB 2
A TR I AR AR DB 3 th IR LA
LGS YN L 2R S EE R TN S R D
PR A 5 WCDM D7 R KN CIFA. WCDM
T EERS P2 LR G PIT o5 FIZRERIPURFAE | il R
RO, 28 B 4 L S ke A AR 8 B B I DX 1) T
TEHIRES , WS 2 BBk e AR I 5

ASLE BT PIT 5 2, Interest £33 & & 14 ™
2% it ek IS [ P 310 SR A T4 B, o 1) 286 i 2 P ] 7 91)
3 0 g I 2R AT A ] WCDM U7 ¥ 14T
& A A Y L5 1 231 AT LA AE 0 4 At I [R)
Fr 5 B8 2 1] B 25 A AR DL , AR BT i 220 02 75



5 5 1]

TR, 55 « iy 24 50808 99 4 P 3 F WEASEL ST A 3R] Interest 037 S0 a6 Iy 12

651

1
0.9 | |— attact rate=5 U
—— attact rate=10
0.8 | [=——attact rate=50
.07
206
g
2 0.5
=]
=04
e
0.3
0z | il ﬂ
0.1 W% | e
0 V

0 20 40 60 80 100 120 140 160 180 200
time/s

3 PIT A a3 A
Fig. 3 PIT occupancy rate trend dhart

IEAEREEGET . DA PIT oy 8 I 45 3 B 8] 1y 871) Ry 491
M3 T LIE i, SOt RS 19 PIT i AR L i 3
B DX T IEH RS TR, 32 A CIFA Yo 25 53
JE AR A ] 1] 2 50 B & A R AR Ak, BT ™ A=
5 F XA HHRAE . B 419 (a) L (b) H /R T HIRTA]
T K I HE B A RRAE . i A i B e & i
A0 125, 0 BRI H MR, 1 8RR
R A . DA 3% R S packet/s BT 58 4 41, A G
R EIE PRI AR 44, A A 2 RRAE B A AR
) 26 37 6k S (B3 470 14 PIT (5 R AE IE 5SS S
AREBEEILAHHE R 19 2 TURRAEAS W], 7645 TR
WA BEARFE K EIR . N AT LUE B 2
FRAE Y X 504 B 5, ] 4 (a) 78 “Saab abb”J& 026
pit i FRIEF GO T IARFHE, “ 15aab” 2 1 28X i)

HYRRTE . FFAE“Saab” F1“Saab aab” WA A H B, H
B G o ) B AR B s TR . R
WEASEL J2 4k T H AR B4 42 19 28 R iE 5 1 A0 30l
ik, T LAAS ) B 58 T 7 £ ) 080 4R 28 o SR Ak
RIS 2 A AN TR AR AE 0 . AR 3 HRmT DU Y, T
A7 383 Hy 50 packet/s If PIT i F F% s A 8 K T2k
%N 5 packet/s , WKL 4 H1 0] LU 31| 24 57k 40 B
Ja W IE R RS S B RSB RHER L. ZEE 4(h)
i, R B 3R IA B 50 packet/s, B 5 IR S
SRR EE[R] {H N CIFA I Interest £ 85 W3 [R] 4
PR G IR L B RE A PIT 5 i A2 4+
B &, Mot i 25 o5 4 PIT YRR 2 2% H 25 ) . 283
WEASEL b5 , 19 28 f9 FRF A+ 20 IR, T X 0
Bl UNERAE“5 aaa aab” f& 0 R4FAE , “5 baa” 2 1 2245
iE, FFAE“S aaa aaa” BLAR 0 SN 1 AR A , (H N [E
W e 2 B0 1 2GR RN T 7, T OB 2, 75
HMRFIE 15 aaa” PIZE IR IR 1.

5 LITR Gl kAL B S IE F RS S R
WA ZE A FRAE B AN [R] A 340 26 e 00 26 DR
IRFEAE CIFA ARSI b A — A~ AP IRCR .

N T Bk WCDM J5 3k B Rk, A SORs e ik
5 H A=A A AL By AT A, X =
P75 R < /NI 43 B (Wavelet Analysis)™ | £
MR (TForest) 7 35 52 B AR X (1) TF A B 280 7
122 WCDM Jy 25 3 aa £ HRUAY R fiE 2 190 245 i 2 43
P2, BT O R B 4 L DL PIT o5 R R TR A Ry i

Frequencies

B class 0
B class |

15 aab —u—
15 aab aaa —jus—

5 aab
15 aab aab

5 aab aaa
5 bab

5 abb
5 bab aab

S aaa

5 aab aab

5 aab abb

5 aab bab

5 abb aab
5 abb abb
5 abb bab -
15 aaa aab

25 bab —{m—

25 aba “jumm—
25 bbb

15 bab ===

15 aab abb
15 aba
15 aba aab
15 abb aab
15 baa
15 baa aaa
15 baa aab
15 bab aab A
15 bba A
25 baa

Fig. 4(a) The PIT occupancy rate extracted using the WCDM method when the attack rate is 5 packets/s

25 aba bba ~jummm

Words
El4(a) HEHEAH Spacket/s B H il WCDM J5 i H2 B PIT (5 15

25 baa bba



i 2L 2L T 22 e b
652 TR RG22 2 iR CHARFA IR 544 5
71 B class O
[ class 1
6-4
54
w
=2
241
Qo
=
o
2
~ 34
24
0 R L T L L L
SO OO OSETETOTTOTTTOTOO0OTESOTOTSCIOO0 SO
5885855555855 8558 8RR 8RG8 588E 5585253
S TINON SIS SN S STV INININEITST TN SN TN v oOnwn
5§ §7EEE EERENNNEINEE S SN EnANRES FEEAY
N v VKN VNN s NInVnInKn NN v v n
= e — - S RS B
Words
FE4(b)  HandEeR 50 packet/s B F WCDM Jr 4R B PIT (5 FHER

Fig. 4(b) The PIT occupancy rate extracted using the WCDM method when the attack rate is 50 packets/s

AL BN 2 7R , WCDM J7 125 A 4G I 5 S
98.73%, e T HoA = Fh A I 3% . itk Ah, WCDM J7 ik
W HA — A5 /NE FAR J2& 0.82% Fil MAR /& 1.27%.
E—2CUEB T WCDM J7 35 CIFA A5 I 7 1] HA7 5
T BRI . E /NI A3 A A RS DU RICR SR i, Ry
87.23% , AH. [] B} A7 5 4 e 1) e 41 28 RN 1 3, 1M

TForest T Z2 FEU 119 J7 32 K I A5 SR AN JHLARL, 0 A 11
FAR Fl MAR J i & /= A KRR 25 . XEH R
CIFA B[] PR 2 A 7 3 Al B My, 200 o B il
SO Fsf o 7, DA T 5 35 B i S T HE S T 07 A
AT RIAFROR

2 IR SN I ET BB L

Tab. 2 Comparison of the experimental results of WCDM of wavelet analysis, [Forest, and the method based on cumulative impurity 1%
Algorithm WEASEL algorithm Wavelet Analysis [Forest Cumulative Impurity
Detection rate 98.73 87.23 54.38 51.2
FAR 0.82 14.59 37.42 335
MAR 1.27 12.57 34.89 32.29
4 L5iF SR 11 M4, 2016, 44(8): 2009-2017.

ASCHE Y T T WEASEL 855 11 CIFA K60 7
——WCDM, %5 L5 | BB 7514325 0 AR, 38
b Y52 27 IR 266 G ik B 8] 73 290 5000 0 A A 6 D 2%
it 2 B[] 3 80 BRHE 43 o I E I I IR A DL
CIFA YR 7, A28 19 J7 AT Mo A, #4536
T A 2 s e 28RN DR A A I 43 2 A IE A A . T
A B RUE B T B A R AR R T
FErb IR0 7E SN A 2% B B 1 L FF AR .

£ % X W

(1] R, 5K, sRZEAT AR B O 248 1k R 45 F oY

[2] SAXENA D, RAYCHOUDHURY V, SURI N, et al
Named data networking: A survey[J]. Computer Science
Review, 2016, 19: 15-55.

[3] S, skogy:, B, %5 fF B O ML & R4
I R, 2015, 38(3): 455-471.

[4] JACOBSON V, SMETTERS D K, THORNTON J D, et
al. Networking named content[C]//Proceedings of the 5th
international  conference on  Emerging networking
experiments and technologies. Rome: ACM, 2009: 1-12.

[5] COMPAGNO A, CONTI M, GASTI P, et al. Poseidon:
Mitigating interest flooding DDoS attacks in Named Data
Networking [C]//38th Annual IEEE Conference on Local
Computer Networks. Sydney:IEEE, 2013: 630-638.

[6] XINY, LIY, WANG W, et al. A novel interest flooding



55510

TR, 55 « iy 24 50808 99 4 P 3 F WEASEL ST A 3R] Interest 037 S0 a6 Iy 12

653

(7]

[10]

[11]

[12]

attacks detection and countermeasure scheme in NDN
[C]/2016 IEEE Global Communications Conference
(GLOBECOM ). Washington:IEEE, 2016: 1-7.
XING G, CHEN J, HOU R, et al. Isolation forest-based
mechanism to defend against interest flooding attacks
in named data networking [J]. TEEE Communications
Magazine, 2021, 59(3): 98-103.
TROCHR, FELL, fRAF . i 4% BIHm 0 45 v ik 7 1 o B 5
MRA Interest £ 637 B K 0 5 vk [ ). g ROE K%
S CASRBIERD , 2023, 42(4) : 477-481.
XIN Y, LI Y, WANG W, et al. Detection of collusive
interest flooding attacks in named data networking using
wavelet analysis [ C]/MILCOM 2017-2017 IEEE Military
Communications Conference (MILCOM ). Baltimore : IEEE,
2017: 557-562.
SALAH H, STRUFE T. Evaluating and mitigating a
Collusive version of the Interest Flooding Attack in NDN
[Cl/i2016 Computers and
Communication (ISCC). Messina:IEEE, 2016: 938-945.
CHENG G, ZHAO L, HU X, et al. Detecting and
mitigating A sophisticated interest flooding attack in
NDN from the network-wide view [ C]//2019 TEEE First
International Workshop on Network Meets Intelligent
Computations (NMIC). Dallas:IEEE, 2019: 7-12.
LIU L., FENG W, WU Z, et al. The detection method of

collusive interest flooding attacks based on prediction

IEEE  Symposium on

[13]

[14]

[15]

[16]

[17]

(18]

[19]

errorin NDN[J]. TEEE Access, 2020, 8: 128005-128017.

WU Z, FENG W, YUE M, et al. Mitigation measures of
collusive interest flooding attacks in named data
networking[] 1. Computers & Security, 2020, 97: 101971.
SHIGEYASU T, SONODA A. Detection and mitigation
of collusive interest flooding attack on content centric
networking[ﬂ. International Journal of Grid and Utility
Computing, 2020, 11(1): 21-29.

SCHAFER P, LESER U. Fast and accurate time series
classification with WEASEL [ C]//Proceedings of the
2017 ACM on Conference on Information and Knowledge
Management. Singapore: ACM, 2017: 637-646.

ISMAIL FAWAZ H, FORESTIER G, WEBER ], et al.
Deep learning for time series classification: A review [ ] ].
Data Mining and Knowledge Discovery, 2019, 33(4) :
917-963.

LIN J, KEOGH E, LONARDI S, et al. A symbolic
representation of time series, with implications for
streaming algorithms [ C]//Proceedings of the 8th ACM
SIGMOD workshop on Research issues in data mining
and knowledge discovery. San Diego: ACM, 2003: 2-11.
LOWRY R. Concepts and applications of inferential
statistics [J/OL]. (2014-05-05) [2024-02-21] http://
vassarstats.net/textbook/ch14pt1.html.

QUINLAN J R. Induction of decision trees [J]. Machine

Learning, 1986, 1(1): 81-106.

(B2 4R &K XY

TRZ)



