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Design and Implementation of Intelligent Security Comprehensive
Practical Project Based on Cloud Edge and Terminal

LI Meirong, LIU Jiaxu, LU Yongsheng, LI Songrui

(School of Information and Software Engineering, University of Electronic Science and Technology of China, Chengdu 610054, China)

Abstract: The article discusses a comprehensive project course for sophomore and junior undergraduate students. This course
takes campus security as the background and guides students to integrate cloud computing, Internet of Things and mobile application
technologies into the security field to build a set of cloud-edge-based security system. The project covers the design and
implementation of cloud platforms, edge devices and mobile terminals. The cloud platform is responsible for data storage, analysis and
management, including user management, device management, video monitoring and other functions. Edge devices use Raspberry Pi
for real-time data processing and decision-making, and connect to terminal devices such as cameras, temperature and humidity
sensors, and servos. In addition, a mobile application is developed using WeChat Mini Program to provide users with a convenient
usage experience. During the implementation of the project, complex engineering issues such as multi-terminal system data interaction
and face recognition driving the steering gear to open and close doors are solved. Furthermore, the article discusses key issues such as
data encryption and access control from multiple dimensions, ensuring system security and privacy protection. Through the design and
implementation of this comprehensive project course, students’ practical abilities have been enhanced, leading to a deeper
understanding and application of cloud-edge technologies.
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JSON %=X, N IR IR EE (5 B 4
GET/humiture/obtain HTTP/1.1
Accept: application/json
USRI 55 AR IEH WA L, 22 PA JSON 4% iR
R AE R
HTTP/1.1 200 OK
Content-Type: application/json
{
"status":
"data": {
"time": "2023-20-01",
"humidity": "45",
"temperature": "23"
H
}
AR R 55 A% e ] P AR e i i, B
23 LA JSON H =& [m1 i B A 151 4L
HTTP/1.1 401 Bad Request
Content-Type: application/json

{

"status": "failed",

success",
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wx.uploadFile( {
url:'http://+app.globalData.urlinfo+':8 080
/uploadgraphbyfile' , //J& ¥ H Huhk
filePath: tempFilePaths[0],
name: "graph",
header: {
"Content-Type":
formData: {
id:that.data.id,
ifStu:"false"},

success: function (res) {

n.n

multipart/form-data"},

var data = res.data
console.log(that.data.id)
wx.showToast( {

title: " A&
icon:'success',

duration: 2000} )

H
})
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response = requests.get(url)
data= response.json( )
print(data)
for i in range(len(data['name']) ):
folder name = data['name'][i]
encoded_string image = data['graph'][i]
# fieht
decoded bytes = base64.
b64decode(encoded string image)
# RS e AR
save path="/home/admin/OPencv-face-recog-
nition/face_collect/%s"% (folder name)
os.makedirs(save path, exist_ok=True)
file path = os.path.
join(save path, "new_self.jpg")
with open(file_path, "wb") as image _file:
image_file.write(decoded bytes)
i T B 2 sh A2 Ay, PR 2
X B8 AT . B A IR i T L o 18 A
T crontab 155, 58 BUH F A 19 7 B
* */2 * * * /yser/local/update.py
43 ANRERIRA
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%, $RJ5 W FH face recongnition'” HEAT A KGN
KB EURFS . Xz R AT R RS O 5
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JE Y I E 3R (8] 6 45 5 . face_recognition J& —
SO/ NN TP 7 Bl o SN 2871 DA S 1 S
TEET AL AEHY CHIFIEE diib" - PR 2
34 F Labeled Faces in the Wild"> A& 4
BESATIEK, AR5 99.38% HIMERTR . AU
SRS AR fis
for face_encoding in face encodings:
# N Xy
matches = face recognition.compare faces
(known_face_encodings, face encoding)
name = "Unknown"
face distances = face recognition.
face distance( known face encodings, face
encoding)
best_match_index = np.argmin(face_distances)

if matches[best_match_index]:

name=known_face names[best match_index]
face_names.append(name)
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# GPIO 5| J5E X

servo_pin=11

GPIO.setmode( GPIO.BOARD) # % F 5 Fr Y
Yy % GPIO 1

GPIO.setwarnings(False)

GPIO.setup(servo_pin, GPIO.OUT)

pwm = GPIO.PWM(servo_pin, 50)

pwm.start(0)

def rotate_servo(angle):

pwm.start(2.5 + angle / 18.0)
pwm.ChangeDutyCycle(90)
time.sleep(0.3)

pwm.stop()
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FIA T HTTPS" G SCA (et 2 A i) o i s
HTTPS, Jr A $odl 76 % 7 v AR 55 4% 2 1] /9 1%
AR, Bk G G s, R
WE THA S RG22 mpEE 74, wRHPER

ANEG WA E S, B3Ry HTTPS B, 5%
S SSLY RIS, 1% H i A A S A ]
B EHIERN. HiEEHIEBBCEE “/home/
tomcat/” H¥ T, FHHBUTT 77 =UE M4 tomeat 1)
server.xml FC'& SO, i H SR HTTPS PRl

<Connector port="443"

protocol="org.apache.coyote.http11.

Http11NioProtocol"

maxThreads="150" SSLEnabled="true"

scheme="https" secure="true"

clientAuth="false" ssIProtocol="TLS"

keystoreFile="/home/tomcat/cn.pfx"

keystorePags=""****"/>
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RolePermission AR X HE ( PermissionList
# rolepermissionid int(16) [~ ______ # pemissionid int(16)
O roleid int(16) O pemissionname

O permissionid int(16) varchar(1 024) )

| .

]

| e

1
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UserRole {5 RoleList

#userroleid int(16) [N, | #roleid int(16)
Oaccount  varchar(16) O rolename varchar(1 024)
O roleid int(16) i\ J

it

User
# account int(16)

O name varchar(1 024)
O sex bool
O einail varchar(1 024)

O password varchar(32)
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