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Abstract: A network intrusion detection model based on multi-stage feature selection and CNN-GRU is
proposed to address the problem of low accuracy of intrusion detection due to redundant features of net-
work intrusion detection data. Firstly, for the feature redundancy of the data set, the PCC-RF feature
selection algorithm is constructed by combining Pearson correlation coefficient and random forest for multi-
stage feature selection and constructing the optimal feature subset. Then the CNN-GRU model is con-
structed by using the powerful extraction capability of convolutional neural network for spatial features and
the excellent temporal feature extraction capability of gated recurrent units. Finally, the optimal feature
subset is input into the CNN-GRU model for training. Experiments are conducted by using the UNSW-
NB15 dataset, and the experimental results show that the dataset, after the PCC-RF feature processing

algorithm, has lower dimensionality and better results compared with other methods. The model detection
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accuracy reaches 84.72%.

Key words: network intrusion detection; feature selection; convolutional neural network; gated cycle unit
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Tab.1 Sample distribution status of the UNSW-NB15 dataset
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Tab. 2 Experimental results of correlation coefficient threshold

5 Accuracy/¥% — Recall/%  Precision/% F1/%
0.5 54.66 53.28 55.65 54.52
0.6 57.36 56.01 57.82 56.95
0.7 64.78 63.72 65.85 64.01
0.8 78.74 76.24 79.25 78.53
0.9 82.39 80.82 82.73 80.46
1.0 80.85 79.27 81.81 79.25
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Tab.4 Experimental results with different number of CNN filters

HUERVEL Accuracy/%  Recall/% — Precision/% F1/%

1 71.26 64.01 72.83 69.70
2 73.78 65.71 73.91 70.43
4 71.73 61.28 74.32 69.62
8 81.19 75.92 82.83 80.58
16 83.06 79.55 84.98 82.93
32 83.44 78.13 83.96 81.11
64 80.83 77.11 81.40 79.51
128 79.06 75.27 80.60 78.10
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Tab.3 Experimental results of importance thresholds

M Accuracy/% — Recall/%  Precision/% — F1/%

0.001 72.34 69.16 73.49 71.22
0.005 78.56 75.81 79.14 78.24
0.01 81.82 78.9 82.39 81.54
0.05 74.91 71.48 75.19 74.63
0.1 53.12 49.89 53.91 52.63
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Tab.5 Experimental results for different number of GRU units

GRUPAITEL  Accuracy/% — Precision/% Recall/% F1/%
1 79.96 71.57 80.31 70.66

2 81.32 72.18 81.83 71.38

4 79.69 71.70 79.62 69.52

8 80.27 70.94 82.31 72.72

16 81.81 75.10 83.25 74.04

32 78.71 69.95 79.09 68.98

64 84.17 78.78 85.93 81.98

128 83.06 73.55 84.98 78.93

256 82.86 72.01 83.48 77.52
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Tab.6 Comparison of the proposed model with CNN and GRU

TBETR Accuracy/ % Precision/ % Recall/% — F1/%

CNN 79.89 43.05 53.60 40.75
GRU 78.72 42.62 43.25 39.44
AR 84.72 85.62 86.18 83.05
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Tab.7 Comparison of the proposed model with machine

learning algorithm

IR Accuracy/%  Precision/% — Recall/% F1/%
RF 77.06 73.47 79.11 78.27
DT 44.2 59.56 49.32 41.83
LR 77.62 74.01 78.32 76.87

KNN 74.92 71.88 75.39 73.03

AT 84.72 85.62 86.18  83.05
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Fig.7 Comparison of the proposed model with machine
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Tab.8 Comparison of the proposed model with other models

Y Accuracy/%  Precision/ % Recall! % F1/%
Cibk[16] 77.16 82.63 79.91 81.52
SCHk[17] 72.38 69.94 87.42 77.71
k18] 67.31 63.69 67.31 64.77
AR SCREHY 84.72 85.62 86.18 83.05
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Fig.8 Comparison of the proposed model with other models
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