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Abstract: Aiming at the heterogeneity of network devices and the complex correlation among devices in
the internet of things intrusion detection, this paper proposed a GraphSAGE-GAT model based on the
graph neural network, which could effectively capture the correlation between internet of things devices
and reduced the communication topology between internet of things devices, so as to improve the accuracy
rate of internet of things anomaly detection. Firstly, the device association graph was constructed based
on the network flow data among 1ot devices, and then the graph sample and aggregate algorithm was used
to sample adjacent device nodes, so that the embedded information representation of device nodes could

be enhanced by using the information of interconnected device nodes. Then, through the graph attention
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network, the correlation weight was automatically learned for the relationship between the extracted associ-
ated device nodes, and the representation of the associated device nodes was further fused through the
multi-layer aggregation function to obtain the embedded representation vector of the device association
graph nodes, so as to further enhance the representation capability of each device node. Finally, the
benign and offensive classification of device network node samples was realized according to the fused
graph node embedding representation vector. Based on the data sets NF-ToN-IoT-v2 and NF-BoN-IoT-
v2, the experiment results show that the accuracy of the proposed model of GraphSAGE-GAT in IoT
intrusion detection is as high as 97.25% and 98.62%, respectively, both of which are superior to the lat-
est baseline detection models. Therefore, the model GraphSAGE-GAT proposed in this paper can further
guarantee the communication security of network data.

Key words: internet of things; intrusion detection; feature selection; graph sample and aggregate (Graph-

SAGE); graph attention network
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Tab.5 Comparison of performance indicators of different classifica-

tion algorithms

MR I PEAL AR
EQ N W% RJ% RW% RW/%  Fl
PCA 96.95 97.23 97.80 0.9751
IF 94.76 95.47 96.10 0.9578
ToN-ToT LOF 96.96 97.16 97.53 0.9736
DBSCAN  97.25 97.41 97.72 0.9756
OCSVM 95.75 94.94 95.27 0.9510
PCA 98.04 98.33 94.24 0.9624
IF 96.23 95.70 92.64 0.9415
BoT-TIoT LOF 97.52 99.62 94.25 0.9686
DBSCAN  98.62 98.18 95.88 0.9702
OCSVM 97.67 95.19 94.99 0.9509
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Fig. 7 Comparison of ROC curves of different classification

algorithms in the ToN-IoT
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Tab.6 Comparison of this research method and other models

¥ e - PEAL AR

HURAR 475 Jrisb R/ % R/ % R./% Fl
ATy AR 97.25 97.41 97.72 0.9756
ToN-ToT Extra Trees Clalssif’icr'l‘r’J 93.34 94.25 92.68 0.9346
E-GraphSAGE®Y 96.94 97.32 92.08 0.9463
IDS-HN! 95.42 96.53 94.79 0.9565
ATy AR 98.62 98.18 95.88 0.9702
BoT-IoT Extra Trees (:1assifier?151 95.64 96.35 92.19 0.9422
E-GraphSAGE®! 96.51 98.07 94.36 0.9618
GMM-OCSVM™! 95.36 92.21 94.15 0.9394
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Tab. 7 Classification and comparison results of different data sets

i Ro/Y% R/ % R/ %
NSL-KDD 99.34 99.30 99.35
CICIDS2018 97.96 98.32 98.04
UNSW-NB15 97.62 97.56 97.74
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